Chapter 2

Late in 1994. reports began to appear in the news media that the latest generation of Pentium"
microprocessors. the heart and soul of personal computers, was flawed. These reports appeared not
only in trade journals and magazines aimed at computer specialists. but also in The New York Times
and other daily newspapers. The stories reported that computers equipped with these chips were
unable to correctly perform some relatively simple multiplication and division operations.
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At first. Intel. the manufacturer of the Pentium microprocessor. denied that there was a problem. .
Later, it argued that although there was a problem. the error would be significant only in
sophisticated applications. and most people wouldn't even notice that an error had occurred. It was
also reported that Intel had been aware of the problem and already was working to fix it. As a result
of this publicity. many people who had purchased Pentium-based computers asked to have the
defective chip replaced. Until the public outcry had reached huge proportions. Intel refused to
replace the chips. Finally. when it was clear that this situation was a public relations disaster for
them. Intel agreed to replace the defective chips when customers requested it.
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Did Intel do anything unethical? To answer this question. we will need to develop a framework for
understanding ethical problems. One part of this framework will be the codes of ethics that have
been established by professional engineering organizations. These codes help guide engineers in the
course of their professional duties and give them insight into ethical problems such as the one just
described. The engineering codes of ethics hold that engineers should not make false claims or
represent a product to he something that it is not. In some ways. the Pentium case might seem to
simply he a public- relations problem. But, looking at the problem with a code of ethics will indicate
that there is more to this situation than simple PRo especially since the chip did not operate in the
.way that Intel claimed it did
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In this chapter. the nature of professions will be examined with the goal of determining whether

engineering is a profession. Two representative engineering codes of ethics will he looked at in
detail. At the end of this chapter. the Pentium case is presented in more detail along with two other
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cases, and codes of ethics are applied to analyze what the engineers in these cases should have
done.
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INTRODUCTION

When confronted by an ethical problem, what resources are available to an
engineer to help find a solution? One of the hallmarks of modern professions
are codes of ethics promulgated by various professional societies. These codes
serve to guide practitioners of the profession in making decisions about how to
conduct themselves and how to resolve ethical issues that might confront
them. Are codes of ethics applicable to engineering? To answer this question,
we must first consider what professions are and how they function and then
decide if this definition applies to engineering. Then we will examine codes of
ethics in general and look specifically at some of the codes of engineering
professional societies.
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IS ENGINEERING A PROFESSION

In order to determine whether engineering is a profession, the nature of
professions must first be examined. As a starting point it will be valuable to
distinguish the word "profession" from other words that are sometimes used
synonymously with "profession ": "job" and" occupation." Any work for hire
can be considered a job. regardless of the skill level involved and the
responsibility granted. Engineering is certainly a job engineers are paid for
their services but the skills and responsibilities involved in engineering make it

more than just a job.
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Similarly, the word "occupation" implies employment through which someone
makes a living. Engineering, then, is also an occupation. How do the words
"job" and "occupation" differ from "profession"?
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The words "profession"” and "professional” have many uses in modern society
that go beyond the definition of a job or occupation. One often hears about
"professional athletes" or someone referring to himself as a "professional
carpenter," for example. In the first case, the word "professional" is being used
to distinguish the practitioner from an unpaid amateur. In the second case, it is
used to indicate some degree of skill acquired through many years of
experience. with an implication that this practitioner will provide quality
services.
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Neither of these senses of the word "professional" is applicable to engineers.
There are no amateur engineers who perform engineering work without being
paid while they train to become professional, paid engineers. Likewise, the
length of time one works at an engineering-related job, such as an engineering
aide or engineering technician, does not confer professional status no matter
how skilled a technician one might become. To see what is meant by the term
"professional engineer." we will first examine the nature of professions.
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What are the attributes of a profession? There have been many studies of this
guestion, and some consensus as to the nature of professions has been
achieved. Attributes of a profession include

I. Work that requires sophisticated skills. the use of judgment. and the exercise
of discretion. Also, the work is not routine and is not capable of being
'mechanized

2. Membership in the profession requires extensive formal education, not
;simply practical training or apprenticeship

3. The public allows special societies or organizations that are controlled by
members of the profession to set standards for admission to the profession, to
,set standards of conduct for members, and to enforce these standards; and

4. Significant public good results from the practice of the profession [Martin
and Schinzinger, 2000
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The terms "judgment" and "discretion" used in the first part of this definition
require a little amplification. Many occupations require judgment every day. A
secretary must decide what work to tackle first. An auto mechanic must decide
if a part is sufficiently worn to require complete replacement, or if rebuilding
will do. This is not the type of judgment implied in this definition. In a
profession, "judgment" refers to making significant decisions based on formal
training and experience. In general, the decisions will have serious impacts on
people's lives and will often have important implications regarding the
spending of large amounts of money.
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Discretion" can have two different meanings. The first definition involves "
being discrete in the performance of one's duties by keeping information
about customers, clients, and patients confidential. This confidentiality is
essential for engendering a trusting relationship and is a hallmark of
professions. While many jobs might involve some discretion. this definition
implies a high level of significance to the information that must be kept private
by a professional. The other definition of discretion involves the ability to make
decisions autonomously. When making a decision . one is often told. "Use your
discretion," This definition is similar in many ways to that of the term
"judgment" described previously. Many people are allowed to use their
discretion in making choices while performing their jobs. However. the
significance of the decision marks the difference between a job and a
profession.
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One thing not mentioned in the definition of a profession is the compensation
received by a professional for his services. Although most professionals tend to
be relatively well compensated. high pay is not a sufficient condition for
professional status. Entertainers and athletes are among the most highly paid
members of our society. and yet few would describe them as professionals in
the sense described previously. Although professional status often helps one
to get better pay and better working conditions. these are more often
determined by economic forces.

ECXEN Ol 8 (e (g2l 8 Aiga iy i (B4 S50 4l
Y LS Ua b sl 4al) s g L 585 O (I s gl alans

EICoM - Done by : Nidal Nassar



as e dlE sSan O e Ol g opilidll) gl
el aal s Glal) (e LS 8 dyigall A0S Bl ma e 9o Crigall Ll
_:\:\JL..AIS‘Y\ ngsl\ o.JA

Earlier. reference was made to "professional” athletes and carpenters. Let's
examine these occupations in light of the foregoing definition of professions
and see if athletics and carpentry qualify as professions. An athlete who is paid
for her appearances is referred to as a professional athlete. Clearly. being a
paid athlete does involve sophisticated skills that most people do not possess,
and these skills are not capable of mechanization. However. substantial
judgment and discretion are not called for on the part of athletes in their
"professional" lives. so athletics fails the first part of the definition of
"professional." Interestingly, though, professional ath-letes are frequently
viewed as role models and are often disciplined for a lack of discretion in their
personal lives.
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Athletics requires extensive training. not of a formal nature, but more of a
practical nature acquired through practice. and coaching. No special societies
(as op-posed to unions. which will be discussed in more detail later) are
required by ath-letes, and athletics does not meet an important public need;
although entertainmentis a public need. it certainly doesn't rank highly
compared to the needs met by professions such as medicine. So. although they
are highly trained and very well compensated, athletes are not professionals.
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Similarly. carpenters require special skills to perform their jobs, but many
as-pects of their work can be mechanized. and little judgment or discretion is
re-quired. Training in carpentry is not formal, but rather is practical by way of
apprenticeships. No organizations or societies are required. However,
carpentry certainly does meet an aspect of the public good-providing shelter is
fundamental to society - although perhaps not to the same extent as do
professions such as med-icine. So, carpentry also doesn't meet the basic
requirements to be a profession. We can see, then, that many jobs or
occupations whose practitioners might be referred to as professionals don't
really meet the basic definition of a profession. Although they may be highly
paid or important jobs, they are not professions.
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Before continuing with an examination of whether engineering is a profession,
let's look at two occupations that are definitely regarded by society as
professions: medicine and law. Medicine certainly fits the definition of a
profession given previously. It requires very sophisticated skills that can't be
mechanized, it requires judg-ment as to appropriate treatment plans for
individual patients, and it requires discretion. (Physicians have even been
granted physician-patient privilege, the duty not to divulge information given
in confidence by the patient to the physician.) Although medicine requires
extensive practical training learned through an apprenticeship called a
residency,
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it also requires much formal training (four years of undergraduate school,
three to four years of medical school. and extensive hands-on practice in
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patient care). Medicine has a special society, the American Medical As-
sociation (AMA), to which a large fraction of practicing physicians belong and
that participates in the regulation of medical schools, sets standards for
practice of the profession, and enforces codes of ethical behavior for its
members. Finally, healing the sick and helping to prevent disease clearly
involve the public good. By the definition presented previously, medicine
clearly qualifies as a profession
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Similarly, law is a profession. It involves sophisticated skills acquired through
extensive formal training; has a professional society, the American Bar
Association (ABA); and serves an important aspect of the public good.
(Although this last pointis increasingly becoming a point of debate within
American society!) The difference between athletics and carpentry on one
hand and law and medicine on the other is clear. The first two really cannot be
considered professions, and the latter two most certainly are.
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Engineering as a Profession

Using medicine and law as our examples of professions, it is now time to
consider whether engineering is a profession. Certainly. engineering requires
extensive and sophisticated skills. Otherwise, why spend four years in college
just to get a start in engineering? The essence of engineering design is
judgment: how to use the available materials, components and devices, to
reach a specified objective. Discretion is required in engineering: Engineers are
required to keep their employers' or clients' intellectual-property and business
information confidential. Also, a primary concern of any engineer is the safety

EICoM - Done by : Nidal Nassar



of the public that will use the products and devices he designs. There is always
a trade-off between safety and other engineering issues in a design, requiring
discretion on the part of the engineer to ensure that the design serves its
purpose. and fills its market niche safely.
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The point about mechanization needs to be addressed a little more carefully
with respect to engineering. Certainly, once a design has been performed. it
can easily be replicated without the intervention of an engineer. However,
each new situation that requires a new design or a modification of an existing
design requires an engineer. Industry commonly uses many computer-based
tools for generating designs, such as computer-aided design (CAD) software.
This shouldn't be mistaken for mechanization of engineering. CAD is simply a
tool used by engineers, not are placement for the skills of an actual engineer. A
wrench can't fix an automobile without a mechanic. Likewise, a computer with
CAD software can't design an an tilock braking system for an automobile
without an engineer.
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Engineering requires extensive formal training. Four years of undergraduate
training leading to a bachelor's degree in an engineering program is essential.
followed by work under the supervision of an experienced engineer. Many
engineering jobs even require advanced degrees beyond the bachelor's
degree. The work of engineers serves the public good by providing

EICoM - Done by : Nidal Nassar



communication systems. transportation, energy resources, and medical
diagnostic and treatment equipment, to name only a few.
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Before passing final judgment on the professional status of engineering. the
nature of engineering societies requires a little consideration. Each discipline
within engineering has a professional society, such as the Institute of Electrical
and Electronics Engineers (IEEE) for electrical engineers and the American
Society of Me-chanical Engineers (ASME) for mechanical engineers. These
societies serve to set professional standards and frequently work with schools
.of engineering to set standards for admission and curricula. However
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these societies differ significantly from the AMA and the ABA. Unlike law and
medicine, each specialty of engineering has its own society. There is no overall
engineering society that most engineers identify with, although the National
Society of Professional Engineers (NSPE) tries to function in this way. In
addition, relatively few practicing engineers belong to their professional
societies. Thus, the engineering societies are weak compared to the AMA and
the ABA.
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It is clear that engineering meets all of the definitions of a profession. In
addition, it is clear that engineering practice has much in common with
medicine and law. Interestingly, although they are professionals, engineers do
not yet hold the same status within society that physicians and lawyers do.
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Differences between Engineering and Other Professions

Although we have determined that engineering is a profession, it should be
noted that there are significant differences between how engineering is
practiced and how law and medicine are practiced. Lawyers are typically self-
employed in private practice, essentially an independent business, or in larger
group practices with other lawyers. Relatively few are employed by large
organizations such as corporations. Until recently, this was also the case for
most physicians, although with the accelerating trend toward managed care
and HMOs in the past decade, many more physicians work [or large
corporations rather than in private practice. However, even physicians who are
employed by large HMOs are members of organizations in which they re- tain
much of the decision-making power-often, the head of an HMO is a physician-
and make up a substantial fraction of the total number of employees.
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In contrast, engineers generally practice their profession very differently from
physicians and lawyers. Most engineers are not self-employed, but more often
are a small part of larger companies involving many different occupations,
including accountants, marketing specialists, and extensive numbers of less
skilled manufactur-ing employees. The exception to this rule is civil engineers,
who generally practice as independent consultants either on their own or in
engineering firms similar in many ways to law firms. When employed by large
corporations, engineers are rarely in significant managerial positions, except
with regard to managing other engineers. Al-though engineers are paid well
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compared to the rest of society, they are generally less well compensated than
physicians and lawyers.
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Training for engineers is different than for physicians and lawyers. One can be
employed as an engineer after four years of undergraduate education, unlike
law and medicine, for which training in the profession doesn't begin until after
the undergraduate program has been completed. As mentioned previously,
the engineering societies are not as powerful as the AMA and the ABA,
perhaps because of the number of different professional engineering societies.
Also, both law and medicine require licenses granted by the state in order to
practice. Many engineers, especially those employed by large industrial
companies, do not have engineering licenses.
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It can be debated whether someone who is unlicensed is truly an engineer or
whether he is practicing engineering illegally, but the reality is that many of
those who are employed as engineers are not licensed. Finally, engineering
doesn't have the social stature that law and medicine have (a fact that is
reflected in the lower pay that engineers receive as compared to that of
lawyers and doctors). Despite these differences, on balance, engineering is still
clearly a profession, albeit one that is not as mature as medicine and law.
However, it should be striving to emulate some of the aspects of these
professions.
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Other Aspects of Professional Societies

We should briefly note that professional societies also serve other, perhaps
less noble, purposes than those mentioned previously. Sociologists who study
the nature of professional societies describe two different models of
professions, sometimes referred to as the social-contract and the business
models. The social-contract model views professional societies as being set up
primarily to further the public good. as described in the definition of a
profession given previously. There is an implicit social contract involved with
professions, according to this model. Society grants the professions perks such
as high pay, a high status in society, and the ability to self-regu-late. In return
for these perks, society gets the services provided by the profession.
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A perhaps more cynical view of professions is provided by the business model.
According to this model, professions function as a means for furthering the
economic advantage of the members. Put another way, professional
organizations are labor unions for the elite, strictly limiting the number of
practitioners of the profession, controlling the working conditions for
professionals, and artificially inflating the salaries of its members. An analysis
of both models in terms of law and medicine would show that there are ways
in which these professions exhibit aspects of both of these models.
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Where does engineering fit into this picture? Engineering is certainly a ser-vice-
oriented profession and thus fits into the social-contract model quite nicely.
Although some engineers might wish to see engineering professional societies
function more according to the business model, they currently don't function
that way. The engineering societies have virtually no clout with major
engineering employers to set wages and working conditions or to help
engineers resolve ethical disputes with their employers.
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Moreover, there is very little prospect that the engineering societies will
function this way in the near future.
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If Engineering Were Practiced More Like Medicine

It is perhaps instructive to speculate a little on how engineering might change
in the future if our model of the engineering profession were closer to that of
law or medicine. One major change would be in the way engineers are
educated. Rather than the current system, in which students study engineering
as undergraduates and then pursue advanced degrees as appropriate,
prospective engineers would probably get a four- year "preengineering"
degree in mathematics, physics, chemistry, computer science, or some
combination of these fields. After the four-year undergraduate program.
students would enter a three- or four-year engineering professional program
culminating in a "doctor of engineering" degree (or other appropriately named
degree). This program would include extensive study of engineering
fundamentals, specialization in a field of study. and perhaps "clinical" training
under a practicing engineer.
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How would such engineers be employed? The pattern of employment would
certainly be different. Engineers in all fields might work for engineering firms
similar to the way in which civil engineers work now. consulting on projects for
government agencies or large corporations. The corporate employers who now
have numerous engineers on their staff would probably have far fewer
engineers on the payroll. opting instead for a few professional engineers who
would supervise the work of several less highly trained "engineering
technicians." Adoption of this model would probably reduce the number of
engineers in the work force. leading to higher earnings for those who remain.
Those relegated to the ranks of engineering technicians would probably earn
less than those currently employed as engineers.
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CODES OF ETHICS

An aspect of professional societies that has not been mentioned yet
is the codes of ethics that engineering societies have adopted. These
codes express the rights. duties. and obligations of the members of
the profession. In this section, we will examine the codes of ethics of
professional engineering societies.
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It should be noted that although most of the discussion thus far has focused on
professionalism and professional societies, codes of ethics are not limited to
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professional organizations. Tlley can also be found, for example, in
corporations and universities as well. We start with some general ideas about
what codes of ethics are and what purpose they serve and then examine two
professional engineering codes in more detail.
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?What Is a Code of Ethics

Primarily. a code of ethics provides a framework for ethical judgment for a
professional. The key word here is "framework." No code can be totally
comprehensive and cover all possible ethical situations that a professional
engineer is likely to en-counter. Rather, codes serve as a starting point for
ethical decision making. A code can also express the commitment to ethical
conduct shared by members of a profes-sion. It is important to note that
ethical codes do not establish new ethical principles. They simply reiterate
principles and standards that are already accepted as respon-sible engineering
practice. A code expresses these principles in a coherent, compre-hensive, and
accessible manner. Finally, a code defines the roles and responsibilities of
professionals [Harris. Pritchard, and Rabins, 2000.
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It is important also to look at what a code of ethics is not. It is not a recipe for
ethical behavior: as previously stated, it is only a framework for arriving at
good ethical choices. A code of ethics is never a substitute for sound judgment.
A code of ethics is not a legal document. Ope can't be arrested for violating its
pro-visions. although expulsion from the professional society might result from
code violations. As mentioned in the previous section, with the current state of
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engineering societies. expulsion from an engineering society generally will not
result in an inability to practice engineering, so there are not necessarily any
direct consequences of violating engineering ethical codes.
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Finally, a code of ethics doesn't create new moral or ethical principles. As
described in the previous chapter, these principles are well established in
society, and foundations of our ethical and moral principles go back many
centuries. Rather, a code of ethics spells out the ways in which moral and
ethical principles apply to professional practice. Put another way. a code helps
the engineer to apply moral principles to the unique situations encountered in
professional practice.
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How does a code of ethics achieve these goals? First, a code of ethics helps
create an environment within a profession where ethical behavior is the norm.
It also serves as a guide or reminder of how to act in specific situations. A code
of ethics can also be used to bolster an individual's position with regard to a
certain activity: The code provides a little backup for an individual who is being
pressured by a superior to behave unethically. A code of ethics can also bolster
the individual's position by indicating that there is a collective sense of correct
behavior: there is strength in numbers. Finally, a code of ethics can indicate to
others that the profession is seriously concerned about responsible.
professional conduct [Harris. Pritchard. and Rabins, 2000]. A code of ethics.
however, should not be used as "window dressing," an attempt by an
organization to appear to be committed to ethical behavior when it really is
not.
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Objections to Codes

Although codes of ethics are widely used by many organizations. including
engineering societies, there are many objections to codes of ethics, specifically
as they apply to engineering practice. First, as mentioned previously, relatively
few practicing engineers are members of professional societies and so don't
necessarily feel compelled to abide by their codes. Many engineers who are
members of professional societies are not aware of the existence of the
society's code, or if they are aware of it. they have never read it. Even among
engineers who know about their society's code. consultation of the code is
rare. There are also objections that the engineering codes often have internal
conflicts, but don't give a method for resolving the conflicts. Finally, codes can
be coercive: They foster ethical behavior with a stick rather than with a carrot
[Harris, Pritchard, and Rabins, 2000]. Despite these objections. codes are in
very widespread use today and are generally thought to serve a useful
function.
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Codes of the Engineering Societies

Before examining professional codes in more detail, it might be instructive to
look briefly at the history of the engineering codes of ethics. Professional
engineering societies in the United States began to be organized in the late
19th century. with new societies created as new engineering fields have
developed in this century. As these societies matured, many of them created
codes of ethics to guide practicing engineers.
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Early in the current century, these codes were mostly concerned with issues of
how to conduct business. For example, many early codes had clauses
forbidding advertising of services or prohibiting competitive bidding by
engineers for design projects. Codes also spelled out the duties that engineers
had toward their employers. Relatively less emphasis than today was given to
issues of service to the public and safety. This imbalance has changed greatly in
recent decades as public perceptions and concerns about the safety of
engineered products and devices have changed. Now, most codes emphasize
commitments to safety. public health. and even environmental protection as
the most important duties of the engineer.
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A Closer Look at Two Codes of Ethics

Having looked at some ideas about what codes of ethics are and how they
function. let's look more closely at two codes of ethics: the codes of the IEEE
and the NSPE. Although these codes have some common content, the
structures of the codes are very different.
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The IEEE code is short and deals in generalities, whereas the NSPE code is
much longer and more detailed. An explanation of these differences is rooted
in the philosophy of the authors of these codes. A short code that is lacking in
detail is more likely to be read by members of the society than is a longer code.
A short code is also more understandable. It articulates general principles and
truly functions as a framework for ethical decision making, as described
previously.

eads ST L8 NSPE O (8 ¢l ganll 3 uad|EEE
}Qd.uasﬂ\ ‘?_ﬁ\ SM\ )}AJ!\ Y CHladAY) eﬂ@J \J.u.ns.\
LG ST Ll g8 yadl) : 9 Lea
Lile i ge 58 LS AENAY) L), agill

A longer code, such as the NSPE code, has the advantage of being more explicit
and is thus able to cover more ground. It leaves less to the imagination of the
individual and therefore is more useful for application to specific cases. The
length of the code, however, makes it less likely to be read and thoroughly
understood by most engineers.
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There are some specifics of these two codes that are worth noting here. The
IEEE code doesn't mention a duty to one's employer. However, the IEEE code
does mention a duty to protect the environment, a clause added relatively
recently, which is somewhat unique among engineering codes. The NSPE code
has a preamble that succinctly presents the duties of the engineer before going
on to the more explicit discussions of the rest of the code. Like most codes of
ethics, the NSPE code does mention the engineer's duty to his or her employer
in Section 1.4, where it states that engineers shall " act .. for each employer ...
as faithful agents or trustee”.
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Resolving Internal Conflicts in Codes

One objection to codes of ethics is the internal conflicts that can exist within
them, with no instructions on how to resolve these conflicts. An example of
this problem would be a situation in which an employer asks or even orders an
engineer to implement a design that the engineer feels will be unsafe. It is
made clear that the engineer's job is at stake if he doesn't do as instructed.
What does the NSPE code tell us about this situation?
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In clause 1.4, the NSPE code indicates that engineers have a duty to their
employers, which implies that the engineer should go ahead with the unsafe
design favored by his employer. However. clause 1.1 and the preamble make it
clear that the safety of the public is also an important concern of an engineer.
In fact, it says that the safety of the public is paramount. How can this conflict
be resolved.
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There is no implication in this or any other code that all clauses are equally
important. Rather. there is a hierarchy within the code. Some clauses take
precedence over others, although there is generally no explicit indication in the
code of what the hierarchy is. The preceding dilemma is easily resolved within
the context of this hierarchy. The duty to protect the safety of the public is
paramount and takes precedence over the duty to the employer. In this case,
the code provides very clear support to the engineer, who must convince his
supervisor that the product can't be designed as requested. Unfortunately, not
all internal conflicts in codes of ethics are so easily resolved.
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Can Codes and Professional Societies Protect Employees?.

One important area where professional societies can and should function is as
protectors of the rights of employees who are being pressured by their
employer to do something unethical or who are accusing their employers or
the government of unethical conduct. The codes of the professional societies
are of some use in this since they can be used by employees as ammunition
against an employer who is sanctioning them for pointing out unethical
behavior or who are being asked to engage in unethical acts.
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An example of this situation is the action of the IEEE on behalf of three
electrical engineers who were fired from their jobs at the Bay Area Rapid
Transit (BART) organization when they pointed out deficiencies in the way the
control systems for the BART trains were being designed and tested. After
being fired, the engineers sued BART, citing the IEEE code of ethics which
impelled them to hold as their primary concern the safety of the public who
would be using the BART system. The IEEE intervened on their behalf in court.
although ultimately the engineers lost the case.
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If the codes of ethics of professional societies are to have any meaning. this
type of intervention is essential when ethical violations are pointed out.
However. since not all engineers are members of professional societies and the
engineering societies are relatively weak, the pressure that can be exerted by
these organizations is limited.
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Other Types of Codes of Ethics

Professional societies aren't the only organizations that have codified their
ethical standards. Many other organizations have also developed codes of
ethics for various purposes similar to those of the professional engineering
organizations. For example, codes for the ethical use of computers have been
developed. and student organizations in universities have framed student
codes of ethics. In this section. we will examine how codes of ethics function in
corporations.
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Many of the important ethical questions faced by engineers come up in the
context of their work for corporations. Since most practicing engineers are not
members of professional organizations, it seems that for many engineers,
there is little ethical guidance in the course of their daily work. This problem
has led to the adoption of codes of ethics by many corporations.
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Even if the professional codes were widely adopted and recognized by
practicing engineers, there would still be some value to the corporate codes,
since a corporation can tailor its code to the individual circumstances and
unique mission of the company. As such, these codes tend to be relatively long
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and very detailed. incorporating many rules specific to the practices of the
company. For example. corporate codes frequently spell out in detail the
company policies on business practices, relationships with suppliers,
relationships with government agencies.
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compliance with government regulations, health and safety issues, issues
related to environmental protection, equal employment opportunity and
affirmative action. sexual harassment, and diversity and racial/ethnic
tolerance. Since corporate codes are coercive in nature-your continued
employment by the company depends on your compliance with the company
code-these codes tend to be longer and more detailed in order to provide very
clear and specific guidelines to the employees.
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Codes of professional societies, by their nature, can't be this explicit. since
there is no means for a professional society to reasonably enforce its code.
Due to the typically long lengths of these codes. no example of a corporate
code of ethics can be included here. However, codes for companies can
sometimes be found via the Internet at-corporate websites.
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Some of the heightened awareness of ethics in corporations stems from the
increasing public scrutiny that has accompanied well-publicized disasters, such

as the cases presented in this book, as well as from cases of fraud and cost
overruns. particularly in the defense industry, that have been exposed in the
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media. Many large corporations have developed corporate codes of ethics in
response to these problems, to help heighten employee's awareness of ethical
issues, and to help establish a strong corporate ethics culture. These codes give
employees ready access to guide- lines and policies of the corporations. But, as
with professional codes. it is important to remember that these codes cannot
cover all possible situations that an employee might encounter; there is no
substitute for good judgment. A code also doesn't substitute for good lines of
communications between employees and upper management and for
workable methods for fixing ethical problems when they occur.
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Understanding Ethical Problems

In late 1984, a pressure-relief valve on a tank used to store methyl isocyanate
(MIC) at a Union Carbide plant in Bhopal, India, accidentally opened. MIC is a
poisonous compound used in the manufacture of pesticides. When the valve
opened, MIC was released from the tank and a cloud of toxic gas formed over
the area surrounding the plant. Unfortunately, this neighborhood was very
densely populated. Some two thousand people were killed and thousands
more injured as a result of the accident. Many of the injured have remained
perma-nently disabled.
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The causes of the accident are not completely clear. but there appear to have
been many contributing factors. Pipes in the plant were mis connected, and
essential safety systems were either broken or had been taken off-line for
maintenance. The effects of the leak were intensified by the presence of so
many people living in close proximity to the plant.
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Among the many important issues this case brings up are questions of
balancing risk to the local community with the economic benefits to the larg-er
community of the state or nation. Undoubtedly, the presence of this chem-ical
plant brought significant local economic benefit. However. the accident at the
plant also brought disaster to the local community at an enormous cost in
human lives and suffering. How can we decide if on balance the economic
benefit brought by this plant outweighed the potential safety hazards?
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In order to answer this question and analyze other engineering ethics cases,
we need a framework for analyzing ethical problems. Codes of ethics can be
used as an aid in analyzing ethical issues. In this chapter, we will exam-ine
moral theories and see how they can also be used as a means for analyzing
ethical cases such as the Bhopal disaster.

Auaigd) cilaMal Jalat g Jlgedl 138 e dilaY)
Laall Jalas 8 5ae Luse A oS Lgalasiin) Sy CAENAY) JSLial Jalas
i oS Ll it G (R S (g LBDIAT il ylas Joadll 138 8 48DAY)
syl Jalasl

INTRODUCTION

In this chapter, we will develop moral theories that can be applied to the
ethi-cal problems confronted by engineers. Unfortunately, a thorough and
indepth discussion of all possible ethical theories is beyond the scope of this
text. Rather, some important theories will be developed in sufficient detail for
use in an-alyzing cases.
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Our approach to ethical problem solving will be similar to that taken in other
engineering classes. To learn how to build a bridge. you must first learn the
basics of physics and apply this physics to engineering statics and dynamics.
Only when the basic theory and understanding of these topics has been
acquired can problems in structures be solved and bridges built. Similarly. in
ethical problem solving. we will need some knowledge of ethical theory to
provide a framework for understanding and reaching solutions in ethical
problems. In this chapter, we will develop this theoretical framework and apply
it to an engineering case. We will begin by looking at the origins of Western
ethical thinking.
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A BRIEF HISTORY OF ETHICAL THOUGHT

It is impossible in this text to give a complete history of ethical thinking. Many
books, some of them quite lengthy, have already been written on this subject.
How-ever, it is instructive to give a brief outline of the origins and
development of the ethical principles that will be applied to engineering
practice.
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The moral and ethical theories that we will be applying in engineering ethics
are derived from a Western cultural tradition. In other words, these ideas
originated in the Middle East and Europe. Western moral thought has not
come down to us from just a single source. Rather, it is derived both from the
thinking of the ancient Greeks as well as from ancient religious thinking and
writing, starting with Judaism and its foundations.
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Although it is easy to think of these two sources as separate, there was a great
deal of influence on ancient religious thought by the Greek philosophers. The
writ-ten sources of the Jewish moral traditions are the Torah and the Old
Testament of the Bible and their enumeration of moral laws, including the Ten
Commandments. Greek ethical thought originated with the famous Greek
philosophers that are commonly studied in freshman philosophy classes,
principally Socrates and Aristo-tle, who discussed ethics at great length in his
Nichomachean Ethics. Greek philo-sophic ideas were melded together with
early Christian and Jewish thought and were spread throughout Europe and
the Middle East during the height of the Roman Empire.
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Many of the moral principles that we will discuss have also been codified and
handed down through the law. So, in discussing engineering ethics, there is a
large body of thinking-philosophical, legal, and religious-to draw from.
However, even though there are religious and legal origins of many of the
moral principles that we will encounter in our study of engineering ethics, it is
important to acknowledge that ethical conduct is fundamentally grounded in a
concern for other people. It is not just about law or religion.
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ETHICAL THEORIES

In order to develop workable ethical problem-solving techniques, we must first
look at several theories of ethics in order to have a framework for decision
mak-ing. Ethical problem solving is not as cut and dried as problem solving in
most engineering classes. In most engineering classes, there is generally just
one theory to consider when tackling a problem. In studying engineering
ethics, there are several theories that will be considered. The relatively large
number of theories doesn't indicate a weakness in theoretical understanding
of ethics or a "fuzziness" of ethi-cal thinking. Rather, it reflects the complexity
of ethical problems and the diver-sity of approaches to ethical problem solving
that have been developed over the centuries.

<l Of lile aay ¢ Gaudaill A8 48DAT A5 Ja i ol Jal (4
LS ol AR A5l ) phea dlen 055 o dal s
saals il dlia sl gl
i Al il Hlill e paal) @llia 5 daigl) )
g bl agdll dsas ol on Bl Gebawd pSaae aga | g il
agayl 3 (50 S 4l . BrE
syl

EICoM - Done by : Nidal Nassar



Having multiple theories to apply actually enriches the problem-solving
process, allowing problems to be looked at from different angles, since each
theory stresses different aspects of a problem. Even though we will use
multiple theories to exam-ine ethical problems, each theory applied to a
problem will not necessarily lead to a different solution. Frequently, different
theories yield the same solution. Our basic ethical problem-solving technique
will utilize different theories and approaches to analyze the problem and then
try to determine the best solution.
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?What Is a Moral Theory

Before looking more closely at individual moral theories, we should start with a
definition of what a moral theory is and how it functions. A moral theory
defines terms in uniform ways and links ideas and problems together in
consistent ways [Harris, Pritchard and Rabins, 1985].This is exactly how the
scientific theories used in other engineering classes function. Scientific theories
also organize ideas, define terms, and facilitate problem solving. So, we will
use moral theories in exactly the same way that engineering theories are used
in other classes.
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There are four ethical theories that will be considered here, each differing
ac-cording to what is held to be the most important moral concept.
Utilitarianism seeks to produce the most utility, defined as a balance between
good and bad conse-quences of an action, taking into account the
consequences for everyone affected. A different approach is provided by duty
ethics. Duty ethics contends that there are duties that should be performed
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(for example, the duty to treat others fairly or the duty not to injure others)
regardless of whether these acts lead to the most good.
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Rights ethics emphasizes that we all have moral rights, and any action that
violates these rights is ethically unacceptable. Like duty ethics, the ultimate
overall good of the actions is not taken into account. Finally, virtue ethics
regards actions as right that manifest good character traits (virtues) and

regards actions as bad that display bad character traits (vices); this ethical
theory focuses on the type of person we should strive to be.
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Utilitarianism

The first of the moral theories that will be considered is utilitarianism.
Utilitarian-ism holds that those actions are good that serve to maximize human
well-being. The emphasis in utilitarianism is not on maximizing the well-being
of the individual, but rather on maximizing the well-being of society as a
whole, and as such it is some- what of a collectivist approach. An example of
this theory that has been played out in this country many times over the past
century is the building of dams.
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Dams often lead to great benefit to society by providing stable supplies of
drinking water, flood control, and recreational opportunities. However, these
benefits often come at the expense of people who live in areas that will be
flooded by the dam and are requiredto find new homes. Utilitarianism tries to
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balance the needs of society with the needs of the individual. with an emphasis
on what will provide the most benefit to the most people.
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Utilitarianism is fundamental to many types of engineering analysis, includ-ing
risk-benefit analysis and cost-benefit analysis. which we will discuss later.
However, as good as the utilitarian principle sounds, there are some problems
with it. First, as seen in the example of the building of a dam, sometimes what
is best for everyone may be bad for a particular individual or group of
individuals. An exam-ple of this problem is the proposed Waste Isolation Pilot
Plant (WIPP) near Carls- bad, New Mexico. WIPP is designed to be a permanent
repository for nuclear waste generated in the United States. It consists of a
system of tunnels bored into under- ground salt formations, which are
considered by geologists to be extremely stable, especially to incursion of
water, which could lead to seepage of the nuclear wastes into groundwater.
However, there are many who oppose the opening of this facili-ty, principally
on the grounds that transportation of the wastes across highways has the
potential for accidents that might cause health problems for people living near
these routes.
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Another objection to utilitarianism is that its implementation depends greatly
on knowing what will lead to the most good. Frequently, it is impossible to
know ex-actly what the consequences of an action are. It is often impossible to
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do a complete set of experiments to determine all of the potential outcomes,
especially when hu-mans are involved as subjects of the experiments. So,
maximizing the benefit to soci-ety involves guesswork and the risk that the
best guess might be wrong. Despite these objections, utilitarianism is a very
valuable tool for ethical problem solving, providing one way of looking at
engineering ethics cases.
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Before ending our discussion of utilitarianism, it should be noted that there are
many flavors of the basic tenets of utilitarianism. Two of these are act
utilitari-anism and rule utilitarianism. Act utilitarianism focuses on individual
actions rather than on rules. The best known proponent of act utilitarianism
was John Stuart Mill (1806-1873), who felt that most of the common rules of
morality (e.g., don't steal, be honest, don't harm others) are good guidelines
derived from centuries of human ex-perience. However, Mill felt that
individual actions should be judged based on whether the most good was
produced in a given situation, and rules should be bro-ken if doing so will lead

to the most good.
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Rule utilitarianism differs from act utilitarianism in holding that moral rules are
most important. As mentioned previously, these rules include "do not harm
oth-ers" and "do not steal." Rule utilitarianism hold that although adhering to
these rules might not always maximize good in a particular situation. overall,
adhering to moral rules will ultimately lead to the most good. Although these
two different types of utilitarianism can lead to slightly different results when
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applied in specific situa-tions. in this text we will consider these ideas together
and not worry about the dis-tinctions between the two.

Cost-Benefit Analysis

One tool often used in engineering analysis, especially when trying to
determine whether a project makes sense, is cost-benefit analysis.
Fundamentally, this type of analysis is just an application of utilitarianism. In
cost-benefit analysis, the costs of a project are assessed, as are the benefits.
Only those projects with the highest ratio of benefits to costs will be
implemented. This principle is similar to the utilitarian goal of maximizing the
overall good.
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As with utilitarianism, there are pitfalls in the use of cost-benefit analysis.
While it is often easy to predict the costs for most projects, the benefits that
are de-rived from them are often harder to predict and to assign a dollar value
to. Once dollar amounts for the costs and benefits are determined, calculating
a mathemati-cal ratio may seem very objective and therefore may appear to
be the best way to make a decision. However, this ratio can't take into account
many of the more sub-jective aspects of a decision.
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For example, from a pure cost-benefit discussion, it might seem that the
building of a dam is an excellent idea. But this analysis won't in- clude other
issues such as whether the benefits outweigh the loss of a scenic wilder-ness
area or the loss of an endangered species with no current economic value.
Finally, it is also important to determine whether those who stand to reap the
bene-fits are also those who will pay the costs. It is unfair to place all of the
costs on one group while another reaps the benefits.
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It should be noted that although cost-benefit analysis shares many similari-ties
with utilitarianism, cost-benefit analysis isn't really an ethical analysis tool. The
goal of an ethical analysis is to determine what the ethical path is. The goal of a
cost-benefit analysis is to determine the feasibility of a project based on costs.
When looking at an ethical problem, the first step should be to determine what
the right course of action is and then factor in the financial costs in choosing
between ethical alternatives.
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Duty Ethics and Rights Ethics

Two other ethical theories-duty ethics and rights ethics-are similar to each
other and will be considered together. These theories hold that those actions
are good that respect the rights of the individual. Here, good consequences for
society as a whole are not the only moral consideration.
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A major proponent of duty ethics was Immanuel Kant (1724-1804), who held
that moral duties are fundamental. Ethical actions are those actions that could
be written down on a list of duties: be honest, don't cause suffering to other
people, be fair to others, etc. These actions are our duties because they
express respect for per-sons, express an unqualified regard for autonomous
moral agents, and are universal principles [Martin and Schinzinger, 2000]. Once
one's duties are recognized, the ethically correct moral actions are obvious. In
this formulation, ethical acts are a result of proper performance of one's
duties.
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Rights ethics was largely formulated by John Locke (1632-1704), whose
state-ment that humans have the right to life, liberty, and property was
paraphrased in the Declaration of Independence of the soon-to-be United
States of America in 1776. Rights ethics holds that people have fundamental
rights that other people have a duty to respect.
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Duty ethics and rights ethics are really just two different sides of the same
coin. Both of these theories achieve the same end: Individual persons must be
re- spected, and actions are ethical that maintain this respect for the
individual. In duty ethics, people have duties, an important one of which is to
protect the rights of others. And in rights ethics, people have fundamental
rights that others have duties to protect.
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As with utilitarianism, there are problems with the duty and rights ethics
theo-ries that must be considered. First the basic rights of one person (or
group) may con-flict with the basic rights of another group. How do we decide
whose rights have priority? Using our previous example of the building of a
dam, people have the right to use their property.
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If their land happens to be in the way of a proposed dam, then rights ethics
would hold that this property right is paramount and is sufficient to stop the
dam project. A single property holder's objection would require that the
project be terminated. However, there is a need for others living in nearby
commu-nities to have a reliable water supply and to be safe from continual
flooding. Who's rights are paramount here? Rights and duty ethics don't
resolve this conflict very well: hence, the utilitarian approach of trying to
determine the most good is more useful in this case.
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The second problem with duty and rights ethics is that these theories don't
al-ways account for the overall good of society very well. Since the emphasis is
on the individual, the good of a single individual can be paramount compared
to what is good for society as a whole. The WIPP case discussed before
illustrates this problem. Certainly, people who live along the route where the
radioactive wastes will be transported have the right to live without fear of
harm due to accidental spills of hazardous waste. But the nation as a whole will
benefit from the safe disposal of these wastes. Rights ethics would come down
clearly on the side of the individuals living along the route despite the overall
advantage to society.
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Already it is clear why we will be considering more than one ethical theory in
our discussion of engineering cases. The theories already presented clearly
repre-sent different ways of looking at ethical problems and can frequently
arrive at dif-ferent solutions. Thus, any complete analysis of an ethical problem
must incorporate multiple theories if valid conclusions are to be drawn.
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Virtue Ethics

Another important ethical theory that we will consider is virtue ethics.
Fundamen-tally, virtue ethics is interested in determining what kind of people
we should be. Virtue is often defined as moral distinction and goodness. A
virtuous person exhibits good and beneficial qualities. In virtue ethics, actions
are considered right if they support good character traits (virtues) and wrong if
they support bad character traits (vices) [Schinzinger and Martin, 2000]. Virtue
ethics focuses on words such as responsibility, honesty, competence, and
loyalty, which are virtues. Other virtues might include trustworthiness,
fairness, caring, citizenship, and respect. Vices could include dishonesty,
disloyalty, irresponsibility, or incompetence. As you can see, virtue ethics is
closely tied to personal character. We do good things because we are virtuous
people and seek to enhance these character traits in ourselves and in others.
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In many ways, this theory may seem to be mostly personal ethics and not
particularly applicable to engineering or business ethics. However, personal
morality cannot, or at any rate should not, be separated from business
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morality. If a behavior is virtuous in the individual's personal life, the behavior
is virtuous in his or her busi-ness life as well.
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How can virtue ethics be applied to business and engineering situations? This
type of ethical theory is somewhat trickier to apply to the types of problems
that we will consider, perhaps because virtue ethics seems less concrete and
less susceptible to rigorous analysis and because it is harder to describe
nonhuman entities such as a corporation or government in terms of virtue.
However, we can use virtue ethics in our engineering career by answering
guestions such as: Is this action honest? Will this action demonstrate loyalty to
my community and/or my employer? Have | acted in a responsible fashion?
Often, the answer to these questions makes the proper course of action
obvious. To use virtue ethics in an analysis of an ethical problem, you should
first identify the virtues or vices that are applicable to the situ-ation. Then,
determine what course of action each of these suggests.
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Personal vs. Corporate Morality

This is an appropriate place to discuss a tricky issue in engineering ethics: Is
there a distinction between the ethics practiced by an individual and the ethics
practiced by a corporation? Put another way, can a corporation be a moral
agent as an individual can? This is a question that is central to many
discussions of business and engineer-ing ethics. If a corporation has no moral
agency, then it cannot be held accountable for its actions, although sometimes
individuals within a company can be held ac-countable. The law is not always
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clear on the answer to this question and can't be re-lied upon to resolve the
issue.
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This dilemma comes most sharply into focus in a discussion of virtue ethics.
Can a company truly be expected to display honesty or loyalty? These are
strictly human traits and cannot be ascribed to a corporation. In the strictest
definition of moral agency, a company cannot be a moral agent, and yet
companies have many dealings with individuals or groups of people.
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How, then, do we resolve this problem? In their capacity to deal with
individu-als, corporations should be considered pseudo moral agents and
should be held accountable in the same way that individuals are, even if the
ability to do this within the legal system is limited. In other words, with regard
to an ethical problem, responsibility for corporate wrongdoing shouldn't be
hidden behind a corporate mask. Just because it isn't really a moral agent like a
person doesn't mean that a corporation can do whatever it pleases. Instead, in
its interactions with individuals or communities, a corporation must respect
the rights of individuals and should exhib- it the same virtues that we expect of
individuals.
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Now that we have discussed four different ethical theories, the question arises:
How do we decide which theory is applicable to a given problem? The good
news is that in solving ethical problems, we don't have to choose from among
these theories. Rather, we can use all of them to analyze a problem from
different angles and see what result each of the theories gives us. This allows
us to examine a problem from different perspectives to see what conclusion
each one reaches. Frequently, the result will be the same even though the
theories are very different.
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Take, for example, a chemical plant near a small city that discharges a
haz-ardous waste into the groundwater. If the city takes its water from wells,
the water supply for the city will be compromised and significant health
problems for the community may result. Rights ethics indicates that this
pollution is unethical, since it causes harm to many of the residents. A
utilitarian analysis would proba- bly also come to the same conclusion, since
the economic benefits of the plant would almost certainly be outweighed by
the negative effects of the pollution and the costs required to ensure a safe
municipal water supply. Virtue ethics would say that discharging wastes into
groundwater is irresponsible and harmful to in- dividuals and so shouldn't be
done. In this case, all of the ethical theories lead to the same conclusion.
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What happens when the different theories seem to give different answers?
This scenario can be illustrated by the discussion of WIPP presented previously.
Rights ethics indicated that transporting wastes through communities is not a
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good idea, whereas utilitarianism concluded that WIPP would be beneficial to
society as a whole. This is a trickier situation, and the answers given by each of
the theories must be examined in detail. compared with each other, and
carefully weighed. Gen-erally, rights and duty ethics should take precedence
over utilitarian considerations. This is because the rights of individuals should
receive relatively stronger weight than the needs of society as a whole. For
example, an action that led to the death of even one person is generally
viewed very negatively, regardless of the overall ben-efit to society. After
thorough analysis using all of the theories, a balanced judgment can be
formed.
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Non-Western Ethical Thinking

It is tempting to think that the ethical theories that have been described here
are applicable only in business relations within cultures that share our Western
ethical traditions: Europe and the Americas. Since the rest of the world has
different foundations for its ethical systems, it might seem that what we learn
here won't be applicable in our business dealings in, for example, Japan, India,
Africa, or Saudi Arabia. However, this thinking is incorrect. Ethics is not
geographic or cultural. Indeed, ethical thinking has developed similarly around
the world and is not dependent on a Western cultural or religious tradition.
Ethical standards are similar worldwide.
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For example, ethical principles in Arab countries are grounded in the
tradi-tions of their religion, Islam. Islam is one of the three major monotheistic
religions, along with Christianity and Judaism. It is surprising to many
Westerners that Islam developed in the Middle East, just as Judaism and
Christianity did, and shares many prophets and religious concepts with the
other two monotheistic religions. The foun-dations of ethical principles relating
to engineering and business in Islamic coun-tries are thus very similar to those
in Western countries. Although cultural practices may vary when dealing with
the many Islamic nations that stretch from Africa and the Middle East to
Southeast Asia, the same ethical principles that apply in Western countries are
applicable.
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Moreover, personal ethics are not determined by geography. Personal and
business behavior should be the same regardless of where you happen to be
on a given day.
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For example, few would find the expression "When in Rome, do as the
Ro-mans do" applicable to personal morality. If you believe that being
deceptive is wrong, certainly it is no less wrong when you are dealing with a
(hypothetical) cul-ture where this behavior is not considered to be bad. Thus,
the ethics that we discuss in this book will be applicable regardless of where
you are doing business.
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Risk, Safety, and Accidents

On a sunny afternoon in May of 1996. Valujet Flight 592 took off from Miami
International Airport. heading for Atlanta. Within minutes of leaving the run-
way. the DC-9's electrical systems started to fail and the cockpit and passenger
cabin began filling with smoke. The pilots immediately called the Miami tower
for permission to return and began to descend and turn back toward the air-
port. However, the situation worsened as fire started melting control cables
and the pilots became overcome with smoke.
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The plane suddenly banked sharply and descended rapidly. The descent was so
fast that the air-traffic con-trol radar in Miami was no longer able to register an
altitude for the airplane. Miraculously, the plane came out of its steep dive and
leveled off, either through the efforts of the pilots or because the autopilot
came back on. The airplane was now at only 1,000 feet above the ground. The
air-traffic con- trollers in Miami radioed the pilots and attempted to send the
aircraft to the closer airport at Opa Locka, Florida. Instead, Flight 592 rolled
sharply to the right and. facing nose down. crashed into the Everglades. The
two pilots. three flight attendants, and 105 passengers on board were killed
instantly.
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The subsequent investigation into this accident indicated that the fire was
caused by the accidental firing of at least one of many chemical oxygen genera-
tors that had been removed from another Valujet airplane and were being car-
ried back to Valujet headquarters in Atlanta. The heat generated by this
canister caused a fire in the cargo hold beneath the cockpit that ultimately
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brought Flight 592 down. The investigation showed that these canisters were
improperly secured and shouldn't have been on the airplane at all.

Gl o Galall 1aa Lyl e (i g
Valujet AT i W OV ETENIESY (o =l
RIB 224 . Valujet AWy skl

o3 () (3aiatll yelal s, 592 ekl Callaall dles 8 3Ll 5

O8O oy Gl s grmnaa e JS (gl o
One of the most important duties of an engineer is to ensure the safety of the
people who will be affected by the products that he designs. As we have seen.
all of the codes of ethics of the professional engineering societies stress the
importance of safety in the engineer's duties. As we will see later in this
chapter, the cause of the Valujet accident wasn't a flaw in the airplane's
design. but rather was attributed to a series of mistakes in the securing and
handling of the oxygen canisters. What responsibility does the engineer have
for ensuring that these types of mistakes are not made? How can products be
designed to minimize the risk to the user? We will explore these questions in
this chapter.
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INTRODUCTION

No duty of the engineer is more important than her duty to protect the safety
and well-being of the public. Indeed. the codes of ethics of the professional
engineering societies make it clear that safety is of paramount importance to
the engineer. In this chapter. we will look into safety and risk. We will also
examine the nature of accidents and try to determine what the engineer's role
is in preventing accidents and ensuring the safety of the public.
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SAFETY AND RISK

At the core of many of the cases that we will study in this text are issues of
safety and risk. The engineering codes of ethics show that engineers have a
responsibility to soci-ety to produce products that are safe. There is an implied
warranty with regard to all products that they will perform as advertised-a
bridge should allow automobiles to cross from one side of a river to the other.
and a computer should correctly perform calculations. Similarly. there is an
implied warranty that products are safe to use. Clear-ly. nothing can be 100%
safe, but engineers are required to make products as safe as reasonably
possible. Thus, safety should be an integral part of any engineering design.
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Definitions

Safety is at the same time a very precise and a very vague term. It is vague
because. to some extent, safety is a value judgment, but precise because in
many cases. we can readily distinguish a safe design from an unsafe one. It is
impossible to discuss safe-ty without also including a discussion of risk. Risk is a
key element in any engineer- ing design; it is impossible to design anything to
be completely risk free. How much risk is appropriate? How safe is safe
enough? To answer these questions. we must first study the nature of safety
and risk.
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Although these definitions are precise, safety and risk are essentially
subjec-tive and depend on many factors:
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Voluntary vs. involuntary risk. Many consider something safer if they .
know-ingly take on the risk. but would find it unsafe if forced to do so. If the
property values are low enough, some people will be tempted to buy a house
ncar a plant that emits low levels of a toxic waste into the air. They are willing
to assume the risk for the benefit of cheap housing. However, if a person
already living near a plant finds that toxic fumes are emitted by the plant and
he wasn't informed. the risk will appear to be larger. since it was not
voluntarily assumed. This prin-ciple is true even if the level of emission is
identical to that in the example of a person choosing to move near the plant.
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Short-term vs. long-term consequences. Something that might cause a .
short- lived illness or disability seems safer than something that will result in
perma-nent disability. An activity for which there is a risk of getting a fractured
leg will appear much less risky than an activity with a risk of a spinal fracture.
since a broken leg will be painful and disabling for a few months. but generally
full re-covery is the norm. Spinal fractures. however, can lead to permanent
disability.
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Expected probability. Many might find a 1 in 1,000,000 chance of a severe .
in-jury to be an acceptable risk, whereas a 50:50 chance of a fairly minor injury
might be unacceptable. Swimming at a beach where there is known to be a
large concentration of jellyfish would be unacceptable to many, since there
would be a high probability of a painful. though rarely fatal. sting. Yet, at the
same beach, the risk of a shark attack is low enough that it doesn't deter any-
one from swimming, even though such an attack would very likely lead to
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death or dismemberment. It is important to remember here that the expected
probability is only an educated guess.
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Reversible effects. Something will seem less risky if the bad effects are .
ulti-mately reversible. This concept is similar to the short-term vs. long-term
risk question discussed previously.
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Threshold levels for risk. Something that is risky only at fairly high .

exposures will seem safer than something with a uniform exposure to risk. For
example, the probability of being in an automobile accident is the same
regardless of how often you drive. (Of course, you can reduce the likelihood of
being in an accident by driving less often.) In contrast, studies have shown that
low levels of nuclear radiation actually have beneficial effects on human
health, while only at higher levels of exposure are there severe health
problems or death. If there is a threshold for the effects, generally there will be
a greater tolerance for risk.
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Delayed vs. immediate risk. An activity whose harm is delayed for many .
years will seem much less risky than something with an immediate effect. For
exam-ple, for several years now, Americans have been warned about the
adverse long- term health effects of a high-fat diet. This type of diet can lead to
chronic heart problems or stroke later in life. Yet, many ignore these warnings
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and are un-concerned about a risk that is so far in the future. These same
people might find an activity such as skydiving unacceptably risky, since an
accident will cause im-mediate injury or death.
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Thus, whether something is unsafe or risky often depends on who is asked.
Something that one person feels is safe may seem very unsafe to someone else
.This creates some confusion for the engineer who has to decide whether a
project is safe enough to be pursued. In making a decision, some analysis
methods, especially line drawing and flow charting, can be used. Ultimately, it
is up to the engineer and com-pany management to use their professional
judgment to determine whether a pro-ject can be safely implemented.
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Engineers and Safety

Since safety is an essential aspect of our duties as engineers, how can we be
sure that our designs are safe'? There are four criteria that must be met to
help ensure a safe design.
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First, the minimum requirement is that a design must comply with the
applica-ble laws. This requirement should be easy to meet. since legal

standards for product safety are generally well known, are published, and are
easily accessible.

EICoM - Done by : Nidal Nassar



058 OF s, L Jsanal) Cil @) (381555 (0 Gaay ananaall) O 5
S A jledl L Alew ol 1
Al g L) J g sl

Second, an acceptable design must meet the standard of "accepted
engineer-ing practice." You can't create a design that is less safe than what
everyone else in the profession understands to be acceptable. For example,
federal safety laws might not require that the power supply in a home
computer be made inaccessible to the consumer who opens up her computer.
However. if most manufacturers have designed their supplies so that no
potentially lethal voltages are accessible, then that standard should be
followed by all designers, even if doing so increases the cost of the product.
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A real-life example of this will be shown later when we consider the DC-IO
case, in which an airframe was adapted from another design, but was not in
accordance with the practice of other aircraft manufacturers at the time. This
re-quirement is harder to comply with than the legal standard, since "accepted
engi-neering practice" is a somewhat vague term. To address this issue. an
engineer must continually upgrade her skills by attending conferences and
short courses, discussing issues with other engineers. and constantly surveying
the literature and trade maga-zines for information on the current state of the
art in the field.
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Third. alternative designs that are potentially safer must be explored. This
requirement is also difficult to meet. since it requires a fair amount of
creativity in seek-ing alternative solutions. This creativity can involve discussing
design strategies with others in your field and brainstorming new alternatives
with them. The best way to know if your design is the safest available is to
compare it to other potential designs.
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Fourth. the engineer must attempt to foresee potential misuses of the
prod-uct by the consumer and must design to avoid these problems. Again,
this requires a fair amount of creativity and research. It is always tempting to
think that if someone is stupid enough to misuse your product, then it's their
own fault and the misuse and its consequences shouldn't bother you too
much. However, an engi-neer should execute designs in such a way as to
protect even someone who misus-es the product. Of course, juries aren't
always concerned with the stupidity of the user and might return a substantial
judgment against you if they feel that a prod-uct was not properly designed.
Placing a warning label on a product is not suffi-cient and is not a substitute for
doing the extra engineering work required to produce a safe design.
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Finally, once the product is designed, both prototypes and finished devices
must be rigorously tested. This testing is not just to determine whether the
product meets the specifications. It should also involve testing to see if the
product is safe. The importance of adequate testing can be illustrated by the
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Kursk submarine dis-aster. The Kursk was a Russian navy submarine that sank
in August of 2000. killing everyone on board. The sinking has been attributed
to an explosion in the torpedo room that ripped open a large hole in the hull.
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Many crew members of the Kursk survived the initial explosion, but died
because they were unable to escape from the submarine, and no attempts at
rescue by other ships were successful. The June 3. 2002, edition of Time
reported that Russian naval engineers say that the Kursk was equipped with a
rescue capsule designed to allow crew members to float safely to the surface
in an emergency. However, in the rush to get the submarine into service, this
safety system was never tested. After the accident. some of the survivors
attempted to rescue themselves by using this system, but it did not function
properly. It is es-sential that in any engineering design, all safety systems be
tested to ensure that they work as intended.
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Designing for Safety

How should safety be incorporated into the engineering design process? Texts
on engineering design often include some variation on a basic multistep
procedure for effectively executing engineering designs. One version of this
process is found in Wilcox [1990] and is summarized as follows:
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Define the problem. This step includes determining the needs and .
requirements and often involves determining the constraints.
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Generate several solutions. Multiple alternative designs are created. .
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Analyze each solution to determine the pros and cons of each. This step .
involves determining the consequences of each design solution and
determin-ing whether it solves the problem.
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Test the solutions.5. Select the best solution.6. Implement the chosen .
.solution

In step 1, it is appropriate to include issues of safety in the product definition
and specification. During steps 2 through 5, engineers typically consider issues
of how well the solution meets the specifications, how easy it will be to build,
and how costly it will be. Safety and risk should also be criteria considered
during each of these steps. Safety is especially important in step 5, where the
engineer attempts to assess all of the trade-offs required to obtain a successful
final design. In assessing these trade-off's, it is important to remember that
safety considerations should be paramount and should have relatively higher
weight than other issues.
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Minimizing risk is often easier said than done. There are many things that
make this a difficult task for the engineer. For example, the design engineer
often must deal in uncertainties. Many of the risks can only be expressed as
probabilities and often are no more than educated guesses. Sometimes, there
are synergistic ef-fects between probabilities, especially in a new and
innovative design for which the interaction of risks will be unknown. Risk is also
increased by the rapid pace at which engineering designs must be carried out.
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The prudent approach to minimizing risk in a design is a "go slow" approach, in
which care is taken to ensure that all pos-sibilities have been adequately
explored and that testing has been sufficiently thor-ough. However, this
approach isn't always possible in the real world.
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Are minimizing risks and designing for safety always the more expensive
alternatives? Spending a long time engineering a safer product may seem like a
very expensive alternative, especially early in the design cycle before the
product has been built or is on the market. This however, is a very short-term
view. As we will see in the Pinto case, the management at Ford took this short-
term viewpoint and decided not to spend the extra money required to improve
the design for the placement of the gas tank.
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A more long-term view looks at the possible consequences of not minimizing
the risk. There is a great deal of guesswork involved here, but it is clear that
any unsafe product on the market ultimately leads to lawsuits that are
ex-pensive to defend even if you don't lose and are very costly if you do lose.
The pru-dent and ethical thing to do is to spend as much time and expense as
possible up front TO engineer the design correctly so as to minimize future risk
of injury and sub-sequent criminal or civil actions against you.
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Risk-Benefit Analysis

One method that engineers sometimes use to help analyze risk and to
determine whether a project should proceed is called risk-benefit analysis. This
technique is similar to cost-benefit analysis. In risk-benefit analysis, the risks
and benefits of a project are assigned dollar amounts, and the most favorable
ratio between risks and benefits is sought. Cost-benefit analysis is tricky
because it is frequently difficult to assign realistic dollar amounts to
alternatives. This task is especially difficult in risk-benefit analysis because risks
are much harder to quantify and more difficult to put a realistic price tag on.
Still, this can be a useful technique if used as part of a broader analysis, but
only if used objectively.
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In doing a risk-benefit analysis, one must consider who takes the risks and who
reaps the benefits. It is important to be sure that those who are taking the risks
are also those who are benefiting. This consideration is fundamental to issues
of economic justice in our society and can be illustrated by the concept of
"environmental racism," which is the placing of hazardous-waste sites,
factories with unpleasant or noxious emissions, etc. near the least
economically advantaged neighhorhoods . This practice is sometimes thought
of as racism because in the United States, these types of neighborhoods are
generally disproportionately occupied by minority groups. The only ethical way
to implement risk-benefit analysis is for the engineer to ensure to the greatest
extent possible that the risks as well as the benefits of her design are shared
equally in society.
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ACCIDENTS

Now that we have discussed some basic ideas related to safety and risk, it will
also be useful to look at ideas on the nature of accidents and see how these
ideas bear on our discussion of safety and the engineer's duty to society. There
have been numer-ous studies of accidents and their causes, with attempts to
categorize different types of accidents. The goal of this type of work is to
understand the nature of accidents and therefore find ways to try to prevent
them. Since the engineer's most important job is to protect the safety of the
public, the results of this type of research have an impact on the engineering
professional.
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There are many ways in which accidents can be categorized and studied. One
method is to group accidents into three types: procedural, engineered, and
systemic [Langewiesche, 1998]. Procedural accidents are perhaps the most
common and are the result of someone making a bad choice or not following
established procedures. For example, in the airline industry, procedural
accidents are frequently labeled as "pilot error." These are accidents caused by
the misreading of an important gauge, flying when the weather should have
dictated otherwise, or failure to follow regulations and procedures.
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In the airline industry, this type of error is not restricted to the pilot: it can also
be committed by air-traffic controllers and maintenance personnel. Engineers
must also guard against procedural problems that can lead to accidents. These
problems can include failure to adequately examine drawings before signing
off on them, failure to follow design rules, or failure to design according to
accepted engineering practice. Procedural accidents are fairly well understood
and are amenable to solution through increased training, more supervision,
new laws or reg-ulations, or closer scrutiny by regulators.
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Engineered accidents are caused by flaws in the design. These are failures of
materials, devices that don't perform as expected, or devices that don't
perform well under all circumstances encountered. For example, micro cracks
sometimes develop in turbine blades in aircraft engines. When these cracks
become severe enough. the blade can fail and break apart. Sometimes, this has
resulted in penetration of the cabin by metal fragments, causing injury to
passengers. Engineered failures should be anticipated in the design stage and
should be caught and corrected during testing. However, it isn't always
possible to anticipate every condition that will he encoun-tered, and
sometimes testing doesn't occur over the entire range of possible operat-ing
conditions. These types of accidents can be understood and alleviated as more
knowledge is gained through testing and actual experience in the field.
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Systemic accidents are harder to understand and harder to control. Tlley are
characteristic of very complex technologies and the complex organizations that
are required to operate them. A perfect example of this phenomenon is the
airline industry. Modern aircraft are very complicated systems. Running them
properly requires the work of many individuals, including baggage handlers,
mechanics. flight attendants, pilots, government regulators and inspectors,
and air-traffic controllers. At many stages in the operation of an airline, there
are chances for mistakes to occur, some with serious consequences. Often, a
single, minor mistake isn't signifi- cant. but a series of minor mistakes can add
up to a disaster. We will see this type of situation later in this chapter when we
study the Valujet crash, in which several indi- viduals committed a series of
small errors, none of which was significant alone. These small errors came
together to cause a major accident.
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Tlle airline industry is not the only complex engineered system in our society
that is susceptible to systemic accidents. Both modern military systems,
especially nuclear weapons, for which complicated detection and
communication systems are relied on for control. and nuclear power plants
with complicated control and safety systems, have documented failures in the
past that can be attributed to this type of systemic problem.
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What are the implications of this type of accident for the design engineer?
Be-cause it is difficult to take systemic accidents into account during design,

especially since there are so many small and seemingly insignificant factors
that come into play, it may seem that the engineer bears no responsibility for
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this type of accident. However. it is important for the engineer to understand
the complexity of the systems that he is working on and to attempt to be
creative in determining how things can be designed to avert as many mistakes
by people using the technology as possi-ble. As designers, engineers are also
partially responsible for generating owner's manuals and procedures for the
use of the devices they design. Although an engi-neer has no way of ensuring
that the procedures will be followed. it is important that he be thorough and
careful in establishing these procedures. In examining the Valu-jet accident. we
will try to see how engineers could have designed some things differently so
that the accident might have been averted.

g&ﬁoiwlwuij?ﬁ@w%d&a\jﬂ\wt)ﬂ\\&&MJM\JGY\@LA
e Al 53 jra Jal gl e IS Gllia ) Lo pad ¢ apanaill ¢l dallail) Eal sall eV
L&)l e g il 138 e Al anal) Jani Y atigall o s 8 ¢ aalll s A0 s e
a3 A ADA 0S8 Ol Alglaas o Jany QIS A Aadail) 3t agdl Gutigall agall ad,
- San Lol i€ ahadialy Gulil) 3 (g sUba Y (g dpaal) indl oLl apana (Say CaS
S5 el alasin clel yal) s Aol a6 e Ui Ja Al g sane Ll (8 Cptigall 5 (ranaall
peall (gad, Lee bl i e ja) O Glanan J Alis (g1 4gal Goviga O (e g2 1) o, ) e
o g ol Jglaia Ll pal) ol oLis) d (Ga g Jald )5Sy 4l
Caalall o By galdi i 38 Capay ol IS8 LiY1 Llamy Crana 38 Cpunigal o) (S

EICoM - Done by : Nidal Nassar



The Rights and Responsibilities of Engineer

In the early 1970s. work was nearing completion on the Bay Area Rapid
Tran-sit (BART) system in the San Francisco Bay metropolitan area. The design
for BART was very innovative. utilizing a highly automated train system with no
direct human control of the trains. In the spring of 1972, three engineers
work-ing for BART were fired for insubordination. During the course of their
work on the project, the three had become concerned about the safety of the
auto-mated control system and were not satisfied with the test procedures
being used by Westinghouse, the contractor for the BART train controls.
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Unable to get a satisfactory response from their immediate supervisors, the
engineers resorted to an anonymous memo to upper management detail-ing
their concerns and even met with a BART board member to discuss the
sit-uation. The information on the problems at BART was leaked to the press
by the board member. leading to the firing of the engineers. They
subsequently sued BART and were aided in their suit by the IEEE, which
contended that they were performing their ethical duties as engineers in trying
to protect the safety of the public that would use BART. Eventually, the
engineers were forced to settle the case out of court for only a fraction of the
damages that they were seeking.
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There are many rights and responsibilities that engineers must exercise in the
course of their professional careers. Often, these rights and responsibili-ties
overlap. For example. the BART engineers had a responsibility to the pub-lic to
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see that the BART system was safe and the right to have their concerns taken
seriously by management without risking their jobs. Unfortunately, in this case,
their rights and responsibilities were not respected by BART. In this chapter,
we will take a closer look at these and other rights and responsibilities of
engineers.
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INTRODUCTION

The codes of ethics of the professional engineering societies spell out. some-
times in great detail, the responsibilities entailed in being an engineer.
However, the codes don't discuss any of the professional rights that engineers
should enjoy. There is often a great deal of overlap between these rights and
responsibilities. As we saw in the BART case described at the beginning of this
chapter, an engineer has a duty to protect the public, by blowing the whistle if
necessary, when he perceives that something improper is being done in his
organization. The engineer has a right to do this even if his employer feels that
.it is bad for the organization

In this chapter, we will discuss the engineer's responsibilities in more detail
and also look at the rights of engineers, especially with regard to issues of con-
science and conflicts with the rights of employers or clients.
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PROFESSIONAL RESPONSIBILITIES
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We will begin our discussion of professional rights and responsibilities by first
look-ing more closely at a few of the important responsibilities that engineers
have.
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Confidentiality and Proprietary Information

A hallmark of the professions is the requirement that the professional keep
certain information of the client secret or confidential. Confidentiality is
mentioned in most engineering codes of ethics. This is a well-established
principle in professions such as medicine. where the patient's medical
information must be kept confidential, and in law, where attorney--client
privilege is a well-established doctrine. This requirement applies equally to
engineers, who have an obligation to keep proprietary informa-tion of their
employer or client confidential.
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Why must some engineering information be kept confidential? Most
informa-tion about how a business is run, its products and its suppliers, directly
affects the company's ability to compete in the marketplace. Such information
can be used by a competitor to gain advantage or to catch up. Thus, it is in the
company's (and the employee's) best interest to keep such information
confidential to the extent possible. What types of information should be kept
confidential? Some of these types are very obvious. including test results and
data. information about upcoming unre- leased products, and designs or
formulas for products.
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Other information that should be kept confidential is not as obvious, including
business information such as the number of employees working on a project,
the identity of suppliers, marketing strategies, production costs. and
production yields. Most companies have strict poli-cies regarding the
disclosure of business information and require that all employees sign them.
Frequently, internal company communications will be labeled as "propri-etary:'
Engineers working for a client are frequently required to sign a nondisclo-sure
agreement. Of course, those engineers working for the government, especially
in the defense industry. have even more stringent requirements about secrecy
placed on them and may even require a security clearance granted after
investiga-tion by a governmental security agency before being able to work.
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It seems fairly straightforward for engineers to keep information confidential,
since it is usually obvious what should be kept confidential and from whom it
should be kept. However, as in many of the topics that we discuss in the
context of engi-neering ethics. there are gray areas that must be considered.
For example, a common problem is the question of how long confidentiality
extends after an engineer leaves employment with a company.
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The courts have considered this issue and have attempted to strike a balance
between the competing needs and rights of the individual and the company.
Individuals have the right to seek career advancement wherever they choose,
even from a competitor of their current employer. Companies have the right to
keep informa-tion away from their competitors. The burden of ensuring that
both of these com-peting interests are recognized and maintained lies with the
individual engineer.
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Legally, an engineer is required to keep information confidential even after she
has moved to a new employer in the same technical area. In practice. doing so
can be difficult. Even if no specific information is divulged to a new employer.
an engineer takes with her a great deal of knowledge of what works, what
materials to choose, and what components not to choose. This information
might be considered proprietary by her former employer. However, when
going to a new job, an engineer can't be expected to forget all of the
knowledge already gained during years of professional experience.
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Conflict of Interest

Avoiding conflict of interest is important in any profession, and engineering is
no exception. A conflict of interest arises when an interest, if pursued, could
keep a professional from meeting one of his obligations [Martin and
Schinzinger, 2000]. For example, a civil engineer working for a state
department of highways might have a financial interest in a company that has
a bid on a construction project. If that engineer has some responsibility for
determining which company's bid to accept, then there is a clear conflict of
interest. Pursuing his financial interest in the company might lead him not to
objectively and faithfully discharge his professional duties to his employer, the
highway department. The engineering codes are very clear on the need to
avoid conflicts of interest like this one.
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There are three types of conflicts of interest that we will consider [Harris,
Pritchard, and Rabins, 2000]. First, there are actual conflicts of interest, such as
the one described in the previous paragraph, which compromise objective
engineering judgement. There are also potential conflicts of interest, which
threaten to easily be- come actual conflicts of interest. For example, an
engineer might find herself be- coming friends with a supplier for her
company. Although this situation doesn't necessarily constitute a conflict,
there is the potential that the engineer's judgement might become conflicted
by the need to maintain the friendship.
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Finally, there are situations in which there is the appearance of a conflict of
interest. This might occur when an engineer is paid based on a percentage of
the cost of the design. There is clearly no incentive to cut costs in this situation,
and it may appear that the engineeris making the design more expensive
simply to generate a larger fee. Even cases where there is only an appearance
of a conflict of interest can be significant, because the distrust that comes from
this situation compromises the engineer's ability to do this work and future
work and calls into question the engineer's judgement.
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PROFESSIONAL RIGHTS

We have seen how the professional status of engineering confers many
responsibilities on the engineer. Engineers also have rights that go along with
these responsibilities. Not all of these rights come about due to the
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professional status of engineering. There are rights that individuals have
regardless of professional status, including the right to privacy, the right to
participate in activities of one's own choosing outside of work, the right to
reasonably object to company policies without fear of retribution, and the
right to due process.
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The most fundamental right of an engineer is the right of professional
con-science [Martin and Schinzinger. 2000]. This involves the right to exercise
profes-sional judgement in discharging one's duties and to exercise this
judgement in an ethical manner. This right is basic to an engineer's
professional practice. However, it is no surprise that this right is not always
easy for an employer to understand.
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The right of professional conscience can have many aspects. For example, one
of these aspects might be referred to as the "Right of Conscientious Refusal"
[Mar- tin and Schinzinger, 2000]. This is the right to refuse to engage in
unethical behavior. Put quite simply, no employer can ask or pressure an
employee into doing some- thing that she considers unethical and
unacceptable.
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Although this issue is very clear in cases for which an engineer is asked to
falsify a test result or fudge on the safety of a product. it is less clear in cases
for which the engineer refuses an assignment based on an ethical principle
that is not shared by everyone. For example, an engineer ought to be allowed
to refuse to work on defense projects or environmentally hazardous work if his
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conscience says that such work is immoral. Employers should be reasonably
accommodating of that person's request. We will amplify this point with
regard to defense work in the next section.
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Engineers and the Defense Industry

One of the largest employers of engineers worldwide is the defense industry.
This is by no means a modern trend; throughout history, many innovations in
engineering and science have come about as the result of the development of
weapons. Since fundamentally, weapons are designed for one purpose-to kill
human beings-it seems important to look at this type of engineering work in
the context of engineer-ing ethics and the rights of engineers.
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An engineer may choose either to work or not to work in defense-related
in-dustries and be ethically justified in either position. Many reasonable
engineering professionals feel that ethically, they cannot work on designs that
will ultimately be used to kill other humans. Their remoteness from the killing
doesn't change this feeling. Even though they won't push the button or may
never actually see the victims of the use of the weapon, they still find it morally
unacceptable to work on such systems.
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On the other hand, equally morally responsible engineers find this type of work
ethically acceptable. They reason that the defense of our nation or other
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na-tions from aggression is a legitimate function of our government and is an
honor- able goal for engineers to contribute to. Both of these positions can be
justified using moral theories and ethical problem-solving techniques.

e e siall LA Osigal) 5 (5 A1 ali (1
LEdal, o g Lo phAgh, o Ll
P Aaaludl e o e gl . byl a8 S oM (g S

AEaY Jslaa) Ja cilas 4aal)

Even if an engineer finds defense work ethically acceptable, there might be
uses of these weapons or certain projects that he considers questionable. For
exam-ple, is it acceptable to work on weapons systems that will only be sold to
other na-tions? Is the use of weapons to guarantee our "national interests,"
such as maintaining a steady supply of foreign oil, an acceptable defense
project?
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Given the issues that surround defense work, what is an engineer to do when
asked to work on a weapons project he considers questionable? As with many
of the ethical dilemmas that we have discussed in this book, there is no simple
solution, but rather the answer must be determined by each individual after
examination of his values and personal feelings about the ethics of defense
work.
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It is important to avoid working on any project that you deem unethical, even
if it might lead to a career ad-vancement, or even if it is a temporary job. (This
principle also holds true for projects that you feel are unsafe, bad for the
environment. etc.) It can be argued that weapons work is the most important
type of engineering, given its consequences for mankind. Because of the
implications to human life, this type of engineering requires an even more
stringent examination of ethical issues to ensure responsible participation.
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6.4 WHISTLEBLOWING

There has been increased attention paid in the last 30 years to whistleblowing.
both in government and in private industry. Whistleblowing is the act by an
employee of in- forming the public or higher management of unethical or
illegal behavior by an em- ployer or supervisor. There are frequent newspaper
reports of cases in which an employee of a company has gone to the media
with allegations of wrongdoing by his or her employer or in which a
government employee has disclosed waste or fraud. In this section, we will
examine the ethical aspects of whistleblowing and discuss when it is ap-
propriate and when it isn't appropriate. We will also look at what corporations
and gov- ernment agencies can do to lessen the need for employees to take
this drastic action.
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Whistleblowing is included in this chapter on rights and responsibilities
because it straddles the line between the two. According to the codes of ethics
of the professional engineering societies, engineers have a duty to protect the
health and safety of the public, so in many cases, an engineer is compelled to
blow the whistle on acts or projects that harm these values. Engineers also
have the professional right to disclose wrongdoing within their organizations
and expect to see appropriate action taken.
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6.4.1 Types of Whistleblowing

We will start our discussion of whistle blowing by looking at the different
forms that whistleblowing takes. A distinction is often made between
internal and external whistleblowing. Internal whistleblowing occurs
when an employee goes over the head of an immediate supervisor to
report a problem to a higher level of manage- ment. 01, all levels of
management are bypassed, and the employee goes directly to the
president of the company or the board of directors. However it is done,
the whistleblowing is kept within the company or organization. External
whistleblowing occurs when the employee goes outside the company
and reports wrongdoing to newspapers or law-enforcement authorities.
Either type of whistle blowing is likely to be perceived as disloyalty.
However, keeping it within the company is often seen as less serious
than going outside of the company.
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There is also a distinction between acknowledged and anonymous whistle-
blowing. Anonymous whistleblowing occurs when the employee who is
blowing the whistle refuses to divulge his name when making accusations.
These accusations might take the form of anonymous memos to upper
management (as in the BART case discussed later) or of anonymous phone
calls to the police. The employee might also talk to the news media but refuse
to let her name be used as the source of the allegations of wrongdoing.
Acknowledged whistle blowing, on the other hand, occurs when the employee
puts his name behind the accusations and is willing to withstand the scrutiny
brought on by his accusations.
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Whistleblowing can be very bad from a corporation's point of view because it
can lead to distrust, disharmony, and an inability of employees to work
together. The situation can be illustrated by an analogy with sports. If the type
of whistle-blowing we are discussing here was performed during a game, it
would not be the referees who stopped play because of a violation of the
rules. Rather, it would be one of your own teammates who stopped the game
and assessed a penalty on your own team. In sports, this type of
whistleblowing would seem like an act of extreme disloyalty, although perhaps
it is the "gentlemanly" thing to do. Similarly, in business. whistleblowing is
perceived as an act of extreme disloyalty to the company and to coworkers.
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?When Should Whistleblowing Be Attempted

During the course of your professional life. you might come across a few cases
of wrongdoing. How do you know when you should blow the whistle? We will
start to answer this question by first looking at when you may blow the whistle
and then looking at when you should blow the whistle. Whistleblowing should
only be attempted if the following four conditions are met [Harris, Pritchard,
:[and Rabins, 2000
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1. Need. There must be a clear and important harm that can be
avoided by blow-ing the whistle. In deciding whether to go public,
the employee needs to have a sense of proportion. You don't need
to blow the whistle about everything, just the important things. Of
course, if there is a pattern of many small things that are going on,
this can add up to a major and important matter requiring that the
whistle be blown. For example, if an accident occurs at your
company, resulting in a spill of a small quantity of a toxic
compound into a nearby waterway that is immediately cleaned up,
this incident probably does not merit notifying out- side authorities.
However, if this type of event happens repeatedly and no ac-tion is
taken to rectify the problem despite repeated attempts by
employees to get the problem fixed, then perhaps this situation is
serious enough to warrant the extreme measure of whistleblowing.
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Proximity. The whistleblower must be in a very clear position to report
on the problem. Hearsay is not adequate. Firsthand knowledge is
essential to making an effective case about wrongdoing. This point also
implies that the whistle- blower must have enough expertise in the area
to make a realistic assessment of the situation. This condition stems
from the clauses in several codes of ethics which mandate that an
engineer not undertake work in areas outside her expertise. This
principle applies equally well to making assessments about whether
wrongdoing is taking place.
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3. Capability. The whistle blower must have a reasonable chance of
success in stopping the harmful activity. You are not obligated to risk your
career and the financial security of your family if you can't see the case
through to comple-tion or you don't feel that you have access to the
proper channels to ensure that the situation is resolved.
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4. Last resort. Whistle blowing should be attempted only if there is no one else
more capable or more proximate to blow the whistle and if you feel that all other
lines of action within the context of the organization have been explored and
shut off.
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These four conditions tell us when whistle blowing is morally acceptable.
But when is an engineer morally obligated to blow the whistle? There
may be situations in which you are aware of wrongdoing and the four
conditions discussed above have been met. In this case, the whistle may
be blown if you feel that the matter is suffi-ciently important. You are only
obligated to blow the whistle when there is great im-minent danger of
harm to someone if the activity continues and the four conditions have
been met. A great deal of introspection and reflection is required before
whistleblowing is undertaken.
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It is important for the whistleblower to understand his motives before under-
taking this step. It is acceptable to blow the whistle to protect the public interest.
but not to exact revenge upon fellow employees, supervisors. or your company.
Nor is it acceptable to blow the whistle in the hopes of future gains through book
contracts and speaking tours.
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6.4.3 Preventing Whistleblowing

So far. our discussion of whistleblowing has focused on the employee who
finds her- self in a situation in which she feels that something must be done.
We should also look at whistle blowing from the employer's point of view. As
an employer. | should seek to minimize the need for employees to blow the
whistle within my organiza-tion. Clearly. any time that information about
wrongdoing becomes public. it is harmful to the organization's image and will
negatively affect the future prospects of the company. How. then. do | stop
this type of damage?
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In answering this question, we must acknowledge that it is probably
impossi-ble to eliminate all wrongdoing in a corporation or government
agency. Even orga-nizations with a very strong ethical culture will have
employees who. from time to time. succumb to the temptation to do
something wrong. A typical corporate ap-proach to stemming whistleblowing
and the resulting bad publicity is to fire whistle-blowers and to intimidate
others who might seem likely to blow the whistle. This type of approach is both
ineffective and ethically unacceptable. No one should be made to feel bad
about trying to stop ethically questionable activities.
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There are four ways in which to solve the whistle blowing problem within a
corporation. First. there must be a strong corporate ethics culture. This should
in- clude a clear commitment to ethical behavior. starting at the highest levels
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of management . and mandatory ethics training for all employees. All
managers must set the tone for the ethical behavior of their employees.
Second. there should be clear lines of communication within the corporation.
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This openness gives an employee who feels that there is something that must
be fixed a clear path to air his concerns. Third, all employees must have
meaningful access to high-level managers in order to bring their concerns
forward. This access must come with a guarantee that there will be no
retaliation. Rather, employees willing to come forward should be rewarded for
their commitment to fostering the ethical behavior of the company. Finally.
there should be willingness on the part of management to admit mistakes.
publicly if nec-essary. This attitude will set the stage for ethical behavior by all
employees.
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Ethical Issues in Engineering Practice

Between June of 1985 and January of 1987 at least six patients receiving
treatment using the Therac-25 were exposed to high doses of radiation,
lead-ing to serious injury or death. The Therac-25 was a radiation therapy
machine capable of irradiating tumors with either electrons or X-rays. Based on
earlier versions of the machine, the Therac-25 was the first to incorporate
significant computer controls.
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The use of radiation for treating cancer is a well-established medical tool.
Machines have been developed that deliver precisely controlled doses to
tumors and the surrounding tissue without causing harm to healthy tissue in
the patient. The Therac-25 was one of these machines and was based on
earli-er models produced by the same company. These machines had
successfully treated thousands of patients. The problem with the Therac-25
was that the computer software used to control the machine and monitor the
dose deliv-ered to the patient was inadequate. Under certain circumstances,
the software allowed the machine to be energized when it wasn't in the
correct configura-tion. When this happened, patients could receive doses
orders of magnitude larger than planned. Investigations in these cases
determined that accepted standards for writing, testing, and documenting the
software that controlled the Therac-25 had not been followed, directly leading
to the accidents.
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During the course of their careers, engineers frequently use computers and
software in performing design and analysis, or incorporate these into sys-tems
they design. Computers don't really create new ethical issues in engi-neering
practice. However, computers do create news ways in which ethical issues
confront engineers. In this chapter, we will look at the special ethical
challenges that computers present to engineering professionals.
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7.1 INTRODUCTION

Many engineers will become involved in research and experimentation in the
course of their academic and professional careers. Even engineers who are not
employed in research laboratories or academic settings can be involved in
research and development work or the testing of a new product or design. In
this chapter, we will examine some of the unique ethical issues that are
encountered in research.
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7.2 ENVIRONMENTAL ETHICS

One of the most important political issues of the late 20th century has
been environmental protection and the rise of the environmental
movement. This movement has sought to control the introduction of toxic
and unnatural substances into the en-vironment, to protect the integrity
of the biosphere, and to ensure a healthy envi-ronment for humans.
Engineers are responsible in part for the creation of the technology that
has led to damage of the environment and are also working to find
solutions to the problems caused by modern technology. The
environmental move-ment has led to an increased awareness among
engineers that they have a responsi-bility to use their knowledge and
skills to help protect the environment. This duty is even spelled out in
many of the engineering codes of ethics.
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Sometimes the engineer's responsibility for the environment is denoted with
phrases such as "sustainable design" or "green engineering." These concepts
incor-porate ideas about ensuring that our designs do not harm the
environment. By using sustainable design principles, engineers will help to
maintain the integrity of the environment and ensure that our quality of life
can be sustained. Sustainable design includes not only ensuring that a product
has minimal environmental impact during its use, but also that it can be
manufactured and disposed of without harming the natural world. These
concepts have been incorporated into some of the engineering codes of ethics
which specifically use the word "sustainable".

Al " ol aranail)” Al Garigall Gl spma g Ola¥) (amy
Al e Y Ly syl alidl a3,
2 Uil e i) ol il o iesall apanall
il By e ial L pad ahtiesl vacatl) Joady, o
23 . bl Al Lebe Laldill Layioas Sy adl Liadf oSl
" " Jpass Aauaigl) s iall

As concern about the environment has grown, ethicists have turned their
at-tention to the ethical dimensions of environmentalism. In the late 1960s, an
area of study called environmental ethics was formulated, seeking to explore
the ethical roots of the environmental movement and to understand what
ethics tells us about our responsibility to the environment.
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Fundamental to discussing ethical issues in environmentalism
is a determina-tion of the moral standing of the environment.

Our Western ethical tradition is anthropocentric, meaning
that only human beings have moral standing. Animals and plants are important



only in respect to their usefulness to humans. This type of thinking is often
evident even within the environmental movement when a case is sometimes
made for the protection of rare plants based on their potential for providing
new medicines. If animals, trees, and other components of the environment
have no moral standing, then we have no ethical obligations toward them
beyond maintaining their usefulness to humans. There are, however. other
ways to view the moral standing of the environment.
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One way to explore the environment's moral status is to try to answer some
questions regarding the place of humans in our environment. Do we belong to
nature, or does nature belong to us? If animals can suffer and feel pain like
humans. should they have moral standing? If animals have moral standing,
how far does this moral standing then extend to other life forms, such as
trees? Clearly, these questions are not easily answered, and not everyone will
come to the same conclusions. However. there are significant numbers of
people who feel that the environment, and specifically ani-mals and plants, do
have standing beyond their usefulness to humans. In one form, this view holds
that humans are just one component of the environment and that all
com-ponents have equal standing. For those who hold this view, it is an utmost
duty of everyone to do what is required to maintain a healthy biosphere for its
own sake.
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Regardless of the goal (i.e .. either protecting human health or protecting the
overall health of the biosphere for its own sake), there are multiple approaches
that can be taken to resolving environmental problems. Interestingly, these
approaches mirror the general approaches to ethical problem solving. The first
approach is sometimes referred to as the "cost-oblivious approach" [Martin
and Schinzinger, 2000]. In this approach. cost is not taken into account. but
rather the environment is made as clean as possible.
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No level of environmental degradation is seen as accept-able. This approach
bears a striking resemblance to rights and duty ethics. There are obvious
problems with this approach. It is difficult to uphold, especially in a modern
urbanized society. It is also very difficult to enforce, since the definition of "as
clean as possible" is hard to agree on. and being oblivious to cost isn't practical
in any re-alistic situation. in which there are not infinite resources to apply to a
problem.
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A second approach is based on cost-benefit analysis, which is derived from
utilitarianism. Here. the problem is analyzed in terms of the benefits derived
by reducing the pollution-improvements in human health. for example-and the
costs required to solve the problem. The costs and benefits are weighed to
determine the optimum combination. In this approach, the goal is not to
achieve a completely clean environment. but rather to achieve an
economically beneficial balance of pol-lution with health or environmental
considerations.
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There are problems associated with the cost-benefit approach. First, there is
an implicit assumption in cost-benefit analysis that cost is an important issue.
But what is the true cost of a human life or the loss of a species or a scenic
view? These values are difficult. if not impossible, to determine. Second, it is
difficult to accurately assess costs and benefits. and much guesswork must go
into these calculations.

i) gdll g cadl<all Jalas iy ¢ | Aalal) g JSLie ellia
FANERY 4yt Ll Al A L Lo (€05, Foge Al
G ari o) a) maall e adld ¢ i (dadudl Syal Gl o pll oda
bbaall sda ) caads o casy cpadil) e U g sl

Third. this approach doesn't necessarily take into account who shoulders the
costs and who gets the benefits. This is frequently a problem with the siting of
landfills and other waste dumps. The cheapest land is in economically
disadvantaged areas. where peo-ple don't necessarily have the political clout,
education, or money required to suc-cessfully oppose a landfill in their
neighborhood. Although dumps have to go somewhere, there should be some
attempt to share the costs as well as share the benefits of an environmentally
guestionable project. Finally, cost-benefit analysis doesn't necessarily take
morality or ethics into account. The only considerations are costs and benefits.
with no room for a discussion of whether what is being done is right or not.

1, Slo Jaany A1 5 Callil) Jaay (il zeill 18,
CeAY alEl il (e @l e s Sl (e KIS G s
catlall 5 ¢ puidpud) 3 sl agdl il ) Cun sl
s o Lees il (.
iy sl dia (58 o
ke Y e sl Jalai g ol Al
A 4 alall (5 : 5l o B )

Given the complexity of these issues. what then are the responsibilities of the
engineer to the environment? When looking at the environmental aspects of
his work. an engineer can appeal to both professional and personal ethics to
make a decision. Of course, the minimal requirement is that the engineer must
follow the applicable federal. state. and municipal laws and regulations.
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Professional codes of ethics tell us to hold the safety of people and the
envi-ronment to he of paramount importance. So clearly, engineers have a
responsibility to ensure that their work is conducted in the most
environmentally safe manner possible. This is true certainly from the
perspective of human health, but for those who feel that the environment has
moral standing of its own, the responsibility to protect the environment is
clear. Often. this responsibility must be balanced some- what by consideration
of the economic well-being of our employer. our family, and our community.
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Our personal ethics can also be used to determine the best course when we
are confronted with an environmental problem. Most of us have very strong
beliefs about the need to protect the environment. Although these beliefs may
come into conflict with our employer's desires, we have the right and duty to
strongly express our views on what is acceptable. As we will see later in this
chapter, as professionals, engineers have the right to express their opinions on
moral issues such as the environment. An engineer should not be compelled by
his employer to work on a project that he finds ethically troubling, including
projects with severe environmental impacts.
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In trying to decide what the most environmentally acceptable course of action
is, it is also important to remember that a basic tenet of professional
engineering codes of ethics states that an engineer should not make decisions
in areas in which he isn't competent. For many environmental issues,



engineers aren't competent to make decisions, but should instead seek the
counsel of others-such as biologists, public health experts, and physicians- who
have the knowledge to help analyze and understand the possible
environmental consequences of a project.
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COMPUTER ETHICS

Computers have rapidly become a ubiquitous tool in engineering and business.
There are ways in which computers have brought benefits to society.
Unfortunately, there are also numerous ways in which computers have been
misused, leading to serious ethical issues. The engineer's roles as designer.
manager, and user of computers bring with them a responsibility to help foster
the ethical use of computers.
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We will see that the ethical issues associated with computers are really just
variations on other issues dealt with in this book. For example, many ethical
problems associated with computer use relate to unauthorized use of
information stored on computer databases and are thus related to the issues
of confidentiality and proprietary information discussed in section 6.2. Ethical
problem-solving techniques used for other engineering ethics problems are
equally applicable to computer ethics issues.
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There are two broad categories of computer ethics problems: those in
which the computer is used to commit an unethical act, such as the use
of a computer to hack into a date base and those in which the computer
is used as an engineering tool. but is used improperly.
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7.3.1 Computers as a Tool for Unethical Behavior

Our discussion of computer ethics will start with an examination of ways
in which computers are used as the means for unethical behavior. Many
of these uses are merely extensions to computers of other types of
unethical acts. For example. computers can be used to more efficiently
steal money from a bank. A more traditional bank-robbery method is to
put on a mask, hand a note to a bank teller, show your gun, and walk
away with some cash. Computers can be used to make bank robbery
easier to perform and harder to trace. The robber simply sits at a
computer terminal-perhaps the modern equivalent of a mask-invades the
bank’'s computer system, and directs that some of the bank’s assets be
placed in a location accessible to him. Using a computer, a criminal can
also make it difficult for the theft to be de-tected and traced.
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It is clear that from an ethical standpoint. there is no difference between a
bank robbery perpetrated in person or one perpetrated via a computer.
although generally the amounts taken in a computer crime far exceed those
taken in an armed robbery. The difference between these two types of robbery
is that the use of the computer makes the crime impersonal. The criminal
never comes face to face with the victim. In addition, the use of the computer
makes it easier to steal from a wide variety of people. Computers can be used



to steal from an employer: Outsiders can get into a system and steal from an
institution such as a bank. or a company can use the computer to steal from its
clients and customers. In these cases. the computer has only made the theft
easier to perpetrate, but does not alter the ethical issues involved.
Unfortunately. the technology to detect and prevent this type of crime greatly
lags behind the computer technology available to commit it. Those seeking to
limit computer crime are always playing a catch-up game.
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Similar computer ethics issues arise with regard to privacy. It is widely
held that certain information is private and cannot be divulged without
consent. This in-cludes information about individuals as well as
corporate information. Computers did not create the issues involved in
privacy, but they certainly have exacerbated them. Computers make
privacy more difficult to protect. since large amounts of data on
individuals and corporations are centrally stored on computers where an
in-creasing number of individuals can access it. Before we look at the
ways that privacy can be abused by the use of computers. we will
discuss the issues surrounding privacy and see what the ethical
standing of privacy is.
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By privacy. we mean the basic right of an individual to control access to and
use of information about himself [Martin and Schinzinger, 2000]. Why is
privacy an ethical issue'? Invasions of privacy can be harmful to an individual in
two ways. First, the leaking of private information can lead to an individual's
being harassed or blackmailed. In its simplest form. this harassment may come
in the form of repeated phone calls from telemarketers who have obtained
information about an individ-ual's spending habits .The harassment might also
come in the form of subtle teasing or bothering from a coworker who has
gained personal knowledge of the individual. Clearly, individuals have the right
not to be subjected to this type of harassment. Second. personal information
can also be considered personal property. As such, any unauthorized use of
this information is theft. This same principle applies to proprietary information
of a corporation.
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How do computers increase the problems with privacy protection? This
phenomenon is most easily seen by looking at the old system of record
keeping. For ex-ample. medical records of individuals were at one time kept
only on paper and generally resided with the individual's physician and in
hospitals where a patient had been treated. Access to these records by
researchers. insurance companies, or other healthcare providers was a
somewhat laborious process involving searching through storage for the
appropriate files, copying them, and sending them through the mail.
Unauthorized use of this information involved breaking into the office where
the files were kept and stealing them or, for those who had access to the files,
surreptitiously removing the files. Both of these acts involved a substantial risk
of being caught and prosecuted. Generally. these records have now been
computer-ized. Although computerization makes the retrieval of files much
easier for those with legitimate needs and reduces the space required to store



the files, it also makes the unauthorized use of this information by others
easier.
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Ethical issues also arise when computers are used for "hacking." This has been
widely reported in the newspapers and in popular culture. sometimes with the
"hacker" being portrayed as heroic. Hacking comes in many forms: gaining
unauthorized access to a database. implanting false information in a database
or altering existing information. and disseminating viruses over the Internet.
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These activities are by no means limited to highly trained computer
special-ists. Many hackers are bored teenagers seeking a challenge. Computer
hacking is clearly ethically troublesome. As mentioned before, accessing
private information violates the privacy rights of individuals or corporations.
even if the hacker keeps this information to himself. In extreme cases. hackers
have accessed secret military information, which has obvious implications for
national security. Altering infor-mation in a database, even information about
yourself. is also ethically troubling, especially if the alteration has the intent of
engaging in a fraud.
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The issuance of computer viruses is also unethical. These viruses frequently
destroy data stored on computers. In extreme cases, this act could lead to
deaths when hospital records or equipment are compromised, to financial ruin
for individ-uals whose records are wiped out, or even to the loss of millions of
dollars for corporations, individuals, and taxpayers, as completed work must
be redone after being destroyed by a virus.
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Oftentimes, hackers are not being malicious, but are simply trying to "push the
envelope" and see what they and their computers are capable of.
Nevertheless, hacking is an unethical use of computers.
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Copyright infringement is also a concern in computer ethics. Computers and
the internet have made it easy to share music, movies, software, and other
copy- righted materials. A full discussion of the issues surrounding copyright is
beyond the scope of this text. Briefly, copyright exists to protect the rights of
authors, musicians, and others to profit from their creations. Copyright gives
the creator the exclusive right to profit from his or her creation. The protection
of copyright has become in-creasingly difficult as court cases related to music
sharing websites such as Napster and other copycat websites have illustrated.
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Although computers make copyright vi-olation easy to do and hard to detect, it
is still illegal and unethical. If creators can no longer profit from their work - if
their work is freely distributed without their consent- then the incentive to
create will diminish and this type of creative activity that enriches everyone's
lives will diminish as well. There are those who advocate eliminating copyright
altogether, mostly from the practical standpoint that modern technology
makes copyright impossible to enforce and therefore useless. Nevertheless,
copying music or software without permission of the owner of the copyright is
illegal and unethical.
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Computers as an Engineering Tool

Computers are an essential tool for all engineers. Most often, we use
computers for writing documents using a word processing software package.
We also keep track of appointments with scheduling software, use
spreadsheets to make financial calculations, databases to keep records of our
work, and use commercially available soft-ware to develop plans for how our
projects will proceed. The use of these types of software is not unique to
engineering-indeed, they are useful in various areas of business. Unique to
engineering are two uses of computers: as design tools and as components
integrated into engineered systems.
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Computer Design Tools



Numerous software packages are available for the design of engineered
devices and structures. This software includes CAD/CAM, circuit analysis, finite
element analysis, structural analysis, and other modeling and analysis
programs. Software also exists that is designed to aid in the process of testing
engineered devices by performing tests. recording data, and presenting data
for analysis. These all serve to allow an engineer to work more efficiently and
to help take away some of the tedious aspects of an engi-neer's work.
However, the use of this type of software also leads to ethical issues.
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For example, who is responsible when a flaw in software used to design a
bridge leads to the failure of the bridge? Is it the fault of the engineer who
designed the bridge? Or is it the fault of the company that designed and sold
the defective software? Who is at fault when a software package is used for a
problem that it isn't really suited for? What happens when existing software is
used on a new and innovative engineering design that software hasn't yet
been developed for?
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These questions all have the same answer: Software can never be a substitute
for good engineering judgment. Clearly, the engineer who uses software in the
de-sign process is still responsible for the designs that were generated and the
testing that was done using a computer. In order to do this, engineers must be
careful to make sure that the software is appropriate to the problem being
worked on, and should be knowledgeable about the limitations and
applicability of a software pack- age.
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Engineers must also keep up to date on any flaws that have been discovered in
the software and ensure that the most recent version of the software is being
used- software companies make patches and updates available, and engineers
must check to make sure they have the most up-to-date version. Finally. it is
important to verify the results of a computer-generated design or analysis.
Sometimes it's a great idea to sit down with a piece of paper and a pencil to
make sure that the output of a com-puter program makes sense and is giving
the right answer.

[P I NS LlaiaW) Loayl Cpaigad) o sy
38 giall sl Gl ) GlS Hd Al oAl oy (o)
il Ales 4, Gl G Jemy e plana gl ¢ Cpedigall () Cang
Laghe 5 88 L) (s - Galal praal pall (pad
b isaaS el g
el i sall

Computer software can also give an engineer the illusion that he is qualified to
do a design in fields beyond his expertise. Software can be so easy to use that
you might imagine that by using it, you are competent in the area that it is
designed for. However, it takes an expert in a field to understand the
limitations and appropriate use of software in any engineering design.
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Integration of Computers into Engineered Systems

Computers have also become a component of many engineered systems. For
example. modern automobiles contain multiple computers, dedicated to
specific tasks. Computers control the emissions and braking systems on
automobiles, and allow modern vehicles to operate more efficiently and safely.
However, the ability to con-trol aspects of system performance using software
removes humans from the con-trol loop.
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There are numerous examples of situations in which computerized systems
malfunctioned without giving the operator any indication that a problem
existed. In some cases, the operator was unable to intervene to solve a
problem be-cause the software design wouldn't allow it. It is essential when
designing systems with embedded computers and software that engineers
ensure that software is adequately tested. that humans can intervene when
necessary. and that safety systems have enough hardware redundancy without
relying solely on software to ensure the safe operation of the system.
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Autonomous Computers

Other ethical concerns arise because of the increasingly autonomous nature of
computers. Autonomy refers to the ability of a computer to make decisions
without the intervention of humans. Some of the negative implications of this
autonomy are chillingly spelled out in 2001:A Space Odyssey. by Arthur C.
Clarke, in which an autonomous computer responsible for running a spaceship
headed for Jupiter begins to turn against the humans it was designed to work
for. Certainly. there are applications for which autonomy is valuable. For
example. manufacturing processes that re-quire monitoring and control at
frequent intervals can greatly benefit from autonomous computers. In this
case, the autonomy of the computer has very little impact beyond the interests
of the manufacturer.

Dm0l 8 el (e 2 Sl sad e aSall A0 dapda sy EEEN RS PIES

ASall 13l Al _ s



g lay sluail) dihes a3
el Glilee, JBa) Jaaws o, dad ga I Sal il s, asiill,
S iS5 gl (o 1S aiid o (S
SERNT. PPN PRI TP

Other autonomous computer applications are not so benign. For example, by
the 1980s.computers were widely used to automate trading on the major U.S.
stock exchanges. Some brokerages and institutional investors utilized
computers that were programmed to sell stocks automatically under certain
conditions, among them when prices drop sharply. This type of programming
creates an unstable situation. As prices drop, computers automatically start
selling stocks, further de- pressing the prices, causing other computers to sell,
and so on until there is a major market crash.
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Autonomy of computer systems has also been called into question with regard
to military weapons. Many weapons systems rely heavily on computer sensors
and computer controls. Due to the speed with which events can happen on a
modern battlefield, it would seem valuable to have weapons that can operate
autonomously. However, weapons systems operating without human
intervention can suffer from the instability problems described with regard to
the financial markets.
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For example. a malfunctioning sensor might lead a computer to think that an
enemy has increased its military activity in a certain area. This would lead to an
increased readiness on our part, followed by increased activity by the enemy,
etc. This unstable situation could lead to a conflict and the loss of life when



really there was nothing happening [Rauschenbakh, 1988].This problem is of
special concern due to the implications for the loss of human life. It is clear
from this example that although autonomous com-puters can greatly increase
productivity and efficiency in many areas. ultimately there must be some
human control in order to prevent disasters.
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Computer Codes of Ethics

To aid with decision making regarding these and other computer-related ethics
issues. many organizations have developed codes of ethics for computer use.
The purposes of ethical codes and the way in which codes of ethics function
are equally true for codes related to computer use. They are guidelines for the
ethical use of computing resources, but should not be used as a substitute for
sound moral reasoning and judgement. They do, however. provide some
guidance in the proper use of computer equipment.
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