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▪Security

- freedom from risk or danger.

- is the actions that gives or assures safety

▪N.S is : the protection of the assets of a network  system
▪Hardware

▪Software

▪Data

▪Computer security vs Network security ?!



▪Protect vital information while still allowing access to 
those who need it

▪Provide authentication and access control for resources

▪Guarantee availability of resources



Hardware: Data:Software:

•   Computer

•   Devices (disk

     drives, memory,

    printer)

•   Network gear 

•   Operating system

•   Utilities (antivirus)

•   Commercial

    applications (word

    processing, photo

    editing)

•  Individual applications

•   Documents

•   Photos

•  Music, videos

•   Email

•   Class projects

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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Values of Assets

Off the shelf;

easily replaceable

Unique; irreplaceable

Hardware:

•   Computer

•   Devices (disk

     drives, memory,

    printer)

•   Network gear 

Software:

•   Operating system

•   Utilities (antivirus)

•   Commercial

    applications (word

    processing, photo

    editing)

•  Individual

     applications

Data:

•   Documents

•   Photos

•  Music, videos

•   Email

•   Class projects

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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▪ Government and defense agencies

▪ Financial institutions and banks

▪ Internet service providers

▪ Universities and educational institutions

▪ Multinational corporations 

▪ etc… 

➔ANYONE ON THE NETWORK



▪Vulnerability

▪Threat

▪Attack

▪Countermeasure or control
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▪ Vulnerability is a weakness in the security system 
▪ (i.e., in procedures, design, or implementation), that might be exploited to cause loss or harm.

▪ Threat to a computing system is a set of circumstances that has the potential to 
cause loss or harm.
▪ a potential violation of security

▪ A human (criminal) who exploits a vulnerability perpetrates an attack on the 
system.

▪ How do we address these problems? 
▪ We use a control as a protective measure. 

▪Controls means and ways to block a threat, which tries to exploit one or more 
vulnerabilities [control is an action, device, procedure, or technique that removes 
or reduces a vulnerability]

▪ Most of the class discusses various controls and their effectiveness



▪ Attack (materialization of a vulnerability/threat combination)

▪ = exploitation of one or more vulnerabilities by a threat; tries to defeat controls

▪ Attack may be:

▪ Successful (a.k.a. an exploit)

▪ resulting in a breach of security, a system penetration, etc.

▪ Unsuccessful

▪ when controls block a threat trying to exploit a vulnerability



From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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Relationship among threats, controls, and vulnerabilities:
• A threat is blocked by control of a vulnerability.

• To devise controls, we must know as much about threats as possible.

The fact that the 

violation might occur 

means that the actions 

that might cause it 

should be guarder 

against.



Policy:

Who+What+How=Yes/No

Subject

(who) 

Object

(what) Mode of access

(how)

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved. 11



Threats

Natural

causes

Benign

intent

Malicious

intent

Random

Examples: Fire,

power failure

Human

causes

Example:

Impersonation 

Directed

Example: Malicious

code on a general

web site 

Example:

Human error 

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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▪ Stealthy and advanced action in which the attacker 
uses continuous and sophisticated hacking 
techniques to gain access to the system and remain 
inside for a long period of time with potentially 
destructive consequences.

▪ Organized
▪ Directed
▪ Well financed
▪ Patient
▪ Silent
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(harm classification)

▪ In an interception means that some unauthorized party has 
gained access to an asset.

▪ In an interruption, an asset of the system becomes lost, 
unavailable, or unusable.

▪ If an unauthorized party not only accesses but tampers (forges) 
with an asset, the threat is a modification.

▪Finally, an unauthorized party might create a fabrication of 
counterfeit objects on a computing system.



▪Viruses and worms

▪Trojan Horses

▪ SPAM

▪Phishing

▪Packet Sniffers

▪Maliciously Coded Websites

▪Password attacks

▪Hardware loss and residual data fragments

▪ Shared computers

▪Zombie computers and botnets.



Opportunity

Motive

Method

From Security in Computing, Fifth Edition, by Charles P. Pfleeger, et al. (ISBN: 9780134085043). Copyright 2015 by Pearson Education, Inc. All rights reserved.
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▪A malicious attacker must have three things (MOM):

▪ method: the skills, knowledge, tools, and other things with which to be 
able to pull off the attack

▪ Knowledge of systems are widely available

▪ opportunity: the time and access to accomplish the attack

▪ Systems available to the public are accessible to them

▪ motive: a reason to want to perform this attack against this system



Confidentiality

Integrity

Availability
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▪ When we talk about computer security, we mean that we are addressing three 
important aspects of any computer-related system: confidentiality, integrity, & 
availability (CIA)

▪ Confidentiality ensures that computer-related assets are accessed only by authorized parties.
▪ i.e. reading, viewing, printing, or even knowing their existence

▪ Secrecy or privacy

▪ Encryption and access control.

▪ Integrity means that assets can be modified only by authorized parties or only in authorized ways.
▪ i.e. writing, changing, deleting, creating

▪ Integrity vs. Confidentiality
▪ Concerned with unauthorized modification of assets (= resources)

Confidentiality - concered with access to assets

▪ Integrity is more difficult to measure than confidentiality
Not binary – degrees of integrity



▪Types of integrity:
▪ Data integrity
▪ Origin integrity

▪Availability means that assets are accessible to authorized parties at 
appropriate times. 
▪ i.e. often, availability is known by its opposite, denial of service.

▪We can say that an asset (resource) is available if:
▪Timely request response
▪Fair allocation of resources (no starvation!)
▪Fault tolerant (no total breakdown)
▪Easy to use in the intended way
▪Provides controlled concurrency 

Security Goals (2)



▪Confidentiality

▪Integrity

▪Availability

▪Sometimes two other desirable characteristics:
▪Authentication

▪ the process or action of proving or showing something to be true, genuine, or valid.

▪Nonrepudiation
▪ is the assurance that someone cannot deny something.

▪ i.e. nonrepudiation refers to the ability to ensure that a party to a contract or a communication 
cannot deny the authenticity of their signature on a document or the sending of a message that 
they originated
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Confidentiality

Secure

Availability



NEED TO BALANCE CIA

◼ Example 1: C vs. I+A

◼ Disconnect computer from Internet to increase confidentiality

◼ Availability suffers, integrity suffers due to lost updates

◼ Example 2: I vs. C+A

◼ Have extensive data checks by different people/systems to increase integrity

◼ Confidentiality suffers as more people see data, availability suffers due to locks 
on data under verification)



▪Prevention
▪ Prevent attackers from violating security policy

▪Detection
▪ Detect attackers’ violation of security policy

▪Recovery
▪ Stop attack, assess and repair damage

▪ Continue to function correctly even if attack succeeds





▪Monitoring network traffic

▪Helps to identify and troubleshoot network problems

▪Monitoring traffic can be done in two ways

▪Use a switch with port mirroring

▪Copies all traffic to a designated monitoring port on the 
switch

▪Install a network tap (test access point)

▪A device that installed between two network devices, such 
as a switch, router, or firewall, to monitor traffic



▪ Also called port monitoring.

▪ The feature is introduced 
with switches (not needed 
with hubs).

▪ Usually used by IDS.

▪ Attacker can exploit this 
feature for interception.

▪ Called SPAN (Switched Port 
Analyzer) on CISCO 
switches.



▪ Sniffer is a software tool that is installed on the machine attached to SPAN 
port.



▪ A network device inserted at a 
specific point in the networks for 
the purpose of copying the traffic 
that passes between two nodes.

▪ It allows network traffic to flow 
between its network ports without 
interruption, creating an exact copy 
of both sides of the traffic flow.

▪ The duplicate copies are fed into a 
workstation for monitoring and 
security analysis.



▪Just as network taps and protocol analyzers can be used for 
legitimate purposes

▪They also can be used by attackers to intercept and view 
network traffic

▪Attackers can access the wired network in the following ways:

▪False ceilings

▪Exposed wiring

▪Unprotected RJ-45 jacks



▪ Switch Flooding: it is an attack in which the adversary floods the network switch 
with so many frame each with fake source MAC address for the purpose of 
consuming the storage space allocated for the MAC table

➔ MAC table will contain fake MAC addresses causing the switch to act as 
a hub

▪ MAC address impersonation (spoofing): it is an attack in which the adversary 
sends frame with stolen MAC address to force the switch to update the MAC 
table.

➔ MAC table will contain attacker MAC address as a forwarding address so 
that he receives the frames instead of the victim machine.

▪ Other less common redirection techniques: Route advertisement.



▪Passwords
▪Passwords should be long and complex

▪Should be changed frequently

▪Should not be written down

▪But that is a difficult task 

▪Solution: Password Manager Software 



▪ A common word used as a password

▪ Not changing passwords unless forced to do so

▪ Passwords that are short

▪ Personal information in a password

▪ Using the same password for all accounts

▪ Writing the password down



▪Default account
▪ A user account on a device that is created automatically by the device instead of by an 

administrator

▪ Used to make the initial setup and installation of the device (often by outside personnel) 
easier

▪ Usually not protected with a password.

▪ Although default accounts are intended to be deleted after the installation is 
completed, often they are not

▪ Default accounts are often the first targets that attackers seek



▪Backdoor
▪ A secret account that is secretly set up without the administrator’s 

knowledge or permission to allow remote access to the device.

▪ Aim to bypass usual authentication procedures. 

▪ Can’t be easily detected.

▪ Attackers can use backdoor accounts to gain malicious access to machine. 

▪Backdoors can be created:
▪ By a virus, worm, or Trojan horse

▪ By a programmer of the software on the device

▪ Built into the hardware chips



▪ Electronic equipment's are manufactured in different companies around the 
globe.

▪ The manufacturing process involves many steps, each with group of dedicated 
individuals.

▪ Malicious companies and/or individuals.

▪ Hardware Trojans: is a technique in which the operation of the hardware 
circuitry is maliciously manipulated during the manufacturing process by 
adding extra IC’s (or taking out some IC’s from the design).

▪ Hardware Trojans includes triggering circuitry and payload.

▪ One of the most hard-to-detect sort of attacks.

Network Device Vulnerabilities



▪Privilege escalation (PE)
▪ A standard user (such as guest) is not given privileges to access sensitive data. 

▪ PE: It is an attack that involves obtaining unauthorized and “elevated” access 
rights beyond what is intended for the user.

▪ Needs to find vulnerabilities that promote the escalation. 

▪ Internal or external malicious actor. 

▪ Horizontal vs.Vertical PE.

▪ Examples: Credentials escalation, Access Token Manipulation

▪ Token Impersonation is a form of access token manipulation attack.





▪Attempts to consume network resources so that the network 
or its devices cannot respond to legitimate requests

▪EX: SYN flood attack

▪Distributed denial of service (DDoS) attack
▪ A variant of the DoS

▪ May use hundreds or thousands of zombie computers in a botnet to 
flood a device with requests





▪ Requires a powerful transmitter

▪ Jamming attacks are subset of DoS attacks.
▪ Malicious misbehaving node can disrupt the communication of legitimate nodes (lower SNR)

▪ Anti-jamming + frequency hopping



▪Wireless communication is controlled by IEEE 802.11 protocol.
▪ Several management frames are employed to govern the communication

▪ Management frames are sent in clear

▪ Frames are not authenticated

▪ Attacker can capture those frames and maliciously use them to control the 
operation of the wireless network.



▪Spoofing is impersonation
▪Attacker pretends to be someone else

▪Malicious actions would be attributed to another user

▪Spoof the network address of a known and trusted host

▪Spoof a wireless router to intercept traffic



▪ It is a group of attacks in which the adversary intercept and/or alter 
the communication between two parties that think they are directly 
communicating (have no idea about attacker existence).

▪MITM could be passive or active.

▪Obviously, this attack is a result of using a poor authentication 
protocol.

▪ MITM can succeed only if the attacker impersonates both communication endpoints.

▪ Mutual Authentication can mitigate MITM.



▪ On board



▪This sort of attack occurs when the adversary successfully 
intercept on the network, collect legitimate data and store 
them for the purpose of injecting the data on the network at 
a later time. 

▪A variant of MITM

▪Still occurs on encrypted data.

▪Serious attack to some networks.

▪Could be mitigated by using nonce (Number Only oNCE)



▪Sessions are server-side files whereas cookies are client-side files, 
both store information regarding the client-server communication. 

▪Cookies are stored on local computer and identified by session ID 
(such as “PHPSESID”).

▪They help the server identify the user after first visit 
(personalization and customization).

▪The security risks arise when a threat actor gains access (sniffs) 
cookies with unencrypted information.

▪ Stores, alters and communicates cookies directly with the server

▪ Threat actor is automatically authenticated: server trusts requests with valid session IDs, 
without being able to identify malicious origin.

▪ Cookies are you (a.k.a privacy) ➔ compromising confidentiality and integrity. 



▪Cross-Site Scripting (XSS): is an attack in which the adversary 
injects malicious code in target web application for the purpose of 
stealing critical user data.

▪ Cookies are quite critical➔ first step towards session hijacking.

▪Encryption is the solution.
▪ End-to-END vs half-way.



▪ Captured passwords projected on the 
wall at DEFCON





▪ An application layer protocol that is used in managing and monitoring connected devices in IP 
networks and thus it is embedded in a variety of devices such as routers, switches, servers, 
firewalls and access points.

▪ SNMP employs manager-agent architecture.

▪ Manager (Network Management Station NMS): program that runs on a host (managing entity)
to send requests to one of more agents for collecting network information.

▪ Agent: program that listens to SNMP requests and replays responses collected from subagents 
(managed devices).

▪ SNMP has three versions: SNMP V1, SNMP V2 (error handling), SNMP V3 (security and privacy)

▪ SNMP V3 security offerings:

▪ NoAuthNoPriv

▪ AuthNoPriv

▪ AuthPriv

▪ Security of SNMP ??



▪ In the early 1970s, each computer site began to assign simple names to network 
devices and to manage its own host table that mapped names to computer numbers. 

▪ Lead to inconsistencies as each site created its own local host table.

▪ Later wen TCP/IP is developed, the host table concept was expanded to a 
hierarchical name system for matching computer names and numbers known as 
Domain Name System (DNS).

▪ Base for Domain Name Resolution

▪ DNS is used to resolve domain names like www.ccsf.edu to IP addresses like 
147.144.1.254

▪ The resolution of previously requested sites are stored on a local lookup table

▪ Command ipconfig\displaydns on cmd to view DNS cache. 

Where is www.ccsf.edu?

www.ccsf.edu is at 147.144.1.254



▪ When symbolic address is entered in URL, local cache is 

searched first for a resolution.

▪ If no matching found, DNS is contacted for resolution.

▪ Every entry in DNS cache is associated with a TTL.

▪ Ipconfig/flushdns is used to clear the local resolution table.

▪ Additionally, static resolution entries are stored in HOSTS file.

▪ On windows, this file is found on 

windows\system32\drivers\etc\hosts

▪ DNS has a crucial role in TCP/IP, yet it suffer many 

vulnerabilities

• It was never designed to be secure

• Main goals of DNS attacks :URL redirection, domain 

reputation

• Results varies from privacy violation to system shutdown.



▪ Maliciously alter the content of the local lookup table on a computer to direct 

request to a different domain.
▪ The alternative domain may point to a malicious domain controlled by the adversary.

▪ As a result, the user requests will be directed eventually to fraudulent websites that could 

steal user information or inject malicious softwares on his machine.

▪ Attackers usually don’t focus on local lookup table, why ?



▪ Similarly, the attacker can inject false entries into the local Hosts file
▪ Entries in this file is not associated with TTL ➔ static resolution

▪ This allows the threat actor to control all websites that a user attempts to visit 
▪ Could remain undetected for extended periods of time.



▪ Poisoning the database (cache) of DNS server itself is much favorable to attackers
▪ Will influence all users accessing the server without the need to manipulate their individual caches.

▪ Placing fake entries in DNS cache will redirect the traffic of all users to malicious domains.

▪ Due to DNS vulnerabilities, DNS cache poisoning is possible without compromising 
the server.



▪ DNS servers exchange the information they own 

among each other in a process known as zone 

transfers. 

▪ Intended to let a new DNS server copy the 

records from an existing one

▪ Attackers can exploit this protocol flaw and 

convince the authentic DNS server to accept 

fraudulent DNS entries sent from the attackers’ 

DNS server.

▪ DNS server should validate DNS responses to 

ensure they have come from an authoritative 

source, otherwise fraudulent entries will be 

stored locally and served to users

▪ Also, attackers may get a list of all the machines in 

a company, like a network diagram



▪ Antispyware software will warn you when the hosts file is modified

▪ Using updated versions of DNS server software prevents older DNS attacks 
against the server

▪ But many DNS flaws cannot be patched

▪ Eventually: Switch to DNSSEC (Domain Name System Security Extensions)

▪ DNSSEC provides data origin authentication (permits the resolver DNS to verify that the data it 
received from the zone in which it claims to have originated) and data integrity assurance (data 
is signed by the zone owner with the zone’s private key)

▪ But DNSSEC is not widely deployed yet, and it has its own problems



▪ The TCP/IP protocol suite requires that logical Internet Protocol (IP) addresses be assigned to 
each device on a network.

▪ The IP address of a certain device can over time. 

▪ Ethernet LAN (layer 2) uses the physical Media Access Control (MAC) address that is 
permanently burned into the network interface card (NIC).

▪ A device using TCP/IP on an Ethernet network can find the MAC address of another endpoint 
based on the IP address with  Address Resolution Protocol (ARP).

▪ When IP address of the device is known, but the MAC address is not, the sender broadcasts an 
ARP packet to all devices on the network so that the designated receiver can respond with it’s 
MAC address (result stored in ARP cache).

▪ Remember: ARP messages are not propagated over different LANs, so what?

Where is 147.144.1.254?

147.144.1.254 is at 00-30-48-82-11-34



▪ It is an attack that occurs when the threat actor sends responses with 
false MAC address to ARP requests observed on the network.
▪ Target just accepts the first one it gets

▪ Victims ARP cache will have many entries containing forged MAC 
address.

▪ It is a MITM attack that is successful because no authentication 
procedures verify ARP requests and replies.

Where is 147.144.1.254?

147.144.1.254 is at 00-30-48-82-11-34



▪ ARP poisoning: corrupting the ARP cache

▪ ARP spoofing: special poisoning act in which the attacker impersonates another 
machine’s MAC address.



▪ Takes advantage of a weakness in the TCP/IP protocol

▪ The TCP header contains of two 32-bit fields that are used as packet counters

▪ Sequence and Acknowledgement numbers

▪ Packets may arrive out of order

▪ Receiver uses the Sequence numbers to put the packets back in order





1- Rogue access points

▪ It is a WLAN radio device that is connected to a secure network (usually to the network 
switch) without authorization.
▪ EX: employees often set up home wireless routers (AP) for convenience at work

▪ Rouge access point is not installed by company’s IT department.
▪ Could be but not necessarily malicious.

▪ Misconfigured or unsecure rouge access point is a potential backdoor that imposes 
major threat to corporate network.
▪ An attacker who can access the network through a rogue access point is behind the company's firewall

▪ This allows him to bypass all of the network security and opens the entire network and users to attacks

▪ Hidden and difficult to find.

▪ Interception , modification & injection, interruption. 

▪ Solutions:

▪ 802.1x

▪ Intrusion detection system.





2- War driving 
▪ War driving technically involves using an automobile to search for wireless signals over a 

large area

▪ Tools for conducting war driving:

▪ Mobile computing device

▪ Wireless NIC adapters

▪ Antennas

▪ Global positioning system receiver

▪ Software



▪ War driving:

▪ Beaconing

▪ At regular intervals, a wireless AP sends a beacon frame to announce its presence and to provide 
the necessary information for devices that want to join the network

▪ Scanning

▪ Each wireless device looks for those beacon frames

▪ Unapproved wireless devices can likewise pick up the beaconing RF transmission

▪ Formally known as wireless location mapping



3. Bluetooth

▪ A wireless technology that uses short-range RF transmissions

▪ Provides for rapid “on the fly” and ad hoc connections between devices

▪ Bluesnarfing

▪ Stealing data through a Bluetooth connection

▪ E-mails, calendars, contact lists, and cell phone pictures and videos, …





▪ A null session occurs when a user logs into a system without using login 
credentials (username, password).

▪ EX1: NetBIOS null sessions is a vulnerability to Common Internet File System 
(CIFS) 
▪ In CIFS protocol, users can read and edit shared files and access shared printers.

▪ NetBIOS provides an unauthorized entity with the previous permissions

▪ EX2: Users can utilize blank username and password to access a computer 
running Microsoft Windows 2000 or Windows NT. 
▪ Attacker can collect a lot of data

▪ Much less of a problem with modern Windows versions, Win XP SP2, Vista, or Windows 7



▪ Domain Name Kiting

▪ Registrars are organizations that are approved by ICANN to sell and register Internet domain 
names

▪ A five-day Add Grade Period (AGP) permits registrars to delete any newly registered Internet 
domain names and receive a full refund of the registration fee

▪ Domain Kiting is the process of repeatedly canceling and re-registering the same domain 
name.

▪ Malicious users register thousands of Internet domain names and then delete them 

▪ Expired domain names could be indexed by search engines

▪ The malicious users can earn money by posting paid ads on the kittened domain 


