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Information security for network-centric applications (1)

= Applications that transfer data between parties that are
interconnected by communication networks.

= Goals: Integrity, confidentiality and authentication
= Authenticity = data integrity + origin authentication

= Confidentiality is maintained by symmetric key cryptography

= Authentication is maintained by:
a-Public Key Cryptography (PKC) with secure transmission medium
b-Message authentication codes

* PKC-based authentication introduces complex key management

= We are considering end-to-End information security
= Choose best security parameters and key management protocol @



Information security for network-centric applications (2)

= Security is provided in the network layer

+ Reduce (eliminate) the need for security protocols in higher

Transport Layer
TCP. UDP level layers
Network Layer — Security Provided at the — Application-specific security requirements are hard to achieves
IP/IPSec Network Layer with IPSec
— Takes away management of security from application developer.

Link Layer
Ethernet. WiFi. etc. = [PSec and VPNs

Application Layer

HITP FIPSMIP.cte | = Security is provided in the transport (session) layer
| TLS/SSL | S , : : L. .
e e g s, — Defensive security that is not application specific

= TLS, SSL and SSH

Network Layer
P

Link Layer
Ethernet, WiFi. etc. @




Information security for network-centric applications (3)

Application Layer

HTTP. FTP, SMTP. ete. Security Provided at the Application . . . . . .
pppp— ~ff 1 ih PGP, SMIME, ctc Security is provided in the application layer
SIN . PGP, etc.

+ Gives the developer the flexibility to adapt the security
Transport Layer services needed.

TCP, UDP
= PGP, HTTPS and S/MIME

Network Layer
IP

Link Layer
Ethernet, WiFi, efc.




{PGP: Rpplication layer Security Protocol




PRETTY GOOD PRIVACY (PGP)

= [t is an encryption standard that is used for email security and protecting sensitive
files.

= Originally, it was an open-source security program that is freely available.
= Now, have many commercial versions available.

= PGP is an encryption program that provides cryptographic privacy and
authentication for data communication.

= Developed by Phil Zimmermann by integrating best cryptographic algorithms into
a single program.

= Widely used for protecting data in long-term storage.

= PGP provides five services: authentication, confidentiality, compression, e-mail
compatibility, and segmentation and reassembly.

= PGP algorithms: symmetric encryption , public key encryption, hashing, signature.

@



PGP — AUTHENTICATION

» The sender generates a digital signature and attaches it to the message and the
recelver verifies the signature.

1. Hashing function (SHA-1) is used to generate 160-bit hash code of message (digest)

2. Digest is encrypted with public key algorithm (RSA or DSS) using the sender's private
key, and result is attached to message and both will be transmitted to receiver.

3. Receiver uses public key algorithm (RSA or DSS) with sender's public key to decrypt
and recover hash code

4. Receiver generates new hash code for message and compares it with the decrypted
hash code, if match, message is accepted as authentic

- PGP supports detached signatures <+ outA——> E[PR,, (M) "_Dﬂsu;fi?ﬁ““ B—m

(a) Authentication only . —‘ r@ T



PGP — CONFIDENTIALITY (1}

= Symmetric key algorithm is used for encryption/decryption.

= One of three block-cipher algorithms could be used
= Cipher feedback mode.

1. Sender generates message and random 128-bit number to be used as
session key for this message only

2. Message is encrypted, using CAST-128 / IDEA/3DES with session key

3. Session key is encrypted using public key algorithm (RSA, ELGamal)
with recipient's public key, then attached to message

@



PGP — CONFIDENTIALITY (2)

4. Receiver uses public key algorithm with its private key to decrypt and recover
session key

5. Session key is used to decrypt message

"-
-"
Tl

| pp

(b) Confidentiality only




PGP — CONFIDENTIALITY & AUTHENTICATION

=Uses the two services explained on same message
=Create signature & attach to message
Encrypt both message & signature (both forms m)
= Attach RSA encrypted session key

E[PUj, K
g, EPRHON

PR, K, p : t
H ' P

PU,

(c) Confidentiality and authentication



PGP — COMPRESSION

* PGP is mainly used for securing Email communication.
» Huge number of Emails exchanged daily = consumes bandwidth and can
cause congestion
* Compression saves space on entity that stores the data.
» Compression is the process of converting a message of n bits to m bits (n > m)
using a compression algorithm.
By default, PGP compresses message after signing but before encryption
* Can store uncompressed message & signature for later verification
» Compression is non-deterministic
* Encryption is applied after compression to strengthen the security.
* Compression reduces redundancy which makes cryptanalysis more
difficult
= ZIP compression algorithm where Z represents compression process and
Z-1 represents decompression process. @



PGP — EMAIL COMPATIBILITY (1)

PGP encrypts at least part of the block to be transmitted (depending on the
mode of operation).
= Results in a stream of raw binary octets that may not map to ASCII characters.
» Often, mail systems permits the use of ASCII blocks only.
PGP tackles this restriction by implementing RADIX64 conversion
The encoding converts group of three binary octets (24 bits) into four ASCII
characters.
* The converted ASCII contains {A-Z,a-z,0-9,+,/ } only.
Encoding Steps:
1- The binary output of encryption step is spitted into groups of 24 bits.
2- Each group is further spitted into four 6-bit subgroup.
3- The subgroup is represented into a readable ASCII character.




PGP — EMAIL COMPATIBILITY (2)

EX: Input stream (octet per group) 10010001 10011010 10001000

Subgroups (6bits per group) 100100 011001 101010 001000
Integer conversion 36 25 38 8
Printable version: k Z m I

RADIX-64 conversion expands the message by 33%, how ?
BUT:
» Size of one-time key & digital signature are relatively small.
= ZIP compression ratio is about 2.0.

* Therefore, length of file to be processed by PGP (L) = 1.33 * 0.5 * L = 0.665 L
» PGP achieves 1/3 reduction in file size.

During this phase, CRC may be added to detect transmission errors.
In case PGP operates in authentication (but no confidentiality) mode, RADIX-64
can provide certain level of confidentiality. €



PGP — SEGMENTATION

For long email messages (with attachments), many email systems place
restrictions on maximum length that could be transmitted as a unit.

PGP has built-in facilities for such segmentation and re-assembly.

This allows PGP to automatically subdivides messages that is too large into
smaller segments that could be sent via e-mail

The segmentation is done after all of the other processing




PGP OPERATION

comvert from radix
¥ «— R642Tx)

X « file
Signature Yes generate signature|
required? X « signature|| X
Mo
Compress
K Z(X}
Confidentiality ves encrypt key, X
reqmred? X E(PUp, K) || E(K, X)

convert to radix 64
¥ — RE4[X]

(a) Generic Transmission Diagram (from A)

decrypt key, X

Y
<Cn?£;iuel:2:§?lw>Lp K¢ « D{PRy, E(PUp, K<)}
X +— D(Kg, E(K;, X))

Decompress
X — ZBh
Signature ves rip signature from
required? verify signature
Mo

(b) Generic Reception Diagram (to B)

L




KEY MANAGEMENT IN PGP (1)

= PGP uses four types of keys.
* One-time session key (Ks) , Public key (PU), Private key (PR) and passphrase-
based symmetric keys.
» Basic requirements for these keys:
I. Generating unpredictable session keys.
II. Allow entities to have multiple asymmetric public/private key pairs.
III. Every PGP entity must maintain a list of its own public/private key pairs in
addition to a list of correspondents public keys.

* One-time session keys in PGP

v Generated on the fly (128-bits for CAST & IDEA, 168-bits for 3DES), and used only once.
v" Random number generator is used to derive the keys [ANSI X12.17]
v The input to generator is derived from128-bits number based on keystroke input (keystroke

timing and the actual keys)



KEY MANAGEMENT IN PGP (2)

= PGP allows every entity to have multiple public/private key pairs
* How to find out the right decryption/signature verification key on receiver side?
» Solution: attach the public key with the message. Will do, but is it efficient ?
» Alternatively, attach short key identifier (KEY ID) instead of the whole key.
» Key identifier is part of the key (least 64-bits) and is likely to be unique per
owner.

» Thus, Least 64 bits of encryption or/and verification keys are transmitted with
the message.

= User ID & key ID uniquely identify the keys for a particular user.

» Every PGP entity maintains two data structures : Private Key Ring
(contains all pair of asymmetric keys the entity own) and Public Key
Ring (contains public keys of all users known to this entity
“correspondents’)

@



KEY RINGS

Private-Key Ring Public-Key Ring
Timestamp Key ID* Public Key Encrypted User ID* Timestamp | Key ID* | Public Key [Owner Trust| User ID* Key Signature(s) | Signature
Private Key Legitimacy Trust(s)
T, PU, mod 64 PU, E(H(P), PR) User i T; PU;mod 2% PU; trust_flag; User i trust_flag;

The private keys are stored encrypted using
symmetric algorithm (CAST, IDEA or 3DES)
and a secret key.

The secret key is the first 128-bit of the hash
code generated by a passphrase chosen by
the user.

The good private key must be pulled from
the list, decrypted and then used for
signature generation.

Owner trust, key legitimacy, signature and
signature trust are used to assess how much
trust to in public keys belong to other users.
More on this later.




PGP MESSAGE FORMAT

Content

Session key
component

Signature

Message

Key ID of recipient's
public key (PU})

Session key (K,)

Timestamp

Key ID of sender's
public key (PU,)

Leading two octets
of message digest

Message Digest

Filename

Data

E(PUI?.'F .}

E(PR,, *)

Operation

ZIpP

E(Kj, *)

R64

Notation:
E(PU,, *) = encryption with user b's public key
E(PR,, *) = encryption with user a's private key

E(K,,*) = encryption with session key
ZIpP = Zip compression function
R64 = Radix-64 conversion function

@



PGP MESSAGE GENERATION

Public key ring

passphrase IDp celect C
—_—
Private key ring I Key ID
select
D > encrypted
A | | { private key
Key ID
public key
private key PUR
d
message RNG
digest
session key
F‘E
Message Output

signature

message + meassage

encrypted
signature
+ message




PGP MESSAGE RECEPTION

passphras

Private key ring Public key ring

select I I encrypted ﬂ... | |
private key
private key
PRy
receivers P El-:r: e
Key 1D ;
Encrypted
session key
session key sender's
Ks Key ID
Encrypted
digest DP
encrypted
message +
signature message Compare
e

L




PUBLIC KEY MANAGEMENT (1)

= Suppose that A’s key ring contains a public key attributed to B, but in fact the key
1s owned by C [B’s public key is compromised by C]
= C can send messages to A and forge B’s signature so that A will accept the message as
coming from B

= C can decrypt read any message from A to B.

= Solutions:
1. Physically get the key from B. (B could store her public key on a floppy disk and hand it to A
(secure, impractical)
2. Verify a key by telephone/Email through key fingerprint.
3. Obtain B’s public key from a mutual trusted individual D [D creates and signs a certificate]

4. Obtain B’s public key from a trusted certifying authority called certificate authority [still by
issuing a certificate]

= PGP has its own notion of certificate authority.
= Web of trust: decentralized technique for authenticating the binding between a public key and

its owner. @



PUBLIC KEY MANAGEMENT (2)

= A user public key could be authenticated (signed) by any other user.
= Signing a key is a way of confirming the ownership

= Each entry in a user’s public key ring is a public key certificate.

= Owner Trust field is the degree to which this public key is trusted to sign other
public-key certificates (trust in public key owner).

= [ssued by users and not shared with other
= One of three values: full, partial, or none.

= The Certificate field holds the certificate(s) that authenticates the entry in the
public key field.

» The signatures confirming the ownership

= The Certificate Trust field indicates how much trust a user wants to place in the
entry in the Certificate field.

= Key Legitimacy field is a value automatically derived by PGP for a public key,
calculated based on the value(s) stored for the Certificate Trust field(s) and a
predefined weight for each symbolic value for certificate trust. @



[IPSec: Network layer Security Protocol




SECURITY AT NETWORK LAYER

= In CERTs 2001 annual report it listed 52,000 security incidents

= The most serious involving:
= IP spoofing
= cavesdropping and sniffing

= There are application-specific security mechanisms for a number of
application areas

= Email = PGP, Web access = Secure Sockets Layer

= However, users have security concerns that cut across protocol layers.
= Ensuring security for security-unaware application

= A more broad-based approach to information security at the level of IP
packets in the Network Layer is needed.




[PSec APPLICATION

» [PSec is a set of protocols that are used to protect the traffic between two points on
the network [across a LAN, across private and public WANs and across the Internet]
through advanced packet encryption

» The principal feature of IPSec is that it enables supporting various applications to

encrypt and/or authenticate all traffic at the IP level.
v' Authentication services ’
v' Confidentiality services
v' Key management services
= [PSec protocols operate in networking
devices (router,firewall..) that connect
each LAN to the outside world.

= Devices will typically: wih

= Encrypt and compress all traffic going into the
WAN

= Decrypt and decompress traffic coming from
the WAN;

User system
with IPsec

:s___v.!/ 8

Public (Internet)
or Private
Network

Ethernet
switch

Networking device

Networking device
with [Psec

with IPsec




[PSec BENEFITS (1)

* Implementing IPSec in a firewall or router provides strong security that can
be applied to all traffic crossing the perimeter.
= Traffic within a company or workgroup does not incur the overhead of security-related processing.

= [Psec in a firewall is resistant to bypass

= Given that all incoming traffic use IP and the firewall is the only entrance to organization from the
Internet

= [Psec is transparent to applications

= There is no need to change software on a user or server system (upper-layer softwares are not
affected)

= [Psec can be transparent to end users.

= There is no need to train users on security mechanisms, issue keying material on a per-user basis,
or revoke keying material when users leave the organization.

= [Psec can provide security for individual users if needed.

= Offsite users setting up a secure virtual subnetwork within an organization for sensitive

applications. @



[PSec BENEFITS (2)

= For routing applications:
» assure that router advertisements come from authorized routers
» neighbor advertisements come from authorized routers

= Ensure redirect messages come from the router to which initial packet was
sent

= Insure no forging of router updates




[PSec SERVICES

= [Psec provides security services by enabling the selection of security protocols,
determining the algorithm(s) to use for the service(s), and using any
cryptographic keys required to provide the requested services.

= Two main protocols are employed in IPSec: IP-level authentication and combined
encryption/authentication.
= [P-level Authentication is provided by inserting an Authentication Header (AH) into the packets

= [P-level confidentiality is provided by inserting an Encapsulating Security Payload (ESP) header
into the packets.

= In addition, cryptographic key management procedures and protocols

= Accordingly, IPSec provides the following services:
= Access control ——

= Connectionless integrity

* provided at the IP layer
> * offering protection for IP
and/or upper layer protocols

= Data origin authentication

= Rejection of replayed packets (partial sequence integrity)

= Confidentiality (encryption) ;
= Limited traffic flow confidentiality @



[PSec & IP PROTOCOLS

= [PSec is a specification for the IP-level security features, built into the IPv6
internet protocol.

= These security features can also be used with the IPv4 internet protocol.
= [PSec 1s mandatory part in IPv6 but its an optional add-on in IPv4

= Address space is the main difference between IPv4 and IPv6.
= 4.3 X 10° addresses VS. 3.4 X 1038 addresses.

= [Pv6 consumes a very tiny fraction of internet live addresses
= This is due to: DHCP & NAT

= [PSec security features are implemented as extension headers that follow
the main IP header in an IP packet.

®



IPV4 & IPVG

Main Packet Header for IPv6

Main Packet Header for IPv4 0 1 2 3
01234567890123456789012345678901
0 1 2 3 +—+—+—+—+—+—-+—-+—+—+—+—+—-+—+—-+—+—+—-+—+—+—-+—+—+—+—+—+—+—F+—+F+—F+—+—+—+
012345678901234567890123456738901 |Version| Traffic Class | Flow Label |
+—+—+—+—+-+—-+—-+—+—-+—-+—+—+—+—+—+—+—+—F+—+—F+—+—F+—+—+—+—F+—F+—F—+—+—+—+ +—+—+—+—F—F—F—F -+ttt -ttt -ttt —+—+

|version| TIHL | DS | ECN | Total Length | | Payload Length | Next Header | Hop Limit
+—F—+—t—F—F—F—Ft—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—F+—+—+—+ —+—+—t—t—t—F

+

| Identification |Flags| Fragment Offset |
F—t—t—t—t—t—t—F—F—t—t—t—F—F—F—F—F—F—t—t—F—F—F—F—F—t—F—+—F—F—F—F+—+
| Time To Live | Protocol | Header Checksum |
Fot—t—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F+—+
| Source IP Address |
Fot—t—F—F—t—t—F—F—F—F—F—F—F—F—F—F—F—t—t—F—F—F—F—F—F—F—+—F—F—F—F—+
I Destination IP Address |
e s m e T B Bt T e st S S B T T s et et e S

|
+
|
Source Address +
|
+
|

| Options | Padding |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—t—t—t—t—t—t—F—t—F—t—+—+

Destination Address

— + — + — + —

+
|
+
|
+
|
+
|
=ttt —t—F—t—F—t—F—F—F—F—F =t —F = —F—F—F—F—F—F—F—F —F—F—F—F—F—+—+
|
+
|
+
|
+
|
+

S T S S T T SO ST SO SO SRS

In regards to AH or ESP, the payload is the data that follow the IP header in IPv4, and
it is the data that follow both the IP header and any IPv6 extensions in IPv6. (




[PSec MODES

= [PSec protocol supports two modes of operation: transport & tunnel.

= Transport Mode is the regular mode for packets to travel from a source to
its destination in a network.

= The two endpoints (source, destination) must carry out the security checks on the
packets [inserting AH or ESP header]

 Tunnel Mode is the mode used when the endpoints for a given packet
stream may not have the ability or the resources to carry out the security
checks.
= Encapsulator and decapsulator carry out the security checks

= Source transfer packet to encapsulator and destination ultimately receives packet from
decapsulator

= Encapsulator and decapsulator define what is called tunnel.

* Tunnel mode is mostly used to establish a secure connection between two
networks that are separated by an intermediate untrusted network (Internet). @



[PSec — TRANSPORT MODE

= Transport mode provides protection primarily for upper-layer protocols in
OSI stack.

» Used for end-to-end communication between two hosts

= Payload data transmitted within the original IP packet is protected, but not
the IP header.

= [n transport mode, encrypted traffic is sent directly between two hosts that
previously established a secure IPsec path.

= ESP in transport mode encrypts and optionally authenticates the IP
payload but not the IP header.

= AH in transport mode authenticates the IP payload and selected portions
of the IP header.

@



[PSec — TUNNEL MODE (1)

= The entire original IP packet is encapsulated to become the payload of a
new IP packet, where new IP header is added on top of the original IP
packet.

= Protection to the entire IP packet.

= Encapsulation process:
1. AH or ESP fields are added to the IP packet

2. The entire packet plus security fields is treated as the payload of new outer IP
packet with a new outer IP header.

= The entire original (inner) packet travels through a tunnel where no
intermediate router can examine the inner IP header

= The newly formed packet may have totally different source and destination
addresses in addition to security fields.



[PSec — TUNNEL MODE (2)

= Tunnel mode is used when one or both ends of a security association (SA)
are a security gateway (firewall or router) that implements IPsec

» Hosts communicate securely without implementing IPSec.

= ESP in tunnel mode encrypts and optionally authenticates the entire inner
IP packet, including the inner IP header

= AH in tunnel mode authenticates the entire inner IP packet and selected
portions of the outer IP header

» Tunnel mode has a greater overhead and a smaller MTU than transport
mode.




TRANSPORT MODE VS. TUNNEL MODE

Transport Mode 5A

Tunnel Mode SA

AH

Authenticates IF payload and
selected portions of IP header
and IPvo extension headers.

Authenticates entire inner IP
packet (inner header plus IF

pavlioad) plus selected
pomtions of outer IFP header
and outer IPvH extension
headers.

ESF

Encrypts [P payload and any
IPvH extension headers
following the ESF header.

Encrypis entire inner IF
packet.

ESF with Authentication

Encrypts [P payload and any
IPvH extension headers
following the ESF header.
Authenticates IP payload but
not IF header.

Encrypis entire inner IF
packet. Authenticates inner IP

packet.




SECURITY ASSOCIATION (3A)

= [t 1s a simplex logical connection used for the establishment of the shared
securilty attributes between the entities (sender and receiver) to support
secure communication,

= Key concept in both authentication and confidentiality mechanisms for IP
security.

= SA is uniquely identified by:
1. Security Parameter Index (SPI): 32-bit unsigned integer selected by receiver used to select SA
under which a received packet will be processed (found on extension header)

2. IP Destination Address: destination endpoint address (found on IP header)

3. Security Protocol Identifier: indicates weather the security association is for AH or ESP (found
on outer IP header)

®



[P SECURITY POLICY

= Security policy is fundamental to the operation of IPSec.

= [PSec policy 1s determined by the interaction of two databases
= Security Association Database (SAD): defines the parameters associated with each SA.
= Security Policy Database (SPD): defines the means by which IP traffic is related to

specific SA.
‘ Keyv exchange ’
IKEv2 IKEv2
e e seo)
Security Security
policy IPsecv3 IPsec SA Pair IPsecv3 policy
database "‘; """""""" database

<

“ 5("('1]]1-.1_\' :.;Hur“_‘
- association H association =
ESP protects data

database database




SECURITY ASSOCIATION DATABASE (SAD)

Normally defined by the following parameters in a SAD

entry:
= Security parameter index
= Sequence number counter
= Sequence counter overflow
= Anti-replay window
= AH information
= ESP information
= Lifetime of this security association

» [Psec protocol mode
= Path MTU




SECURITY POLICY DATABASE

= The means by which IP traffic is related to specific SAs

" tCofrf1_tains entries, each of which defines a subset of IP traffic and points to an SA for that
raffic

» In complex environments, there may be multiple entries that gotentially
relate to a single SA or multiple SAs assoclated with a single SPD entry

: Ealch tSPD entry is defined by a set of IP and upper-layer protocol field values called
selectors

= Selectors are used to filter outgoing traffic in order to map it into a particular SA

= Examples of selectors that can to SPD entry:
= Remote IP Address
» Local IP Address
* Next Layer Protocol.
= Name
* Local & Remote Ports




IPSEC TRAFFIC PROCESSING - OUTBOUND

Outbound IP packet
(eg., from TCP or UDP)

l

Search
security policy
database

Match found
PROTECT

Mo match
found

Discard Determine

packet policy /
BYPASS No match
Match Search found
found _L_arr: ~ NJoun
security association
database
Process Internet
(AH/ESP) key
exchange
v v

Forward
packet via
| g

L




IPSEC TRAFFIC PROCESSING - INBOUND

Deliver packet

BYPASS

Search

security policy

database

(e.g. TCP, UDP)

»| to higher laver [«

Not No match

BYPASS

Discard
packet

e Packet ™\

found

Process
(AH/ESP)

Match
found

Search

security association

database

IPSec

type

Inbound IP packet
(from Internet)

L




ESP HEADER

IV:when requested by
encryption/authentication algorithm, it
serves as synchronization data (mainly
for ESP mode)

TFC padding: improve data privacy in
tunnel mode by hiding the actual length
of the data packets (dummy traffic)

« 32 bits

v

L

Security parameters index (SP1)

Sequence number

-

Payload data (variahle)

ICY coverage

Encrypted

Padding (0 - 255 hytes)

Pad length

R

Mext header

Integrity check value - ICV (variable)

(a) Top-level format of an ESP Packet

Security parameters index (SPI)

Seguence number

Initializtion value - IV (optional)

Rest of payload data (variable)

ICY coverage

Encrypted

TFC padding (optional, variable)

Padding (0 - 255 bytes)
|_'l'E Pad length

Next header

Integrity check value - ICV (variahle)

(b) Substructure of payload data

Pavload



ENCAPSULATING SECURITY PAYLOAD (ESP)

= ESP can be used to provide confidentiality ,traffic flow confidentiality, origin
authentication, connection-less integrity and partial sequence integrity (anti-
replay attack).

= Services depends on options chosen during SA establishment.

A- Used to encrypt the Payload Data, Padding, Pad Length, and Next Header fields

= [V (if exists) usually not encrypted.

B- Optional Integrity Check Value (ICV) field is present only if the integrity service
1s selected

= [CV is computed after the encryption is performed (order reduces the impact of DoS attacks)

E II'(L:VIié \1;_10t protected by encryption, a keyed integrity algorithm must be employed to compute
the

» The Padding field serves several purposes:

= Expand the plaintext if an encryption algorithm requires the plaintext to be a multiple of some
number of bytes

= Assure right alignment of Pad Length and Next Header fields

= Additional paddin? may be added to provide partial traffic-flow confidentiality by concealin ‘
the actual length of the payload




TRANSPORT MODE ESP (1)

44— authenticated ——
4——encrypted———p

Orig IP

IPvd hdr TCP Data s ——— IPv4

4— authenticated -
44— encrypted ——

T

Dast| TCP

routing, fragment |hdr|/ «f - >

= For IPv4, the entire transport-level segment plus the ESP trailer are encrypted, authentication
covers all of the ciphertext plus the ESP header

= For IPv6, encryption covers the entire transport-level segment plus the ESP trailer plus the
destination options extension header (if occurs after the ESP header), authentication covers @
the ciphertext plus the ESP header.



TRANSPORT MODE ESP (1)

Application

Data
Tce Data
hdr
$ :
: 1
Orig IP TCP
‘ hdr | hdr Dats
. S
"I "r =
Orig IP |ESP] TCP Data ESP IESP
hdr hdr hdr trir jauth




TRANSPORT MODE OPERATION

1- Sender side: the block of data consisting of the ESP trailer plus the
entire transport-layer segment is encrypted and the plaintext of this
block is replaced with its ciphertext to torm the IP packet for

transmission.
= Authentication is added if this option is selected.

2- The packet is then routed to the destination.
» Intermediate routers examine and process IP header plus any plaintext IP
extension headers (not the ciphertext).

3- Receiver side: examines and processes the IP header plus any

Elaintext IP extension headers. Then, based on the SPI (in ESP
eader), the node decrypts the remainder of the packet to recover the

plaintext transport-layer segment.

= Drawback : traffic analysis on the transmitted packets.
* Tunnel mode encrypts routing info and thus guard against traffic analysi,@




TUNNEL MODE ESP (1)

< authenticated >

encrypted >
 |origp — ” -7 > Esp[Esp
LA R TCP Data Pv4 . | trlr Jaut
< authenticated e
encryped g

IPv6

OrigIP | Extension headers | ~ Newp | Ext OrigIP, | "Ext © Lo - o |EsplEsp
hdr (if present) N0 1 b | eaders dr hdr | headers *| T,Cl:: = DaI? A L

= Routing information exists in the IP header =2 can’t transmit packet with ESP header
ahead of IP header

= The entire block is encapsulated with a new IP header (still guarding against traffic analysis). @



TUNNEL MODE ESP (2

Application Data
1 1
[] []
[ [
Tce Data
hdr
Orig 1P TCP e
hdr hdr Data
[ ) [ )
[] []
1 1
ESP} Orig IP TCP Data ESP JESP
hdr hdr hdr trlr fauth
i :
)
New 1P EHI’I Orig IP TCP Data ESP JESP
hdr hdr hdr hdr trlr fauth




TUNNEL MODE ESP (3)

= Useful when an external host wishes to communicate securely with a
trusted networked protected by a firewall or gateway.

= The transport-layer segment is processed as follows (external host communicating
with an internal host through a firewall):

1. The source prepares an inner IP packet with a destination address of the

target internal host.

This packet is prefixed by an ESP header; then the packet and ESP trailer are encrypted and
Authentication Data may be added.

2. The resulting block is encapsulated with a new IP header (base header
plus optional extensions for IPv6) whose destination address is the
firewall.

This forms the outer IP packet.

8. The outer packet is routed to the destination firewall where intermediate
routers need to examine and process the outer IP header plus any outer
IP extension headers but does not need to examine the ciphertext. @



TUNNEL MODE ESP (3)

4. The destination firewall examines and processes the outer IP header plus
any outer IP extension headers. Then, based on SPI in the ESP header, the
destination node decrypts the remainder of the packet to recover the
plaintext inner IP packet.

5. The inner packet is transmitted to internal network and routed through
zero or more routers to the destination host.




ANTI-REPLAY ATTACK MITIGATION

Advance window if
valid packet to the
right is received

< Fixed window size W >
p ). N[~
/ N \

N-W / \ N+1

marked if valid unmarked if valid
packet received packet not yet received

= Sequence number is used at receiver side to detect replayed packets.

= P is connectionless=>» out of order delivery (or dropped packets) is likely to occur
= Use a window of size W to track the status of last W packets (W is usually 64)

= N is the highest sequence number received @



DETAILS OF ESP SERVICES

= Encryption

= As discussed, applied to payload, TCP header and ESP trailer (padding, TFC, pad
length, next header). May cover IP header.

= ESP service must support DES in CBC mode.
= Other encryption algorithms may be supported such as 3DES,IDEA,CAST, RCS5

= Authentication (MAC)
= Variable length (m*32 bits)
= Computed over ESP header and ciphertext
= Must support HMAC-MDS5 and HMAC-SHA1
= [P header is not authenticated




[PSEC AUTHENTICATION

= AH can be used to provide data integrity (imessage digest), origin
authentication (encrypted message digest) and optional replay attack
mitigation (sequence number).

= AH authenticates entire IP packet including the outer header, with the
exception of certain header fields that can be legitimately change in transit
(TTL, check sum,...)

= ESP authentication mechanism authenticates only the IP datagram portion of
the IP packet.

= AH and authentication-only ESP use the same algorithm but what fields get
authenticated are different

» Packets fail authentication check at receiver sider will be discarded

®



RUTHENTICATION HEADER

Bit: 0

31

Next Header | Payload Length RESERVED

Security Parameters Index (SPI)

Sequence Number

Authentication Data (variable)

* In transport mode, AH is inserted to the right of original IP header for both [Pv4
and IPv6

* In tunnel mode, AH header is inserted to the left of original IP header (and to the
right of new IP header) C )



AH IN TRANSPORT MODE

1Pv4

Extension headers
(if present)

IP icati
Authentication IP payload
header header
<

Authenticated

axt headers (if present): axt headers
orig IP header hop-by-hop, first dest opt, AH (if present): IP payload

routing, fragment final dest opt

Authenticated excep! for mutable fields




AH IN TUNNEL MODE

IP packet
< >
: New IP Authentication Original IP
IPv4 header header header IP payload
< >
Authenticated
Py Orig IP | Extension headers TCP
% | hdr (if present) \
exl headers (il prasant) axt headers
New IP header hop-by-hop, first dest opt AH orig IP header (il present): IP payload
routing, ragment final dest opt

Authenticaled except for mutable fields in new IP header

B




DETAILS OF AH SERVICE

= [PSec implementation supports HMAC-MDS and HMAC-SHA1
= Variable length digest (multiple of 32bits)

= As discussed, the digest is calculated over IP header (except fields that

change in transit), AH (except authentication field) and entire upper
layer protocol data.

= Fields that are not covered by MAC is set to zero during the calculation

Header

checksum
/ /
o | 0000 /
0000...
E ________________________________
o
0000... — — Authentication data
g}
(1]
ke
N
(1]
o

L




EXAMPLE

= For the packet shown below,
1. 1identify this type of traffic.
2. Identify the missing protocol Number(s).

Protocol | Number_

Ty IPv4 4
Maxt Mext Next Next Next

Header Header Header | | | Header | | | Header H;r TCP Data TCP 2

= - IPv6 41
Rodting Ex Dozt g
IPyE Header Heac}er Optons Har IP Data Routlng 43
Header
New IPvi Auth Criginal IPW Datagram

Header Header (Encapsulated) ESP 50
: AH 51

Destination 60
header



INTERNET KEY EXCHANGE (IKE) (1)

= The two services provided by IPSec requires the existing of
cryptographic keys.
= 4 keys are required (Transmit and receive pairs for both integrity and
confidentiality)

= [KE provides secure exchange of cryptographic keys between two
[Psec endpoints.
= Involves the generation and distribution of secret keys

= [PSec supports manual and automated key management.
= Centralized means poor scalability

= IKE operates in two phases

= Phasel : mutually authenticates the two endpoints and then generate
encryption and integrity keys

= Phase?2 : establish the Security Association (SA)

L




INTERNET KEY EXCHANGE (IKE) (2)

= JKEv1 is a combination of two protocols: Oakley Key Determination

Protocol and Internet Security Association and Key Management
Protocol (ISAKMP).

= [SAKMP 1s a protocol that defines procedures and packet formats to
establish, negotiate, modify and delete security associations and
related parameters such as cryptographic keys.

= Oakley protocol is a Diffie-Hellman based key algorithm to carry out
the key exchange negotiation process for both pre-authenticated
peers

In IKEv2, significant differences from the use of Oakley and ISAKMP

in IK

v, @



FEATURES OF IKE KEY DETERMINATION

1. Employs cookies to thwart clogging attacks.

2. Enables the two parties to negotiate a group; an important global
parameter for Diffie-Hellman key exchange.

8. Uses nonces to ensure against replay attacks.
4. Enables the exchange of Diffie-Hellman public key values.

5. Authenticates the Diffie-Hellman exchange (guard against MITM
attacks).




?
331/ TLS: Transport layer Security Protocol

@



3oL/ TLS: THE MOTIVATION

= Businesses, government agencies, and even individuals have Web
sites.

= Internet and the Web are extremely vulnerable to wide range of active
and passive attacks
= Confidentiality, Integrity, authentication and availability threats

= Web presents new challenges
= Compromising web servers has financial and reputational consequences
= Nalve customers unaware of security risks.
= Compromising web server has cascaded impact
= Web applications could be complecx with many security flows.

= Web security comprises the security of Web server, Web browser, and
network traffic between browser and server @



APPROACHES TO WEB TRAFFIC SECURITY

HTTP FIP SMTP

TCP

IP/1PSec

(a) Network level

* Network level(IPSec)

= general purpose solution that is transparent to users and applications.

= Includes filtering capabilities.

= Session layer (SSL/TLS)

HTTP

FIP

SMTP

SSL or TLS

S/MIME

TCP

Kerberos

SMTP | HTTP

P

UDP

TCP

(b) Transport level

= Relatively general purpose solution

= Session layer (Kerberos, S/MIME)

= Tallored to application needs

= Similar in services but different in the scope of applicability

P

(c) Application level

@



S3L/TLS PROTOCOLS

= Secure Socket Layer (SSL) and Transport Layer Security (TLS) are
both session layer protocols.

= SSL is developed by Netscape to provide secure and authenticated
information exchange between browsers and servers.

= Later, used for information exchange between: routers, routers and servers,
email servers, hosts & network printers.

= SSL version 3 is an open standard designed with public review from
industry.

= TLS could be viewed as SSL v3. 1
= SSL v3 and TLS are very close and backward compatible.

@



S3L/TLS ARCHITECTURE

= SSL/TLS make use of TCP to provide reliable end-to-end secure service.

= They are composed of four sub-protocols spanning two layers.
» SSL Record Protocol & SSL Handshake Protocol are the heart of SSL.

= SSL Change Cipher Spec protocol & SSL Alert protocol plays minor rule in operation of
SSL

= SSL Handshake Protocol perform mutual authentication between the clients and the servers
= The SSL Record Protocol transmits data confidentially

Application Layer
(e.g. HTTP)

SSL Handshake SSL Cipher SSL Alert
Protocol Change Protocol Protocol

The SSL
Protocol Stack

SSL Record Protocol

TCP

L

1P




S8L CONNECTIONS VS SESSIONS

= SSL connection is transient transport (channel) of information between
two nodes
= Peer-to-peer relationship

= Connections are short-lived (one-time), in which servers shut down connection
after communication or after certain time of being Idel.

= Every connection is associated with a session

= SSL session is an association between the client and the server that is
created by handshake protocol
= Sessions define a set of cryptographic security parameters

= Can consist for multiple connections (security parameters apply to all
connections in the session)

= Used to avoid the costly re-negotiation of security parameters.




CONNECTION STATE PARAMETERS

=Server and client random
= Chosen by server and client for each connection

= Server write VIAC secret
= Client write MIAC secret
= Server write key
= Client write key

=Initialization vectors
= Chosen by SSL handshake protocol

Sequence numbers.
= Max is 2°4-1
= Reset to zero when part sends change cipher spec message

L




SESSION STATE PARAMETERS

= Session Identifier
= Chosen by server

» Peer certificate
= May be NULL

= Compression method
= Cipher spec

 Mlaster secret
= 48Bytes shared between client & server

» Is resumable




S3L RECORD PROTOCOL (1)

= This protocol ensures messages confidentiality and integrity.

= Handshake protocol defines the shared secrets need for encryption and message
authentication.

= The operation of record protocol involves: fragmentation, compression,
adding HMAC, encryption, and adding SSL header.

1. Fragmentation
v' Blocks of 21 bytes or less.

2. Compression
v Optional step (SSLv3 and TLS applies no compression=> NULL)

v Lossless compression algorithm.
v' May not increase content by more than 1024 bytes.




S3L RECORD PROTOCOL (2)

3. Adding HMAC
MAC = hash (MAC write secret || pad 2] |
(hash (MAC write secret || pad 1 ||seq num || SSLCompressed.type ||
SSLCompressed.length || SSLCompressed.fragment))
= Hash: Hashing algorithm MD?5 (128bits digest) or SHA1 (160bits)
= Pad 1: The byte value 0x36 (00110110) repeated 48 times for MDS5 and 40 times for SHA1

= Pad 2: The byte value 0x5C (01011100) repeated 48 times for MD5 and 40 times for SHA1
= Padding enhances the strength of HMAC

= Hamming code of padl and pad2 is 4.

= SSLCompressed.fragment: may refer to the plaintext or the compressed fragment.

» Basic HMAC calculation is

HMAC(K. M) = H[(K'" @ opad) Il H[(K" @ ipad) Il M]] @



S3L RECORD PROTOCOL (3)

4. Encryption
= Symmetric encryption algorithm.

= What is encrypted is the compressed message plus HMAC digest.

= Encryption should not increase the content length by more than 1024 bytes

= Total size should not exceed 2!* + 2048 bytes.

= For block encryption: padding may be added (after MAC generation and before

encryption)

= [n order to adjust data size into multiple of ciphertext block size.
= Always one byte pad length is added if padding is to be added
= Ex how many padding bytes are needed to

Block Cipher

adjust SSL fragment of size 71bytes and 20bytes
MAC digest if ciphertext block size is 8bytes?

Stream Cipher

Algorithm

Key Size

Algorithm

Key Size

AES
IDEA
R(C2-40
DES-40
DES
3DES
Fortezza

128,256
128
40
40
56
168
80

RC4-40
RC4-128

40
128




S3L RECORD PROTOCOL (4)

5. Adding SSL header

= Header size is 5 bytes with the following fields:

= Content Type (lbyte): specifying the higher layer protocol that will process the data

= Major version (lbyte): indicates the major SSL version in use (3 for SSLv3)

= Minor version (lbyte): minor SSL version in use (0 for SSLv3)

= Compressed length (2 bytes): the length of compressed (or plaintext) fragment

Compressed

Minor
version

Major

Content

length

version

type

= Content type is change cipher spec,alert ,

LAAAAAANAAAANAANANNAN/
000002000 00202020200 %6200 %22 %% %!
0020000002020 %0 %0 %% %% %0 %0 % "6 2 %%
0200000202020 %0 2020202202020 22, % % %!
0000000 00 % %0200 % %% %0 00 % Y % %%
OXIIRRIKHXIRRIIKIARRKS
D 4
0200000202020 %0 7076226202020 %% %% %!
0020000002022 %0 2026220 %0 %0 % Y% %%
0oatrtntetetetetotetedetetorely

020700020%0%0%0 %026 %%0 %0 %0 % %%

AR
el %%
P
o202 %%
S

AR
KRR <

aimntext

RO 2
B )
SR

Pl
(optionally
compressed

hSIREREEKRIE
0007020002 %0 % %00 % %20 2 %0 %
9070002020 0 %0 2020 %0 2 %0 %0 e e
0020000020 %00 %0 %0 %0 % %% %%

IIERKRKIBO

002000702 %070 % 20 % 0 % %% % % P Y %%
& & & () XA OO0
00 %0 0% %0 %0 %00 %0 %00 % % % % % e % %%
RERRERERELRIRERARIKE
002000 %0 %% %0 %0 %0 %0 %0 %0 % % %% e b %%
0020007020 %00 % 20 % 0 %0 % %0 %o % P e %%

pardLiouyg

handshake or application data

SSL does not specify the exact upper layer protocol



S3L RECORD PROTCCOL (5

Application data

Fragment

Compress 7

Add MAC

RIHXIHKIRXK
000 0000020 %00
0% %% %% % %%

Encrypt

Append SSL

W N W AW W W
I’O‘G 0 0 0 X 0’0’0 (]
record header

* ? ‘QAQ‘G‘G‘Q‘Q?O‘Q




S3L CHANGE CIPHER SPEC PROTOCOL

= A complementary simple protocol that contains only one message format
» Message size is one byte containing the value 1
= The protocol message could be sent by both the client or the server

» The purpose of this message is to indicate that the communication is shifted from
unencrypted to encrypted

= Normally sent by the end of handshaking phase.

= Remember that this protocol exists on top of SSL record protocol and uses its
services.

@



S3L ALERT PROTOCOL

= The is a management protocol that is used to conveys SSL related alerts to
communication peer.

= The protocol messages consist of two bytes, the first byte represents level of event
severity and the second byte indicated the alert occurred.

= Level 1 represents warning while Level 2 indicates fatal alert.

» Level 2 necessitates closing the connection (other connections with the same
session may continue but no new connections on the same session is allowed).

= Fatal alert (level =2): unexpected message,decompression failure,
illegal parameter,handshake failure,bad record MAC.

= Other alerts: close notify,no certificate,bad certificate,
unsupported certificate,certificate revoked,certificate expired,
certificate unknown. @



S3L HANDSHAKE PROTOCOL (1)

= The most complex protocol among the four SSL protocols.

= The protocol is responsible for: negotiating the compression algorithm, negotiate
the cryptographic algorithms/keys and authenticate peers to each other.

= Consists of messages exchanged between the client and server before any
application data is transmitted.

= Handshake messages are of variable size, but consist of three fields.
= Type: indicates one of 10 possible messages
* Length: message length in bytes
= Content: parameters associated with the message

= SSL permits two types of SSL handshakes: one-way and mutual SSL.

| byte 3 bytes = () bytes

Type Length Content

L




S3L HANDSHAKE PROTO

Message Type

Parameters

hello request
client hello

server hello
certificate
server key exchange
certificate request
server done
certificate verify
client key exchange

finished

null

version, random, session id, cipher suite, compression method
version, random, session id, cipher suite, compression method
chain of X.509v3 certificates

parameters, signature

type, authorities

null

signature

parameters, signature

hash value




5oL HANDSHAKE PROTOCOL (3)

= The operation of the SSL/TLS handshaking
comprises 4 phases of operation

= Phasel: Establishing security capabilities.

= Initiated by the client, to establish the security
capabilities of the two peers.

= Started when the client sends Client hello
= Version: Highest SSL version supported by client

* Random: 32bit timestamp and 28byte random
number

= Session ID: variable length identifier, zero =» new
connection on a new session , nonzero=>» update
parameters of existing connection/reuse session
on new connection

= CipherSuite: list of supported cryptographic
algorithms, in descending order of preference

= Compression method: list of supported
compression methods

'\—\_\_\_\_\_\___ . .
ey

T

SEI"' E[__hg‘l‘l-_o________,_,—o—'—'_'_'_’

Phase 1

Establish security capabilities, including
protocol version, session 1D, cipher suite,
compression method, and initial random
numbers.

o Eﬂiﬁcﬁle

w

st
Ceﬂiﬁcmeﬁq“e

Phase 2

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.

Y

ne —
e el
A—fﬂf—
m‘
L cliens 1. Phase 3
‘“———h_____h_n_t:_l‘ _e_-i_-ﬂ Change Client sends certificate if requested. Client
T sends key exchange. Client may send
Wi‘ certificate verification.
¢ .
H_%_@E'E-EE:E‘-%MM
e
— N
T finisheg
___H“‘“‘—-——__L Phase 4
. Change cipher suite and finish
. & — i .
.:haﬂ‘éﬁ--m_?tfr_:s—gfﬁ handshake protocol.
le—"" -

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.



5oL HANDSHAKE PROTOCOL (4)

= CipherSuite: is the determination of key exchange method plus the
CipherSpec.

= Key exchange determines the way in which encryption and MAC
keys are shared.

= RSA:The client generates the secret key and share it encrypted
using the server public key.

= DH: secret key calculation is carried out at client and server.

= CipherSpec includes: CipherAlgorithm, MACAlgorithm,
CipherType, HashSize,IV Size,...

4 (LientHello, TLSv1.2

RandonCookie: *** (lientHello, TLvI.2

RandonCookie: GNT: -18924135%6 bytes = { GHT: -351008774 bytes = { 169, 131, 204, 213, 154, %6, 7, 136, 43, 142, 232, 138, 148, 171, 52, 226, 155, 22, 145, 57, 19, 132, 207, 182, 67, 202, 161, 28, 20 }
Sessmn ID: 239 1@ 92, 143, 185 {}




S3L HANDSHAKE PROTOCOL (3)

= Phase 1 completes when the server responds by sending
Server hello

= Contains the same parameters sent by client, but with the values chosen
by server from client input.

= Server side random is independent from client side random

= Server will commit to nonzero Session ID provided by client (BUT will
supply new sessionlD if value received from client is zero)

= Will chose one of the cryptographic algorithms/key exchange schemes
provided by the client (encryption algorithm, RSA or DH,stream vs block,
HMAC algorithm,...)

= Same for compression algorithm

®



5oL HANDSHAKE PROTOCOL (6)

Phase2: Server authentication and key exchange.

= The server begins the phase by sending certificate message
containing one or chain of certificates [Optional, needed if client is
willing to authenticate the server]

=Then, the server sends server key exchange [optional,needed

when the cryptographic parameters in the certificate are not
sufficient]

= For mutual authentication, the server requests client certificate by
sending Certificate request [optional]

= Includes two parameters certificate type and
certificate authorities

=Phase? is finished by sending server done message , that requires
the server to enter into waiting state for the client response [MUST]@



5oL HANDSHAKE PROTOCOL (T)

Phase3: Client authentication and key exchange.

= The client verifies the server’s certificates (how??) and the parameters
provided in server hello

=The client provides his certificates [Optional, if requested by
serve]

=The client sends client key exchange thatincludes either the pre-

master key encrypted using the servers public key or a value that
enables the client and server computes the pre-master_key. [MUST]

=The client sends certificate verify message [optional, if the
client certificate is sent and it needs special info to help verifying its
authenticity at server side]

@



S3L HANDSHAKE PROTOCOL (8)

Phase4: Finish

= Upon successful completion of the three phases, the client copies the
pending CipherSpec into the current CipherSpec and sends
change cipher specs (this message if a part of cipher change

protocol)

=The client sends FINISHED protected according to the previously
agreed algorithms and keys.

» The server do the same.

=The client and server can now exchange secure application-layer

data.
()



S3L CRYPTOGRAPHIC COMPUTATION

= Public key algorithms (RSA or DH) are used to share/generate symmetric
pre-master secret .

= Master secret key is derived from the pre-master key.

= Master secret key acts as a seed to the pseudorandom function that will
generate the 4 encryption and authentication keys.

= key block = MD5 (master secret || SHA('A' || master secret || ServerHello.random | |

ClientHello.random)) || MDS5 (master secret || SHA('BB' || master secret ||
ServerHello.random || ClientHello.random)) || MD5 (master secret || SHA('CCC' ||
master secret || ServerHello.random || ClientHello.random)) ||...

» The client and server random numbezrs act as a salt values.




HTTPS

= HTTP communicates messages in clear (plaintext) between peers

= HTTPS is a combination of HTTP and SSL/TLS in order to secure the
communication between client (web browser) and a web server.

» Built in feature into all modern web browser
= Uses port 443 instead of port 80 for HTTP

= When HTTPS is chosen the following traffic is encrypted:
= URL of the requested document
= Content of document
= Content of browser forms

» Cookies (originated from client or server)
= Content of HTTP header

= [f HTTPS is to be chosen SSL/TLS handshaking is done before any HI'TP
request.

= Closing HTTPS connection invokes alert protocol to exchange @
close notify message by two peers



HTTPS USES

= HTTPS should be used only for the application that needs it.
= Banking websites

= Shopping websites
= Email applications

= HI'I'PS has some drawbacks compared to HI'IP
= Slows down web servers.

= Prevent ISP from caching web page.

) https://www.bmo.com/main/personal 16




