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▪Remote User Authentication Principles

▪Remote User Authentication via symmetric encryption
▪Kerberos

▪Remote User Authentication via asymmetric 
encryption

▪AAA framework
▪RADUIS

▪Extensible Authentication Protocol (EAP)

▪X.509 Digital Certificates



▪ Is the process of verifying an identity claimed by or for a system entity.

▪ Is a fundamental security building block
▪ Access control plus accountability 

▪The authentication process consists of:
▪ Identification: providing the system with an identifier
▪ Verification: presenting the information that proves the binding between the entity & 

identifier.

▪User authentication and message authentication are NOT the same.

▪Authentication user identity could be done using:
▪Something the user knows
▪Something the user possesses
▪Something the user is.
▪Something the user does 

▪May use one or more techniques



▪The mechanisms used to convince the communicating parties about 
the identities of each other and exchange the cryptographic session 
keys.

▪ One way or mutual 

▪Usually, the protocol requires the entities to present identity & 
cryptographic key(s)

▪ The main issues related to exchanging authentication keys

▪ Confidentiality: prevent masquerading & key-compromising 

▪ Timeliness: guard against replay attack

▪Several replay attack variations threating key exchange
▪ Simple

▪ Repetition that can be logged

▪ Repetition that can not be detected

▪ Backward replay without modification



▪Replay attack countermeasures:
▪ Sequence numbers 

▪ Timestamp

▪Challenge/Response 

▪One-way authentication is required when sender and 
receiver are not communicating on the same time such as 
Email communication.
▪ Server performs store-and-forward operation.

▪ Requires encrypting the data authenticating the sender

▪while storing the header in clear 



▪One way of ensuring user authentication is through symmetric 
encryption.

▪This requires implementing two-level hierarchy of symmetric keys.

▪KDC is the entity responsible for generating and distributing session 
keys 
▪ Every user owns a pre-shared master key with KDC

▪ KDC will securely publish the session key by encrypting it with the master 
key

▪Kerberos is an example of this technique



▪A protocol developed to securely distribute session keys over an 
insecure network.

▪Confidential and authentic key exchange scheme



▪Steps 4 and 5 prevent one type of replay attack.
▪ An adversary can store message 3 and replay it later to replace a fresh KS by 

obsolete one.

▪An adversary who compromise KS, can issue a successful replay attack 
(unlikely threat)
▪Will replay message 3, and can provide a valid response to challenge

▪A variation to overcome this issue is:



▪The timestamp indicates whether Ks is fresh or not.

▪Yet, distributed clocks can easily get out of synchronization. 
▪ Supress-replay attack: replaying an intercepted message in a timestamp 

that is acceptable on lagging receiver side



▪The next protocol elevates the need to synchronize the sender 
and receiver clocks 

▪ In addition, its resilient against replay attack based on using 
NONCE.



▪ In the previous protocol, Tb is a time limit in which the session key 
remains valid. 

▪Do we still need synchronization ?

▪A and B can obtain the session key after concluding a previous session 
without contacting KDC again (within Tb)



KERBEROS Authentication ProtocolKERBEROS Authentication Protocol



▪Authentication service that is developed at MIT, proposed to address 
the need for authentication in an open distributed system.
▪ Users at workstations wish to access the server services

▪Workstation cannot be trusted to identify its users (server restrict access of 
authorized users)

▪ The following threat exist:
▪ User gains access to a particular workstation and pretend to be another user

▪ User alters the station network address to impersonate another workstation

▪ User replays previous valid exchange to gain access to server.

▪ Kerberos provides centralized third-party authentication server: 
authenticate servers to users and vice versa.
▪Depends merely on symmetric encryption  (NO public-key encryption)

▪Two versions: Kerberos 4 and Kerberos 5 (addresses some security 
deficiencies)



▪Protect user information & server resources in an open environment 
with dedicated user workstations & centralized/distributed servers
▪ User must prove its identity for every service invoked (server proves its identity 

too).

▪ Involves the following requirements
▪ Secure

▪ Reliable

▪ Transparent 

▪ Scalable

▪Kerberos is implemented using an authentication protocol that is 
based on Needham-Schroeder
▪ Without the need to trust the workstations, clients can access services distributed 

through network (BUT all trust a central authentication server)



▪ The operation of Kerberos could be complex and it could be better understood 
gradually throughout two dialogues.

▪Dialogue1 : simple authentication 
▪ In this dialogue there are three entities: Client (C), Server (V) and Authentication Server (AS)

▪ AS stores the passwords of all users in centralized database to authenticate them.

▪ AS shares a unique secret key (KV) with the server 

▪ PC: Client C password. IDC: client C identifier. ADC: Network address of C

▪ Can you identify any drawback in the previous authentication scheme?



▪Dialogue2 : A more secure 
authentication 
▪ Additional entity called Ticket-Granting 

Server (TGS) is responsible for issuing 
ticket for users authenticated by AS

▪ Authorized user obtains ticket-granting 
ticket (Tickettgt) form AS, that enables him 
obtain service-granting ticket (ticketv) 
from TGS [client saves both to reuse them 
without keep suppling his password]

▪ A particular service is accessed via 
service-granting ticket 



▪ In the previous protocol, choosing lifetime value is critical to operation 
▪ Short➔ user will keep supplying password, Long➔ greater opportunity for 

replay attack (eavesdrops + forge legitimate user network address)

▪ Replaying unexpired tickettgs gives unlimited access to server resources (while 
replaying unexpired ticketv gives access to corresponding service).

▪The previous protocol can NOT prove that the person using a certain 
ticket is the same person to whom the ticket was issued.

▪Also, it does NOT provide mutual authentication.

▪Adversary can direct user to false server and launch many attacks.













▪A realm is a Kerberos environment consists of a Kerberos server, a 
number of clients and a number of applications servers
▪ All users must be registered with the Kerberos server

▪ All service servers must be registered with Kerberos server

▪ Two Kerberos servers in different but interoperating realms must share a secret 
key (interrealm authentication)

▪A Kerberos principle is a user or service known to Kerberos system
▪ The principle name consists of: user/service name, instance name and realm 

name. 

▪A central database is stored on a master Kerberos machine protected 
by a master Kerberos password. 

▪A user in one realm may need to access a service provided from a 
server in another realm

➔ Need interrealm authentication





▪The communicating parties are required to each out a session 
key that is confidential and proves entities authenticity via 
asymmetric key encryption.

▪Authentication Server (if exists), is responsible for distributing 
public key certificates.

▪The shared session key is generated by one entity and shared 
with the another entity.

▪The previous protocol has some limitations.



▪KDC distributes public-key certificates.

▪Why B includes A’s NONCE in the message transmitted to KDC?

▪What entity generates the shared secret ?

▪What is the purpose of including Na with Ks in message 5 ?

▪Why message 6 is double encrypted ?



RADIUS Authentication ProtocolRADIUS Authentication Protocol



▪Authentication: utilizing user identity to determine whether the user is 
allowed to access network (identity & credentials) 

▪Authorization: determines the set of services accessible to 
authenticated users

▪Accountability: keeps track of each user’s network activity 

▪Enable millions of users to securely access thousands of services 
running in many servers.

▪Network Access Server (NAS) is a service point in which clients dial to 
get network access (gateway) 
▪ NAS is located at ISP premises to provide internet access to customers (guard 

resources)
▪ NAS is a remote single point of access to a remote resources.
▪ Clients are connected to NAS.



▪RADIUS: Remote Authentication Dial In User Service protocol that provides 
Authentication, Authorization and Accountability (AAA) to manage users accessing 
network services.

▪ It’s a Client/Server application layer protocol that uses UDP.

▪NAS acts as RADIUS client that requests RADIUS server services and responds to 
RADIUS server inquires.

▪ RADIUS manages:
▪ Who is eligible to access resources
▪ What resources the authenticated user is permitted to access
▪ How much resources the user consumed during access (enable accurate billing) 

▪ RADIUS uses PAP,CHAP or EAP protocols to authenticates users.

▪ Using RADIUS permits storing all security information in a single centralized 
database instead of distributing the information around the network in many 
devices

▪Other protocols provide AAA are: TACACS, TACACS+,DIAMETER 



▪Requirements to start using RADIUS for AAA
1. Secret key is shared between client and server. 

2. Client must be configured to use RADIUS server.

▪Authentication operation steps:
▪ The client initiates a PPP authentication request to NAS.

▪NAS prompts username/password (PAP) or challenge (CHAP)

▪ User supplies the requested info (password is sent encrypted)

▪ RADIUS client forwards the credentials to RADIUS server (ACCESS-REQUEST).

▪ RADIUS server validates the supplied info and responds with ACCESS-ACCEPT, 
ACCESS-REJECT, ACCESS-CHALLENGE



▪RADIUS accounting is used to: collect data for network monitoring and 
enable accurate billing of users.

▪The accounting process begins when user is authenticated (granted 
access to network resources)
▪ Initiated by NAS via sending accounting request message to radius server 

(known as accounting start.)

▪Upon the end of service delivery, NAS sends accounting request 
packet.

▪Known as accounting stop.

▪ Server responds with accounting response acknowledgment 

▪Session information is stored securely in the RADIUS server.



RADIUS is not a server, it’s the protocol to exchange the information



▪Client/Server model.
▪NAS is the client to RADIUS server

▪ RADIUS server receives user connection requests, authenticating/authorizing the 
user, and returns the configuration information back to NAS that delivers service 
to the user.

▪Network Security
▪ Secret key is used to authenticate the transaction between the client and the

server (key is never sent over network)

▪ Password is encrypted before sent over the network.

▪Flexible Authentication Mechanisms

▪Extensible Protocol



▪Code (1 octet): Used to identify the type of the RADIUS packet 
▪ Access-request(1), Access-Accept(2), Access-Reject(3),…

▪ Identifier (1 octet): Used in conjunction with source IP and port 
number to uniquely identify the packet.
▪Helps matching requests with responses, detect multiple requests from same 

client.

▪Length (2 octets): specifies the length of the packet including: code, 
identifier, length, authenticator and attributes (20~4096 bits).



▪Authenticator (16 octets): Used to authenticate messages exchanged 
between the client and RADIUS server operating in accounting mode. 
▪NAS and RADIUS share a secret.

▪ Request authenticator: MD5(Code + Identifier + Length + 16 zero octets + request 
attributes + shared secret)

▪ Response Authenticator: MD5(Code, Identifier, Length, the Request Authenticator 
field of Accounting-Request packet+ the response attributes+ shared secret).

▪Attributes (OPTIONAL/VARIABLE): list of attributes required for type of 
service



Extensible Authentication Protocol (EAP)Extensible Authentication Protocol (EAP)



▪EAP is an authentication framework (not protocol) that supports multiple 
authentication methods.
▪ Used frequently for PPP or IEEE 802.11 (wireless)

▪EAP runs directly over data link layer without requiring IP 
▪ Own support for duplicate elimination and retransmissions.

▪ Does NOT support fragmentation.

▪EAP is implemented on switched circuits hosts/routers in addition to 
switches and access points using IEEE 802.

▪ It provides some common functions and negotiation of authentication 
methods called EAP methods.

▪Flexibility is the flagship feature of EAP.
▪ EAP permits using authentication server that implements numerous 

authentication schemes to select from



▪The following terms are used in context of EAP operation (taken 
from RFC3748)
▪Authenticator: The end of the link initiating EAP authentication
▪Supplicant: The end of the link that responds to authenticator, 

sometimes called peer.
▪Backend Authentication Server: The entity that provides an 

authentication service to authenticator
▪EAP Server:  The entity that terminates the EAP authentication 

method.
▪ If No backend authentication server is used ➔ EAP server is part of the authenticator. 
▪ When operating in pass-through mode, ➔ EAP server is located on the backend 

authentication server.

▪Master Session Key (MSK): is a keying material derived between the 
EAP peer and server and exported by the EAP method. MSK is 64 
octet length



▪ Successful Authentication:  exchanging EAP messages as a result of 
which the authenticator decides to allow access by the peer, and the 
peer decides to use this access (decision involves authentication and 
authorization).



▪The supplicant device needs to authenticate by the authentication server 
to establish a secure connection to use the available resources. 

▪The authentication server is responsible for accepting/denying the 
supplicant’s request to use the available resources on the server (could 
be RADIUS). 

▪The authenticator main role is to open or close the port for the 
supplicant to access/deny the use of resources available in the server. 

▪Router or access point may be used for transferring the user credentials 
between the supplicant and authentication server. 

▪EAP does not requires the parties to pre-negotiate the authentication 
mechanism 
▪ The authenticator request contains type field that specifies the info needed 



1. The authenticator sends a Request to authenticate the peer. 
▪ The Request has a Type field to indicate what is being requested (Identity, MD5-

challenge, etc.)

▪ Typically, the authenticator will send an initial Identity Request [optional]

2. The supplicant sends response packet containing Type field 
corresponds to the same Type field in authenticator request.

3. The authenticator sends additional Request packet, and the peer 
replies with a Response.  

▪ The sequence of requests and responses continues as long as needed in a 'lock step’ 
mode.

▪ The authenticator is responsible for retransmitting requests (EAP is ended after certain 
retransmissions) 



4. The conversation continues until the authenticator: 

a) cannot authenticate the supplicant due to one or more 
unacceptable responses (EAP failure sent) 

b) determines that successful authentication has occurred (EAP 
Success) 

▪Pass-through behavior
▪A pass-through authenticator performs checks on the Code, Identifier, and 

Length fields and forwards EAP packets (response) received from the peer 
to backend authentication server.

▪ It also forward EAP packets (request) from the backend authentication 
server to the peer.





▪For request and response packets, 
additional Type field constitutes part 
of data. Type specifies the 
authentication method

▪Code (1 octet): 1→ Request, 2→ Response, 3→
success , 4→ failure

▪ Identifier (1 octet): helps matching response 
with request plus distinguishing new requests 
from retransmitted ones.

▪Length (2 octets).

▪Data ( 0 or more octets).



▪Lower layer:  Transmitting/receiving EAP 
frames between the peer and authenticator 
(PPP, wired IEEE , wireless LANs)

▪EAP layer: duplicate detection and 
retransmission.

▪EAP peer and authenticator layers:  EAP 
layer demultiplexes incoming EAP packets 
to the EAP peer and authenticator layers 
(based on code value). A host may act as 
EAP peer and authenticator 

▪EAP method layers: implements the 
authentication algorithms.





▪EAP is extensible because it supports numerous authentication 
methods.
▪Main role is to facilitate exchanging the authentication information 

▪ EAP-MD5 (password based authentication, no certificates, poor security)

▪ EAP-TLS (certificate based authentication, mutual authentication, strongest 
security)

▪ EAP-PEAP (similar to EAP-TLS with server certificate only, strong security)

▪Other methods: EAP-SIM, EAP-AKA,…

▪Those methods are implemented at the highest EAP layer.



X.509 DIGITAL CERTIFICATESX.509 DIGITAL CERTIFICATES



▪Techniques for public keys distribution could be classified into four 
categories:

A. Public announcement
▪ It makes sense for an entity to publish its public key in unicast or broadcast mode.

▪ Does NOT require any sort of setup

▪ Security and scalability ??



B. Publicly Available Directory
▪ Trusted third party manages a centralized directory that stores an entry {ID, public key} 

for each participant

▪ Participants register their public key with directory authority (authenticated registration)

▪ A Participant can update its public key for any reason and at any time 

▪ Participants could access the directory remotely and electronically (authenticated 
communication).  

▪ Security ??



C. Public-key Authority 
▪ Better control over public key 

distribution.

▪ Central authority manages dynamic 
public keys directory

▪ TRUST: Each participant pre-shares 
its public key with the authority and 
learns the authority’s public key 
(securely).

▪ When to check public key freshness ?

▪ Scalability ?



D. Public Key Certificates 

▪ A certificate is a document containing the public key of a certain participant 
(with additional info) that could be generated only by a trusted third party.

▪ It is the participant who generates the key and publishes it with the authority to 
obtain the corresponding certificate ➔ need  secure and authentic 
communication scheme.

▪ Exchanging certificates do not require authority intervention.

▪Certificates requirements: 

▪ Any participant can read a certificate to determine the name and public key of 
certificate’s owner.

▪ Any participant can verify whether the certificate is originated from the 
certificate authority or not.

▪Only certificate authority can create and update certificates.

▪ Any participant can verify the time validity of the certificate.



▪CA : is the certificate containing the public key of participant A

▪ Timestamp help guarding against using expired certificates



▪Public Key Infrastructure (PKI) combines standards for creation, 
distribution, use and revocation of public key certificates.

▪X.509 is one of the widely used PKI standards.

▪X.509 is a framework that is part of X.500 series that defines directory 
services.

▪Directory service is a software application(s) that stores and organizes 
information about a network and its resources.

▪Allows the administrator to manage access to resources.

▪For efficiency, information need to be replicated across many directory 
servers

▪Regarding X.509 certificates, directory associates participants public 
keys with identities.



▪Directory server provides an accessible location for users to obtain 
certificates.

▪ It does NOT create public keys or certificates.

▪The certificate is created by CA based on user input (public key), and 
placed in the directory by CA or owner user.

▪X.509 is a standard that defines: the structure of public key certificates
and a set of certificates-based authentication protocols.

▪X.509 is based on the use of public key cryptography and digital 
signatures

▪Requires the use of hash function with signature generation



▪ In order to obtain a certificate that authenticates his public key, the 
user submits his public key to the certificate authority. 

▪CA based authentication: when a new user applies to a CA for a 
certificate, the CA can authenticate the identity of the applicant.

▪Once the identity is verified, CA issues a signed certificate for the 
applicant.
▪CA will issue the certificate only for the corresponding legitimate user. 
▪ Stealing the certificate will not permit the opponent to impersonate the 

legitimate certificate owner

▪The certificate owner can share his certificate with any entity he is 
willing to communicate securely with (or it can be fetch from directory)

▪The receiver should own the public key of the issuer CA to validate the 
certificate authenticity.
▪ Successful verification implies: legitimacy of the certificate and authenticity of 

public key contained (authenticity of sender identity??).



▪Version: 1, 2 or 3

▪ Serial Number: Unique within issuing CA

▪ Signature Algorithm Identifier: The same info could be 
inferred from the last field

▪ Issuer name: name of CA issued the certificate 

▪ Subject name: the entity to which the certificate was 
issued (certificate user).

▪ Subject’s Public key info: the public key the certificate is 
authenticating and with which algorithms the public key 
is to be used.



▪ Issuer unique identifier [optional]: string to uniquely identify the 
issuing CA if the issuer name is to be reused

▪Subject unique identifier [optional].

▪Extensions

▪Signature: All certificate fields hashed and signed by CA private key 
along with the public key algorithm used to produce the signature

▪Generation certificate notation



▪CRL: is a list of certificates that the owner CA decided to 
revoke before their assigned expiration time.
▪ Revoked certificates are blacklisted in CRL.

▪ Several reasons to revoke one (or group of) certificates:

▪ Improperly certificate with erroneous content.

▪ Compromising the user private key.

▪ The user is no longer certified by the issuing CA.

▪ The user certificate is compromised.

▪ Compromising CA signing key (less likely to occur).

▪Every CA maintains CRL of revoked user and other CAs 
certificates.
▪ CRL is stored locally on issuer CA and published to the 

directory. 



▪CRL contains the serial numbers of revoked certificate in addition to 
the issuer signature. 

▪A user may receive a certificate from another user (not directly from 
CA)

▪Must check certificate against CA’s CRL.

▪Tracking revoked certificates via CRL incurs some overhead.



▪As we have seen, CA supplies the users with their certificates.

▪The question is : how many CA are there?
▪One ➔ Consequences for having one CA? 

▪Many ➔ requirements for operating many CAs?

▪ In WWW, most of the web sites have certificates, why?


