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WHY FIREWALLS ARE NEEDED?

= Internet connectivity is an indispensable feature that all organizations
employ nowadays.
= Permits outside world to gain malicious access to organization resources.

= Worms and viruses posse threats that fundamental security mechanisms may not
thwart.

» Host-based solutions are not cost-effective.
» Large number of devices with different software/hardware specs.

= Firewall as a security solution may be alternative or a complement to
host-based security solutions.
= Protect organization LAN from internet-based attacks.
= Organizations with no sensitive information still in need for firewalls.
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FIREWALLS

» A firewall acts as a barrier between different networks to
regularize which traffic is permitted to pass through in each
direction.

= The firewall security policy determines which traffic is authorized to pass in each
direction.

= A Network Firewall is system (group of systems) used to control
access between two networks, internal trusted network and an
external untrusted network achieved by enforcing configured
rules.

= A firewall may be designed to operate as a filter at the level of IP
packets, or may operate at a higher protocol layer.

Firewalls can be either hardware or software-based.

®



FIREWALL IMPLEMENTATION




FIREWALL DESIGN GOALS

= An efficient implementation of firewall should provide the following services:

= All traffic from 1nside to outside (and vice versa), must pass through
the firewall.

= This 1s achieved by physically blocking all access to the local network except via the
firewall

=The authorized traffic allowed to pass 1s the traffic specified by
firewall local security policy
= Various types of firewalls = various types of security policies

= Firewall 1s resilient to penetration threats

= Implementation bugs-free secure operating system
= A trusted computer system is suitable for hosting a firewall

L




FIREWALL ACCESS CONTROL

= There exist 4 techniques in which the firewall can implements the
security policy:
1- Service control: reqgulates the types of internet services that can be accessed

inbound or outbound
= [P address, protocol or port number is used to filter the traffic.

2- Direction control: determines the direction in which a specific service is
allowed to pass through the firewall.

3- User control: regularizes the access to a particular service according to the user

requesting the access.

= This feature applies mainly to local users (behind firewall premises), but could be
expanded to external users but requires user authentication.

4- behavior control: control the mechanism in which a particular service should be

used @



WHAT FIREWALLS CAN DO?

* Keeping unauthorized users out of the protected network
[requires some sort of authentication]

= Guards against various types of IP spoofing and routing attacks
= Auditing and logging.

= Status and network information may be stored for a later analysis.

= Non-security related functions.

» Network Address Translation: hiding devices true addresses of any side of
firewall from the devices on the another side (one-to-one vs many-to-one)

= Platform for IPSec to implement Virtual Private Network (VPN)
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WHAT FIREWALLS CAN NOT DO?

=Firewalls can not guarantee full security, some flaws present.
= Cannot offer any protection against the inside attacks.

= Cannot detect and protect against erroneous policies.

= Cannot guard against externally infected devices that is attached
later to the trusted network.

= Cannot protect against wide spectrum of viruses and wormes.

=In addition to the yrevious flaws, some drawbacks of using
firewalls also exist.

= Traffic bottleneck: inbound and outbound traffic passes through the
firewall.

= Single point of failure
» Increased management overhead. @



FIREWALLS CATEGORIES (1)

» Firewalls types can be categorized depending on:
= The technique the firewall employs

= The underlying communication mode: single node and the network or inter-
network between two or more networks.

= Whether the communication state is being tracked at the firewall or not.

= Firewalls are classified into (operation based):
= Positive firewall: traffic matches the filtering criteria allowed to pass
= Negative firewall: rejecting the traffic matches the filtering criteria

= Depending on firewall type: protocol headers (one or more), the
payload and/or the pattern generated by a sequence of packets may

be inspected.
()



FIREWALLS CATEGORIES (2)

= Based on filtering methodology
= Packet Filtering
= Stateful Packing Inspection
= Application gateways
= Circuit Level Gateway

= Based on filtering scope
» Personal Firewalls
» Network Firewalls

» Based on tracking information
= Stateful Firewalls
» Stateless Firewalls

L




PACKET FILTERING FIREWALLS

=A packet filtering firewall filters the incoming or outgoing
packets based on the information contained in these

packets.

= Header fields are examined to compare the contained information
with the pre-configured set of rules

= Allow or Deny decision is concluded based on comparison results.
= Packets are processed individually.

o Filltering decision is based on one or more of the following
values.
= Source/destination IP address
= Source/destination transport layer address

= Protocol field (layer 3 and 4).

= Packets don’t match any pre-configured rules are
processed according to a default action

» Default = discard
» Default = forward
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EXAMPLES ON PACKET FILTERING RULES

action ourhost port theirhost port comment
block g g default
action ourhost port | theirhost | port comment
block SPIGOT * we don’t trust these people
allow OUR-GW 25 g 8 connection to our SMTP port
action ourhost port theirhost port comment
allow g 25 connection to their SMTP port
action SI'C port dest port flags comment
allow {our hosts} g 25 our packets to their SMTP port
allow 25 . & ACK | their replies

L




WHY T0 USE PACKET FILTERING FIREWALLS?

= Filtering process is efficient and quick.
» Transparent to users
» Less expensive than other types.

* One router implementing the filtering criteria can protect the entire
network.




WHY NOT TO USE

PACKET FILTERING FIREWALLY?

= Usually permit all or deny all (an open port will permit passing all
traffic through the port)

= Do not support advanced user authentication (why?) and thus is not
safe against address spoofing.

« They cannot prevent application-layer attacks.
- They are susceptible to certain types of TCP/IP protocol attacks

- Limited logging capabilities due to limited information available to
firewall (mostly stateless).

* Prone to improper configuration.

@



ATTACKS ON PACKET FILTERING FIREWALLS

IP spoofing
=Source routing

*Tiny fragment




STATEFUL PACKET INSPECTION FIREWALL (1)

= The previous firewall is known as static packet filtering

= When a TCP connection is created, the port number of remote server is less
than 1024 and port number of local client is between 1024 and 65535
= Static packet filters must allow inbound traffic with high-numbered ports.
= This will impose vulnerabilities that could be exploited to ruin firewall operation.

= Stateful firewall tracks and monitors the state and context of network
communication
» State: the status of most recent connections

» Context: parameters that detect repeated communication patterns such as packets and
IP addresses

= Stateful firewalls are dynamic packet filtering firewalls that maintains a
directory of outbound TCP connections
= The directory stores the attributes of active connections.
= Traffic of high-numbered ports is permitted if matches one entry profiled in the directory ‘



STATEFUL PRCKET INSPECTION FIREWALL (2)

= Stateful packet inspection firewall reviews the same information of
filtering firewall
= Additionally, it stores status of TCP connections
= Filtering values: as before plus connection state.

= Sequence number may be saved with connection status to prevent
certain attacks such as session hijacking.

Source Address | Source Port Destination Destination Port Connection
Address State
192.168.1.100 1030 210.22.88.29 80 Established
192.168.1.102 1031 216.32.42.123 80 Established
192.168.1.101 1033 173.66.32.122 25 Established
192.168.1.106 1035 177.231.32.12 79 Established
223.43.21.231 1990 192.168.1.6 80 Established
2122.22.123.32 2112 192.168.1.6 80 Established
210.922.212.18 3321 192.168.1.6 80 Established
24.102.32.23 1025 192.168.1.6 80 Established
223.21.22.12 1046 192.168.1.6 80 Established




STATEFUL PACKET INSPECTION FIREWALL (3)

= Early traffic is processed (filtered) according to
the pre-configured rules.

. . . . . Layer7 |  Application
» Meanwhile, connection state information is

collected from outbound traffic and is stored in Layer6 |  Presentation
state table.

= Subsequent traffic (inbound) is processed
according to rules and is compared with the
state table to verify that the packets are part of a
valid established connection.

Layer 2 Data Link

= Taking connection status into consideration
when filtering out the packets improves firewall
security.

Layer 1 Physical




STRENGTH VS WEAKNESS

+ Quick packets processing.
+ Provides a better security level compared to packet filtering firewall.
+ Provides logging capabilities.

+ Does not require o][oemn large range of ports to allow communication
(adaptive opening/c osmgc);.

-They cannot prevent application-layer attacks.

-They do not support user authentication of connections.
= Still susceptible to IP spoofing but in a lower scale.

- Some applications open additional connections to transmit information with
dynamic port numbers.

- Additional overhead is involved in maintaining a state table. @



APPLICATION LEVEL GATEWAY (ALG) FIREWALL (1)

= A type of firewall that operates at the highest layer of OSI stack.
= Usually referred to as a proxy specially inside corporate networks

= The gateway/proxy breaks the client/server model being intermediary that
relays the application level traffic.

= A client in the trusted network issues a request to the gateway/proxy (TCP application)

= Based on: remote host ID, client authentication information and pre-configured policies
the proxy determines the validity of request.

= The proxy creates new request to the another endpoint
= The response (if valid) and all subsequent data is send back & forth through the proxy

= The firewall hides the trusted network from the untrusted one (direct communication is
not possible).

= The proxy can be configured to support specific applications features.
» Much powerful than packet filtering firewalls. @



APPLICATION LEVEL GATEWAY (ALG) FIREWALL (2)

= The application proxy can see all aspects of the application layer

= Policy decisions to block or permit traffic are based on features identified in the
application

= Application services must be thoroughly defined to enable filtering out
undefined services

= The originating client and the remote server are hidden from each
other.
= The proxy appears to be the communication endpoint.

= Obviously, the proxy will be exposed to the major attacks, and thus it
need to be effectively secured
= Called bastion host

= Should implement secure OS and performs continuous checking for software

bugs @



STRENGTH VS WERKNESS

+ Prevents direct connection between
endpoints.

+ Incurs the best content filtering
capabilities (decisions based on content).

—-Additional processing overhead on the
connection

-Typically require additional client
configuration. Clients may require
specialized software or configuration to be
able to connect to the application proxy.

Application proxy

Internal | §4pylication|gmmp|Application| | External
transport transport
connection connection
Gtp] Transport Transport | qu—

Internet Internet

Network Network

access access
Physical Physical




CIRCUIT LEVEL GATEWARY/PROXY

= This firewall filters the traffic based on TCP or UDP session information.
* Does not examine packet information.
= [t operates between application and transport layers (usually at session).

= Similar to application level gateway in the sense that it does not permit
end-to-end connections
» Two TCP/UDP connections are created.

= Relays segments between the two connections.

= The implemented security rules specify which connections are allowed.

= Monitors the handshaking phase to determine whether to allow or deny
the connection.

» Once a session is established, the port is opened to all traffic belongs to the
permitted session.

= Once the session is terminated, the port is closed. @



FIREWALL BASING

= Several options to base a firewall:
= On a stand alone machine: running common operating system
= Software module on a router/LAN switch.
= Bastion host.

» Host-based firewalls
» Personal firewalls




BASTION HOST (1)

= It’s a public interface of internal computer system (network) to the
internet (entry point).
= Used to protect the sensitive (private) data & internal network

= A special purpose computer (server usually) that should be
configured in a highly secure way as it is vulnerable to attacks being
exposed to the internet

= Running secure OS version with a single application (proxy app) to limit
possible threats.

= Serves as a platform for application or circuit level gateway firewalls
= Bastion hosts are used in many firewall implementations

= The benefit of using a bastion host(s) is to isolate access of internal

hosts @



BASTION HOST (2)

=Traffic from the Internet can only reach the bastion host.
= Cannot directly reach the internal network

= Traffic having the IP address of the bastion host can only go to
the Internet.

= No traffic from the internal network can go to the Internet.

= Has the following characteristics:
» May require additional authentication before
a user is allowed to access the proxy service
= Proxy is configure to allow access to specific g
host systems |
= Proxy has auditing capabilities (-]
= Proxy module is small

/ PUBLIC Network X / PRIVATE Network \\

Bastion Host Backend Application Server
PERPERPERP] 1021682253

F/\_//




FIREWALL IMPLEMENTATION USING BASTION HOST

= Screened-host firewall: single-homed vs dual-homes

I
>
Packet filtering router
- h’
I A,




CONFIGURING A BASTION HOST

The following steps guide bastion host installation:

1- Implement the security measures required to protect the bastion machine.
2- Enable only the required services (disable the rest of services)

3- Configure the machine into its final running state.

4- Activate a security audit.

5- Connect the bastion host machine to the network it will be used on.




HOST-BASED FIREWALLY

= A software module used to protect an individual host.
= Available in several operating systems but could be an add-on

= Filter and restrict incoming and outgoing packets to guard against
internal and external attacks.

= Usually implemented on servers.
+ Flexible filtering rules (different applications =» different policies)
+ Topology-independent protection (host traffic must pass through the firewall)

+ Could be used with stand-alone network firewall to provide double protection




PERSONAL FIREWALLS

= A software module implemented on personal machine to control the

traffic between a computer (workstation) and internet (or enterprise
network).

= Main roles: deny unauthorized remote access to personal computer
and detect/block suspicious outgoing activities (worms, viruses)

= Less complex than network-based (Seroe: SRR Iomer )
and host-based firewalls R [
( Stop ) D{:;I;Stop to allow incoming network communication to all services and
- MAC os X provj.ded a.n easy Way Allow: ©On Description (Ports)
. . ersonal File Sharin - .
for the clients to enable/disable —gr——r— | Cren)
. . Personal Web Sharing (80, 427) :
lnbound SGIVlceS- Remote Login - 55H (22) U \ Edit... )

FTP Access (20-21, 1024-65535 from 20-21)
Remote Apple Events (3031)
Printer Sharing (631, 515)

( Delete |

'y

To use FTP to retrieve files while the firewall is on, enable passive FTP mode using the Proxies
tab in Metwork Preferences. (2
\Z)



FIREWALL LOCATION AND CONFIGURATION

= Several options to where to place the firewall and how many firewalls
are needed.
= Should be placed to isolate the internet (public) from the LAN (private)

= No widely used model for all purposes.

1- Demilitarized Zone (DMZ) network.

= DMZ is a designated area just outside of the trusted network (but still part of the
enterprise) that houses public accessible resources for the purpose of keeping
trusted network away from non-trusted users.

= DMZ is considered a semi-trusted network
= Should provide access to public resources but it not entirely open

@



Boundary
= In most of the implementations, DMZ lies o @
between two firewalls L 2
= Subnetwork between the public internet and ;- P External 2 2
the private networks ; el P2
= DMZ contains the systems that are externally : ;
accessible (proxy, web server, Email, DNS, : P LN S
File sharing) but needs to be protected. © Web  Emai DNS L switch 2
. , server(s) server server :
= The goal of DMZ is to allow access to
untrusted networks (internet), while L _—
ensuring its private network remains SeCure. ;---------eeroee e L tirewall g
= Extra layer(s) of security. § @ @ @ ‘
» The internet is given secure access to i Py
publicly accessible enterprise services and Application and database servers 5 ¥

resources through DMZ (external firewall)
» DMZ servers and resources are isolated and c 0 q

iven limited access to the LAN (internal §

1rewalls) :

Workstations



DMI (2)

* In the previous configuration, a single external firewall and multiple
internal firewalls are utilized.

* The external firewall is placed at the edge of LAN (right after
boundary router).

* Internal firewalls are used to protect segments of the enterprise, where
the most sensitive data placed far from the external firewall protected
by many internal firewalls

= The internal firewall(s) provides:
» Incremental filtering capabilities.
» Two way protection with respect to DMZ
» Two way protection with respect to internal networks @



DMZ

= In some configurations, one firewall with multiple interfaces is

used for DMZ implementation.
= Firewall interfaces connect the private networks and DMZs

= DMZ Design:

1.5ingle firewall: requires single external firewall with three or more interfaces
(external network, DMZ, internal network)

2.Dual firewall: Deploying two firewalls, external and internal with the DMZ sits
between them.

>»More secure

®



EXTENDED FIREWALL CONFIGURATION

Remote
users

L]
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Internal protected network
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LAN
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HONEYPOTS (1)

= A workstation, server or a complete system (computer, applications
and data) attached to the network for the purpose of distracting
attacker attention or studying attacks patterns and impact.
= The network is composed of a production network and one or more honeypot(s)

= Instead of jeopardizing the real system, honeypots can aid in detecting
possible vulnerabilities and attacks.

= Honeypot presents itself on the internet as a potential attacking target

 Honeypot are not expected to receive any legitimate traffic
= Any spotted traffic is likely to reflect a security breach (intrusion or attack).

®



HONEYPOTS (2)

= Honeypots are usually placed in DMZ to keep it isolated from the
production network.

= Yet, they can be placed outside the external firewall to detect any attempt
to access the private network

= Several factors determine the placement such as traffic to be monitored
and how close the sensitive resources are

= Based on its function and design, a honeypot is classified to:

1. Research honeypots
»Could be placed inside or close to the production network.
»Collect massive amount on information to aid studying attacks developments

2. Production honeypots:
»Placed inside the production network to appear as a real part of it

»Mainly to distract attacker attention and thus can gather limited information
regarding system vulnerabilities and attacks @



HONEYPOTS (3)

 Honeypots are also B ¢ internet

classified as:
=« Pure /' | ﬁ’
1 ] : Honeypot
» High-interaction . o 7 Internal Network

» Low-interaction R

= Production honeypots
are low-interaction

= Research honeypots are _
high-interaction Firewall

Mail



VIRTUAL PRIVATE NETWORK (VPN) (1)

= VPN creates an illusion that lets the communicating parties think as if
they are communicating directly.

= VPN provides a secure communication path through unsecure public
network (internet)

= Sometimes referred to VPN as virtual point-point communication

* Tunnelling protocols such as IPSec is what empowers VPN
= There are other Tunnelling protocols such as SSL/TLS, DTLS, MPPE, ...

= Basic Idea: Source device traffic is routed through tunnel (VPN) rather
than internet service provider

= VPN host at sending side encapsulates the source traffic hiding the
original header information

= VPN host at recelving side de-capsulates the traffic and delivers it to the
ultimate destination @



VIRTUAL PRIVATE NETWORK (VPN) (2)

= An efficient VPN implementation should ensure the confidentiality,
authentication and integrity of tunnelled traffic.

VPN

No VPN
.
o)
»2
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@ i
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Advanced Encryption Schemes
g




BACKGROUND

= Recently, several modern encryption schemes are proposed to tackle
the performance limitation of the existing encryption techniques.

= Still, the modern schemes are either symmetric or public-key
encryption.

= In this chapter, we will discuss two Pairing Based Cryptography (PBC)
= [dentity Based Encryption (IBE)
= Attribute Based Encryption (ABE)




IDENTITY BASED ENCRYPTION (IBE)

= As we have seen before, PKI relies on certificates to provide trust in
users public key.

 However, generating and maintaining certificates incur certain
overhead.
= Name few ?

= IBE 1s asymmetric encryption scheme that address two shortcomings
in fundamental encryption scheme
1- Overhead associated with public key generation using certificates
2- Less public key revocation overhead.

= Certificates are no longer needed as users public keys are generated
based on user public identifiers such as Email, SSN
» Public key is Identity-based. @



OPERATION OF IBE (1)

= The operation of IBE requires trusted third party called Private Key
Generator (PKG)

= Owns PUp, (shared to all entities) and PRy
= Provides the entities with their private keys in a secure way after authenticating

them

= Alice can send a secure message to Bob by performing the following
steps:

1.
2.
3.

4.

Alice computes Bob’s public key using Bob’s identity IDg,, and PUpgy
Alice encrypts the message using the computed key PUg_,

Upon receiving the encrypted message, Bob contacts PKG and authenticates
himself

PKG provides Bob with PR;_,, upon successful verification of Bob’s identity
Bob decrypts the message using the key obtained from PKG

®



OPERATION OF IBE (2)

= Another variation: PKG can decrypt the message for bob and
transmit it to him over a secure channel.

= Impact on network performance and security?

= As discussed, two parties can communicate securely without the
need of obtaining digital certificates for each other.

» This can reduce the communication overhead




ATTRIBUTE BASED ENCRYPTION (ABE) (1)

= Traditional public key cryptosystems allow a user to decrypt a
ciphertext if and only if the ciphertext was generated using his own
public key.

= In real life scenarios, we may require an encryption scheme that
provides some sort of access control.

= Several users will receive the ciphertext but only few should be able to
decrypt it.

= Examples: include sending a ciphertext to multicast domain or
enabling few illegible users to decrypt a ciphertext.

= ABE permits generating a ciphertext so that users with certain attributes
can decrypt it.

» Fine grain access control



ATTRIBUTE BASED ENCRYPTION (ABE) (2)

= ABE is a modern class of public key cryptography that is not widely
adapted yet due to its high computation complexity

= Instead of encrypting the message multiple times (each with different
key), encryption is attribute-based.

= Ciphertexts are not encrypted to one particular user

= The math behind ABE is quite complex and is beyond the scope of
this course.

= Attributes and access policy are the main primitives that realize the
operation of ABE.

= Two types of ABE: Ciphertext Policy Attribute Based Encryption (CP-
ABE) and Key Policy Attribute Based Encryption (KP-ABE) @



ATTRIBUTES & ACCESS POLICY

= Attributes are key component in ABE system, generated by a trusted
party called Attribute Authority (AA).

=They are features that used to encrypt the ciphertext (KP-ABE) or
generate the users private keys (CP-ABE)

= Access policy is an expression based on a boolean formula defined
over a set of specific attributes.

= CP-ABE: the ciphertext is generated based on the access policy while users
private key are computed using the set of attributes assigned to the user

= KP-ABE: dual of CP-ABE.

= The attributes and users privates keys are pre assigned/distributed.

@



CP-ABE

= CP-ABE provides better access control realization than KP-ABE

= CP-ABE consists of the following steps:
1. SYSTEM SETUP
2. AUTHORITY SETUP:

Randomized algorithm to: generate it’s public/private key pair and compute a
public/private key pair each attribute in the attribute universe.

3. ENCRYPT (param,m,A,kx)—CT
Randomized algorithm to generate the ciphertext CT.

4. KEY GENERATION (param,ID,i,ky)—SKi.

Randomized algorithm to generate a private decryption key corresponding to
attribute i owned by the user identified as ID;

5. DECRYPT (param,CT,{SKi}) — m

The user with a set of attributes that satisfy the access policy use this algorithm with
the corresponding secret keys {SKi} to decrypt the ciphertext CT and recover the
message m. @



CP-RBE FOR ACCESS CONTROL
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SECURITY ISSUES RELATED TO ABE

» Collision attack




