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Experiment 1

-in any computer network, computers and other network devices are connected together using
cables.

- Unshielded twisted pair, or UTP for short, is the most common cable that is used for local area
networks.

-The current standard for UTP cables is Category 5 Enhanced, better known as Catse.
-Catbse: cable is available in several standards that suitable for different wiring applications.
-Cable runs are terminated with RJ45 connectors.

-Making network cables is a relatively simple process. In addition to cable and connectors, only a
crimper wire trimmer is required.

UTP cable can be constructed to be:
- Straight-through cable

- Crossover cable
- Rolled cable

1. Straight-through cable:
A straight-through cable has connectors on each end that are terminated in similar manner
in accordance with either the T568A or T568B standards. This means that the color of the
wire on Pin 1 at One end of the cable will be the same for Pin 1 at the other end. Similarly

Pin 2 will have the same color as Pin 2, and so on.

Straight-through cables can be used to connect switch to router, switch to PC or server,
and hub to PC or server.

. Crossover cable:
One end of the cable should be wired to the T568A standard. And the other end should be
wired to the T568B standard. This crosses the transmit pairs and the receive pairs, the
second and third pair, to allow Communication to take place.

Crossover cables are used in cases, where we need to connect two devices that have the
same interface. For example, connecting a switch to a switch, a hub to a hub, a PC to a PC,
hub to switch, and a router directly to a host.

. Rolled cable:
Although rollover cable is not used to connect any Ethernet connections. It can be used to
connect a PC to a router console serial communication (com) port in order to configure it.

Rollover cables are probably the easiest cables to make because just cut the end oft on one
side straight-through cable and reverse it.




Experiment 2

[P I s pgake 9 29l pudis (ilez e 0950 s Lo*
*IP overlap: " 59Ll g (0 ASTE 2yaidl Lk (ppodivne 4l Ll A"
WY e st ez S 0l g0 TP JI i 193950 PC2 9 PC1 s o

A b pare (nbgyye 2 gull

*[P: 172.16.10.100 / subnet mask: 255.255.0.0 then,
Network ID: 172.16.0.0 / from 172.16.0.0 to 172.16.255.255 in the same network
Ex: IP: 192.168.1.5 / subnet mask: 255.255.248.0, find the min and max IP of the network?

min JI gdie iy ¢hea [P JI 9 subnet mask JI gv ANDing Jes =l dybo*
192.168. 0000 0001. 5 &&
255.255.1111 1000.0
Min: 192.168.0.0

prefix JI4lg L e Slluzlg min JU laxl s max JI bl olae Lua*
Max: 192.168.0000 0111. 1111 1111
:192.168.7.255

EX:
IP: 10.10.10.10 / subnet mask: 255.255.128.0
10.10. 0000 1010. 10 &&
255.255.1000 0000.0
Min: 10.10.0000 0000. 0: 10.10.0.0
Max: 10.10.0111 1111.1111 1111: 10.10.127.255
*Note:
255.255.255.0 = /24
255.255.0.0 = /16

255.255.248.0 = /21
Network ID : ga gL IP Joi*
Broadcast IP : g» 25l [P ,=T*




Host range : 92 pgin JI*
EX: 192.168.1.0 /24?

Network ID: 192.168.1.0
Broadcast IP: 192.168.1.255

Host Range: 192.168.1.1 to 192.168.1.254

EX: 172.16.5.10 /16?7
Network ID: 172.16.0.0
Broadcast IP: 172.16.255.255

Host Range: 172.16.0.1 to 172.16.255.254

EX: 172.1.0.10 /8?

Network ID: 172.0.0.0

Broadcast IP: 172.255.255.255

Host Range: 172.0.0.1 to 172.255.255.254
*Note:

#of Hosts: 2" (#of host portion bits) — 2

EX: 10.10.10.10 /18?
#of Hosts= 2" (14) — 2 = 16382

Al ) (gl Gudiy dan L“J\ N ¢aw) Limited Broadcast @ Dest IP: 255.255.255.255 J! O 131*
ARP request JL FFFF..

(sl 2lygdb J 85421 S $ilez (0 caw) Direct Broadcast dewl )¢ SO TP =T*

11.11.11.0/24 050 (28&8) J grnedl Juo g2 Lo 9 (6&58&4) J a0y 1 0¥
Z

Dest IP: 192.168.1.255d)

10.10.10.0/ 24 192.168.1.0/ 24 JN0sSo o (8&2) J 1 e ¢ W]

Dest IP: 255.255.255.255




*Note:
*Range for multicast IP: 224.0.0.0 to 224.0.0.255
1S 3 Mo OSPF JsSe395 pasuind (2l 85231 N canl gar ogiw Deest [P JI o 151
OSPF (e b JI 834291 K canl £ 224.0.0.5 08 o Mo
132 W TTL 9 (reserved link local IP’s) (s 9 8920 [P’s JI ol 9*
"Wl ege " internet 153550 224.0.1.0 t0 289.255.255.255 (pe Lol*
*Private & public IP’s: "l2a>"
- 10.0.0.0/8
- 172.16.0.0 /12 to 172.31.255.255 /12
- 192.168.0.0 /16
Ulro 9 ygiidl J=1s By Lo (§) pgotscins Private [P Jl Jgda*

ol 4yl ISP (internet server provider) (@b e public d Jdg=o @3 gl (e adlad By 131 o *
NATTING

public IP’s e Josaxl blae 058 9L 2 ias L)
*To Know your IP:
Private: CMD -> ipconfig
Public: google -> my IP

**Remember:

- 255.255.255.255 -> limit Broadcast

- 0.0.0.0 -> default route "©9)5 Jaslsg>g0 (e 131 9 sl (e 195 S99 e oLl s JI g ) I
- 127.0.0.0/8 -> loop back

- 169.254.0.0/16 -> link local

A=l )b;-l}t@ o0 TP 45 static aigacl b Ul sDHCP server J) Juog 1ol Lo 9 Juold 0950 jlgdl 131 *
Randomly

- 192.0.2.0 /24 -> for testing " daxes Jola 7 bo bl (o g 1IN e i) JI pulild ™

*TP Classes:

1. class A: 1.0.0.0/8 to 127.0.0.0/8
2. class B: 128.0.0.0/16 to 191.0.0.0/16
3. class C: 192.0.0.0/24 to 223.0.0.0/24

4.class D: 224.0.0.0/8  to 239.0.0.0/8 (multicast)




5.class E: 240.0.0.0/  to 250.0.0.0/ (Experimental pgedscind; L)

class less 55 calizes prefix JI 131 Ll class full 0550 4eb prefix JI ge (o0 TP Liodsied 131%

EX: 192.0.0.4/24 -> class full / 192.0.0.4/16 ->class less

#Subnetting:

J“ﬁ‘)‘” 4:33 IP LJ\ uM-QJ 2 Network d\ st-;‘;i‘)u\ﬂ) Lo L)A’U c,o %) Network s\, ) bubj 192.168.1.0/244 )Lw L«_ij*
o 92 Network 46L>Y host portion J! ¢y 1 bit st 451 8,56 el lag) cnaliza)l 2 Network JI o Jay
: A3Ma)l Cew> 2 bits cauain 4 Network B

2" (#of bits) = #of Networks
: 2 Network Us juas Network portion J bit J! sl budac 3 192.168.1.00000000 Ll

1. 192.168.1.0(min)
192.168.1.0111 1111(max)

2. 192.168.1.1000 0000(min)
192. 168.1.1111 1111(max)
EX: We have 192.168.1.0/24, subnet it to 4 Networks
2/ (2)= 4 4Y Host portion Jl oo 2 Bitd! 4w o= 4 Network e Jga>lU*
192.168.1. 0000 0000
1. 00 -> 192.168.1.00 00 0000
192.168.1.00 11 1111
2.01-> 192.168.1.01 00 0000
192.168.1.01 11 1111
3. 10-> 192.168.1.10 00 0000
192.168.1.10 11 1111
4, 11->192.168.1.11 00 0000
192.168.1.11 11 1111

*every network has 2" (6) — 2 = 62 host

Networks Jl sde Gud 9 (ugllaall users JI sde cw Network po S8Y TP JI o’ duloc*
EX: 192.168.1.0/24, divide it to ENG department (100 users) / Marketing department (50 users)
I'T department (20 users)?

192.168.1.0 000 0000




Jar 19 oneddl po 7 bit 3L La oS3 278 (7) = 128 cwliadl bit Ul sie 5z 03 100 58 9 users sde ST Lz
2 Guie pllo 7)) g2 Network portion J d>lg bit Las 4l L) Network portion J dauai jludle
( slu= Network

1. 192.168.1.0/25

2.192.168.1.128/25 -> 2" (7) = 128 — 2 = 126 users for ENG

84>9 9 50 users d duslio 84>9 0555 9 2 Network J divide gloss by o 126 Host lgad 1 08) 2)yqull Lie Jb*
20 users J

2" (6) = 64

192.168.1.0/25

192.168.1.00 00 0000

1. 192.168.1.0/26 -> 62 users

2.192.168.1.64/26 -> 62 users

B9 lie ua 9 LW ouuiiy 9849 50 users JI i jdin 9 cgie 849 39 eud 59 S 0gS0 Haan*
"ol pganaiy (sl (e Lol clid 0S5t ddandl Bl "800

"Jgeol" 1 o b 9 Marketing JI e 2 Uulacl-

2" (5) = 82
192.168.1.000 0 0000
1. 192.168.1.0/27 -> 805

2.192.168.1.82/27 -> for ['T
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Homework Sheet
Experiment (2): Subnetting and VLSM

STUDENTS NAME: ID.: 1732930

Task1:

The organization has a network address of 172.80.0.0/ 14 to be divided as illustrated in the following topology. You must
choose an addressing scheme that can accommodate the number of networks and hosts in the topology (including the
networks between the routers).Note replace the XX in the given network address with the right most two digits of your
ID, for example if your ID is 12345678, you need to replace the XX with 78.

. 13 hosts. - : %

Routerd

" 20 hosts ‘@ " 29 hosts

RouterB RouterD

: .2.0 h05£5-. ‘@

RouterC

Determine the number of subnets in Network Topology.

How many subnets are there? 7 subnets

How many bits should you borrow to create the required number of subnets? 3 bits
How many usable host addresses per subnet are in this addressing scheme? 32766
What is the new subnet mask in dotted decimal format? 255.255.128.0

How many subnets are available for future use? 1 subnet




Record the subnet information.

Fill in the following table with the subnet information:

Subnet
Number

Subnet Address

First Usable Host
Address

Last Usable Host
Address

Broadcast Address

0

172.28.0.0/17

172.28.0.1/17

172.28.127.254/17

172.28.127.255/17

172.28.128.0/17

172.28.128.1/17

172.28.255.254/17

172.28.255.255/ 17

172.29.0.0/17

172.29.0.1/17

172.29.127.254/17

172.29.127.255/17

172.29.128.0/17

172.29.128.1/17

172.29.255.254/17

172.29.255.255/ 17

172.80.0.0/17

172.30.0.1/17

172.30.127.254/17

172.80.127.255/ 17

172.80.128.0/17

172.80.128.1/17

172.80.255.254/17

172.80.255.255/ 17

172.81.0.0/17

172.31.0.1/17

172.81.127.254/17

172.81.127.255/17

172.81.128.0/17

172.81.128.1/17

172.81.255.254/17

172.81.255.255/ 17

Task2:

Develop a VLSM address scheme for the network displayed in the topology diagram in task1
address, Fill in the following table with the subnet information:

using the same Network

Subnet
Number

Subnet Address

First Usable Host
Address

Last Usable Host
Address

Broadcast Address

0

172.28.0.0/27

172.28.0.1/27

172.28.0.80/27

172.28.0.81/27

172.28.0.82/27

172.28.0.88/27

172.28.0.62/27

172.28.0.63/27

172.28.0.64/27

172.28.0.65/27

172.28.0.94/27

172.28.0.95/27

172.28.0.96/28

172.28.0.97/28

172.28.0.110/28

172.28.0.111/28

172.28.0.112/380

172.28.0.118/380

172.28.0.114/30

172.28.0.115/30

172.28.0.116/380

172.28.0.117/380

172.28.0.118/30

172.28.0.119/30

172.28.0.120/380

172.28.0.121/380

172.28.0.122/30

172.28.0.123/30




Experiment 3 & 4

The Cisco 2811 router is a multiple-chip standalone cryptographic module. The router has a
processing speed of 350MHz. The interfaces for the router are located on the rear and front panels.
The front panel contains the following:

1) Power inlet

2) Power switch

3) Optional PRS input

5) Two Universal Serial Bus (USB) ports.
6) Compact Flash (CF) drive.

(7) Four LEDs that output status data about the system power, auxiliary power, system activity,
and compact flash busy status.

(
(
(
(
(
(

)
)
4) Console and auxiliary ports
)
)

The back panel contains the following:

(1) Ground connector

(2) Ethernet ports and LEDs

(8) 7 high-speed WAN interface card (HWIC) slots
(4) Enhanced Network Module (ENM) slot

** Although there are several different types and modules of routers, every router has the same
general hardware components. Depending on the model. those components are located in difterent
places inside the router. To see the internal router components, you must unscrew the metal cover
and take it off the router. Usually you do not need to open the router unless you are upgrading
memory.

#types of memory in Router:

1. CPU: The CPU executes operating system instructions, such as system initialization, routing
tunction, and switching functions.

2. RAM: RAM stores the instructions and data needed to be executed by the CPU.
RAM is used to store these components:

- Operating System: The Cisco IOS (Internetwork Operating System) is copied into RAM during
bootup.

-Running Configuration File: This is the configuration file that stores the configuration
commands that the router IOS is currently using. With few exceptions, all commands configured
on the router are stored in the running configuration file, known as running-config.

-IP Routing Table: This file stores information about directly connected and remote networks. It
is used to determine the best path to forward the packet.

-ARP Cache: This cache contains the IPv4 address to MAC address mappings. The ARP cache is
used on routers that have LAN interfaces such as Ethernet intertfaces.

- Packer Bufte: Packets are temporarily stored in a buffer when received on an interface or before
they exit an interface

** RAM is volatile memory and loses its content when the router is powered down or restarted.
3.ROM: ROM is a form of permanent storage. ROM used to store:

-The bootstrap instruction




-Basic diagnostic software
-Scaled-down version of IOS
ROM uses firmware, which is software that is embedded inside the integrated circuit.

Firmware includes the software that does not normally need to be modified or upgraded, such as
the bootup instructions. ROM does not lose its contents when the router loses power or is
restarted.

4.Flash Memory: Flash memory is nonvolatile computer memory that can be electrically stored
and erased. Flash is used as permanent storage for the operating system, Cisco [OS. In most
models of Cisco routers, the IOS is permanently stored in flash memory and copied into RAM
during the bootup process, where it is then executed by the CPU. Some older models of Cisco
routers run the IOS directly from flash.

5NVRAM: NVRAM (Nonvolatile RAM) does not lose its information when power is turned off.
NVRAM is used as permanent storage for the startup configuration file (startup-config.) All
configuration changes are stored in the running-config file in RAM, and with few exceptions, are
implemented immediately by the IOS. To save those changes in case the router is restarted or
loses power, the running-config must be copied to NVRAM, where it is stored as the startup-
config file. NVRAM retains its contents even when the router reloads or is powered off.

#Primary command modes:

¥ pco

~:

Physical Config Dresktop Programming Attributes

Terminal

User exec mode
(allows limited
commands)

Privilege
mode (full access to
all commands &
troubleshoots)

igure
nfigure terminal
£3i ration commands, one = i e CHMTL/SZ _

Configuration mode
(access for config
option)

“do you want to enter initial config?” Jlsw J no iSo Ldls 391,00 Js-of L) **

ST 9 8)94all (e mode Jmode o Janl b L) **

exit <o Jud J) mode ) gl sty Lod *

end S 84l privilege mode (J) &?j S 3] **




Configuration mode

Global config mode Line console & line VT'Y Interface config mode

lede U5 router J! USOLC)JL Line console 0 3)99 (b @bjl" Interface fast Ethernet 0/1
by default Jsal s JIport J! @3) Jie3 1 d\

Router( conhg Line VTY 0 15 to enable Router( Conﬁg if) #
remote access

Router( conhg—hne

" Router(config)# no IP domain-lookup" lal& 3 ST 3l el a1 Cod **

el by b b " Router(config)#hostname " 59Ll e | el (s 13] %

char 64 L5w|j«5| OsSe Y .1
number ¢l charw i $ole pw char © gue oY 2

char , number and dashes only (s $gi .8
Zj)"ijLC J)jj.w[g ‘b}T Ol **

Router(contig)#line console 0 —» Router(config-line) #password .. = Router(contig-line)
#login

* Password Guidelines:
* Use passwords that are more than eight characters in length.

Use a combination of upper and lowercase letters, numbers, special characters,
and/or numeric sequences.

Avoid using the same password for all devices.

Do not use common words because they are easily guessed.

[P config ¢3 desktop o3 PCJ! Je J>L3 PC JIP pog) **




#Commands:

:PC JI &5 IP address JI Je ¢heid aS.1
Command prompt
C:\>ip config
" physical J! 4w s LJI" @ device J! g3 MAC address J! de ¢uis oS82
Command prompt
C:\>ip config “Space” \all
: hostname _hs3 aS.3
SW>enable
SW# config t
SW(contig)#hostname
gl el s (iS4
SW(contig)#enable secret
PSW Ul e TP Jl Gy a8/ SW JI S Je 839>90)l Interfaces JI S gways show command (saie 3.5
SW# show IP interface brief
:gde JIMAC address J! (se=y2 show command e 3.6
SW# show mac address-table

0am Op 972 9 ls>9» traffic internally peiw & )9l 8392-50)l devices JI 45 Sl lgalas**
: console & telnet J password Jacl b as.7
SW(config)# line console O W (contig)# line vty 0 15

SW(config-line)#password SW(config-
line)#password

SW(config-line)#login SW(config-line)#login

! SW J! Js remote management Jos " IP address L;a.d b aSs.8

SW(config)# interface vlan 1 IP address subnet mask
SW(config-if)#ip address
SW(config-if)#no shutdown
1P & gateway Qa.d &Y telnet JesT olae.9
SW(config)#ip default-gateway
: running config J! g3 by (2810
SW# show running-config




: running config JL password J! L,¢z>| OSee a8 11

SW(config)# service password-encryption
: configuration J save Joss by CaS.12
SW# wr SW# copy running-config startup-config
D w3 Ul oo CaS.13
SW(config)#banner motd *
s s Az o 39l (3 Coysld TP I JasT s (oS 14
R(config)# interface g0/0 [P address subnet mask
R(config-if)#ip address . ............. A ... ..
R(contig-it)#no shutdown
o9l e ARP table J) sy 2815
R# show arp
R# show IP route




Experiment 5 & 6

*A router can learn about remote networks in one of two ways:
Manually - Remote networks are manually entered into the route table using static routes.

Dynamically - Remote routes are automatically learned using a dynamic routing protocol like (RIP, Ospt and Eigrp).

Static Routes

Notes:

1- Unlike a dynamic routing protocol, static routes are not automatically updated and must be
manually reconfigured any time the network topology changes.

2- A static route does not change until the administrator manually reconfigures it.

2139l e odss Jead (edd] Zlicw 2yggull e Bupds A8Lsl (¢l saisally
When we use Static Route?

1- Small Network.
2- Stub Network.
3- Default route. Stub Network

172.16.2.0/24

What is Stub Network? 172.16.3.0/24

£ S0/0/0
L J

single route, and the router has only one neighbor.

A stub network is a network accessed by a

Stub Router

How to configure Static Route?

We use this command in global config mode:

Router(config)# ip route network-address|subnet-mask|{ip-address | exit-interface}

|network—address{ Destination network address of the remote network

subnet-mask: Subnet mask of the remote network
One or both of the following parameters must also be used:
ip-address:|Next-hop router’s IP address. (Does not have to be next-hop.)

exit-interface: Outgoing or exit interface




Example of How to configure Static
Route:

172.16.1.0/24

Ri1:

There 1s there network I want to reach
via the S0/0/0 interface or my IP on that
interface so we gonna use the IP as the
tollowing:

For the first line: D,_

172.16.3.0/24 192.168.2.0/24

Ip route is the command '
RL(conflig)# ip route 172.16.1.0 255.255.255.0 172.16.2.2

172.16.1.0 the network I want to reach —wreontiq) 4 ip route 192.168.1.0 255.255.255.0 172.16.2.2
Rl (config)# ip route 192.168.2.0 255.255.255.0 172.16.2.2
Rl (config)#

172.16.2.2 the IP address of my next hop which is on my S0/0/0 interface.

255.255.255.0 the subnet mask of it

exit interface JI plasciwl 08 G ollaadl Sy dedl Oloial (§ 10 alie Jlgan®

:JUs exit interface JI aainext hop JVda oSs ddsylall jua =l 050

R1 (config)# Ip route 192.168.1.0 255.255.255.0 S0/0/0

Now what is Default Route and how can we configure it?
Default Route: is the route that takes effect when no other route is available for an IP destination address.

Ol 4l routing table (§ sl Olgiad 32laS 81 5929 pie Al> (§ Default Route J! plascisd 5ol gaxhy g g
231 539l
Contfigure it:
R1 (config)# Ip route 0.0.0.0 0.0.0.0 {Outgoing interface or Next hop address}

Static route Show commands:

1- show ip route
2- show ip route static
8- show ip route network

Dynamic Routing:

Is a networking technique that provides optimal data routing. Unlike static routing, dynamic routing
enables routers to select paths according to real-time logical network layout changes.

loghaall J1aY zlizg chibid! (53sh Al 5l 25Ls1) ) 5910b Eodons (1 3gg is o8 ol ] § il (o)l B3y
.WUA“ dynamic protocols ﬁ\mb C)ng\)J\ o L’L;LJ.N) OLC \;Ug dgb dg\ Caded L,Lau.“: g‘J\AA_A.\.JJ\ Y E;g.)g 5.)9.)9.:.]\

Jarge Networks 84Sl w8adl )1l ddos Jagudd Dynamic protocols JI el Juaa*

IP Routing Protocols:
RIP, OSPF, EIGRP, IGRP, ISIS and BGP.




Classification of Dynamic routing protocols:

Distance vector: The route with the least number of hops to the network is determined to be the best
route. They send the entire routing table to directly connect neighbors.

Link-state: The route with lest cost. Link state protocols send updates containing the state of their own
links to all other routers on the network.

Hybrid: Hybrid protocols use aspects of both distance vector and link state--for example, EIGRP.

RIPv2

The maximum hop counts that RIP protocol use is 15, and by default the RIP update messages sent every
30s.

Commands to enable RIP:
For RIPv1 we don’t use it these days (in the global config mode):
Router (config)# router rip

Router (config-router)# network network IP(directly connected )

For RIPv2:
Router (config)# router rip

Router (config-router)# version 2

Router (config-router)# no auto summery

(
(
(
(

Router (config-router)# passive interface interface name

Passive interface: cobl S5l leliag 539101 Gb bo (b (a3 01 (& aieall
Router (config-router)# network network IP

Router (config-router)# default information originate 192 168.3.0 /24

Example to configure RIPv2: GO/ |

For R1 configuration: 192.168.4.3
S0/0/0
o

R1(config)#router rip S

(
R1(config-router)#version 2
R1(config-router)#network|192.168.1.0 S0/t S0/0/0
(

R1(config-router)#network|192.168.4.0 S 5000 19216850724 ., S0/0/1 l@
/ . - -

R1 (config-router)#network 192.168.5.0 G0/1| G0/1|

R1(config-router)#no auto-summary 192.168.1.0 /24 192.168.2.0 /24

V.I note: we use the directly connected networks only.




If R1 have a PC connected to GO/0 we can configure it as passive interface:

R1(config-router) #passive interface go/0

Before we talk about EIGRP and OSPF we must know the definition of
Autonomous System:

(AS) is a set of Internet routable IP prefixes belonging to a network or a collection of networks that are all
managed, controlled and supervised by a single entity or organization.

. Autonomous System <l Lo =g dalaio gl dg o) Jlez o0 g Sl oy 9 1P el @” SPEN IRV TIVEINTY @ el
Types of AS:
Stub AS:
This AS is connected to only one other AS.
Transit AS:

This AS is connected to more than one other AS-and can be used for transit traffic between autonomous systems.
They are usually administered by large Internet service providers (ISPs).

Multihomed AS:

This AS is connected to more than one other AS but does not let transit traffic from another AS pass through itself.

EIGRP (Extreme Interior Gateway Protocols)

* Cisco private protocols. (Mean: just cisco device can use it.)

EIGRP protocols have 6 type of packets:

Hello packets >> are used for neighbor discovery.

Update packets >> have routing information and are sent reliable to whatever router that requires this
information.

Query packets >> when the router lose his information about network and have no backup routes .
Reply packets >> response to Query packets

Request packets >> request specific routing information.

ACK packets >> This packet will acknowledge as a receipt of update, query, and replay packets.

Wild Card mask:
Think of a wildcard mask as the inverse of a subnet mask.
Example: if we have a network with the subnet mask 255.255.255.128, we can get the wild mask

255.255.255.255 — 255.255.255.128 = 0.0.0.127




EIGRP commands:

Router(config)# router eigrp autonomous-system (for AS in this course we use 1)
Network command:

Router(config-router)# network network-address [wildcard-mask’]

Loopback1

Example to configure EIGRP: 10.1.1.1/30

172.16.2.0/24
For R1 we can configure EIGRP as the — sy OA

tollowing:
This router does not
physically exist.

R1(config)# router eigrp 1 172.16.3.0/30

172.16.1.0/24

(
1(config-router)# network 172.16.3.0 0.0.0.3
(

R1(config-router)# network 172.16.1.0 0.0.0.255 .
: 192.168.10.4/30 S0/0/0
R1(config-router)# network 192.168.10.4 0.0.0.3 R

And ofc we can use the passive interface if we have one.

OSPF (Open Shortest Path Protocols)
{nag 3p3S) &y155 I8 Lyl 0§ olaslen ]
The OSPF maintains three tables:
Neighbor table: stores information about OSPFE neighbors.
Topology table: stores the topology structure of a network.

Routing table: stores the best routes.

OSPF Router ID:

OSPF Router ID is an [Pv4 address (82-bit binary number) assigned to each router running the OSPF
protocol to provide a unique identity to the OSPF Router.

Ways to select the ID:

Any manually configured OSPF Router ID in OSPF Process
If there is no OSPF Router ID configured, the highest IP address on any of the Routers Loopback
Interfaces is selected as the OSPF Router 1D

If there is no Loopback Interfaces configured, the highest IP address on its active interfaces is
selected as the OSPF Router ID.

On LANs, DR and BDR must be elected. Two rules are used to elect a DR and BDR:




DR: Designated Router \\ BDR: back up Designated Router.
1. Router with the highest OSPF priority will become a DR. By default, all routers have a priority of 1.
2. If there is a tie, a router with the highest router ID wins the election

The second highest ID became the BDR.

Quiz Question:

Mention the steps of OSPF:

1. Establish Router Adjacencies.
2. Elect the DR and the BBDR.
3. Discover Routes.

4. Select the best Routes.

5. Maintain Routing Table.

OSPF command:

Router(config)# router ospt ospf-prosessld (similar to AS in EIGRP)

Ex: Router(config)# router ospf 1 (similar to AS in EIGRP)

Network command:

Router(config-router)# network network-address [wildcard-mask’] area (Number)
Ex: Router(config-router)# network 192.168.1.0 0.0.0.3 area 1

OSPF show commands:

Show OSPF

Show IP neighbor

Show OSPF interfaces




Experiment 7

ACL (Access Control List)

ACL: is a sequential collection of permit or deny statements that apply to addresses or

upper-layer protocols.

9 Layer 8 Packets J! yge groud 9l gied 08 (&)l j0l9dl (1o de goza (5 ACL JI pogae) dousdl saisall
Y

gy ACL gue e L a3l oo (@) gedl pams

eIl Sy AW ¢ye duaisll Lglgl L) J sVl Al ) o itz Nl g iUl -1

JI pisd zliss oYl pas 3 WU ACL o 8)5Sdall_ne YLVl gz g ol dzgy ACL S Llgis -2
(15l e dainy) YL S zlows ol ACL

Access Lists Types:
1- Standard access lists: mainly based on source IP address.
2- Extended access lists: can be evaluate using source and destination IP and protocol
field in the Network layer header, and port number at the Transport layer header.

These are the two main types of ACL.

BUT in case we want to categorize the ACL from Functional aspects there is 2 more types:

1- Numbered access lists
2- Named access lists

Both could be Standard or Extended but each of them have it unique commands.

Configure Standard ACL:

Router {config) #faccess-list access-list—-number
[deny | permit | remark]

source |[source-wildcard]




Example of Standard ACL:

Example 1:

Allow only traffic from
network 192.168.10.0 to
exit the network on
S0/0/0. Block any traffic
from any other network.

Sol:

S0/0/0
10.1.1.1/30

Fa0/0
192.168.10.1/24

192.168.10.0/24
Fa0/1

192.168.10.2/24

’m
192.168.10.10/24

Fa0/1
192.168.11.1/24

192.168.11.0/24

[
192.168.11.10/24

Rl (config) #interface s0/0/0
Rl {(config-if)# ip access—-group 1 out

Rl {config) #access—-1list 1 permit 192.168.10.0 0.0.0.255
Rl {config) #deny any

Creating Standard Named ACL:

IRouter(config)# ip access-list [standard | extended] name

wildcard]} [log]

Router (config-std-nacl)# [permit | deny | remark]

{source [source-—

IRouter(config—if)#ip access—-group name [in | out]l

Example:

Rl {config) #ip access-list standard NO_ACCESS

Rl {(config-std-nacl) #ideny host 192.168.11.10
Rl (config—-std—-nacl) #ipermit 192.168.11.0 0.0.0.255
Rl (config-std—-nacl) ##deny any
Rl {config—-std—-nacl) #iend

Rl (config) #interface FaO/1
Rl (config-if)# ip access-group NO ACCESS out




Extended ACL:

Can be evaluate using source and destination IP and protocol field in the Network layer
header, and port number at the Transport layer header.

So how can we configure it?

The main command in global configure mode:

router (confiqg) #faccess-1list access—-list-number {deny | permit} protocol source source-
wildcard destination destination-wildcard [port-number number]

note: any thing after the wild mask of the dst host is optional.

protocol: name of layer 3 protocols or could be (any)which mean all protocols.

source source-wildeard: [P and it wild mask like 192.168.1.0/30 192.168.1.0 0.0.0.3

destination destination-wildcard: same but for the destination host.

Or could be an Extended Named access list like:
router (config) #ip access-list extended {access-list-name}

router (config-ext-nacl)# {deny | permit} protocol source source-wildcard destination
destination-wildcard [port-number number]




.3

W PT Activity: 00:15:38
Packet Tracer - Skills Integration Challenge

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway

G0/ 172.16.127.254 255.266.192.0 NIA

G0N 172.16.63 254 2552551920 NIA

50/0/0 192.168.0.1 255.255.255 252 NIA

$0/011 64104342 255.255.255 252 64104341
GO0 NIA

Branch G0/ NIA

S0/0/0 192.168.0.2 255.255.255 252 NIA

Ha1 NIC 17216641 2552551920 17216.127 254
Ha2 NIC 17216.02 2552551920 172.16.63.254
HQServer pka NIC 17216.0.1 2552551920 172.16.63.254
B1 NIC
B2 NIC 17216.1282 2552552400 17216.143.254
BranchServerpka | NIC 17216.1281 2552552400 17216.143.254

Scenario
In this challenge activity, you will finish the addressing scheme, configure routing, and implement named access control lists

Requirements
Divide 172.16.128.0/19 into two equal subnets for use on Branch.
1) Assign the last usable address of the second subnet to the Gigabit Ethemnet 0/0 interface.
2) Assign the last usable address of the first subnet to the Gigabit Ethernet 0/1 interface.
3) Document the addressing in the Addressing Table
4) CGonfigure Branch with appropriate addressing
Configure B1 with appropriate addressing using the first available address of the network to which it is attached. Document the addressing in the Addressing Table
Configure HQ and Branch with OSPF routing according to the following criteria:
+  Assign the process ID 1
+  Advertise all three attached networks. Do not advertise the link to the Internet
+  Configure appropriate interfaces as passive
Set a default route on HQ which directs traffic to S0/0/1 interface. Redistribute the route to Branch
Design a named access list HQServer to prevent any computers attached to the Gigabit Ethernet 0/0 interface of the Branch router from accessing HQServer.pka. Al other traffic is permitted. Configure the access list on the appropriate router, apply it to the appropriate interface and in the appropriate direction
Design a named access list Branch Server to prevent any computers attached to the Gigabit Ethernet 0/0 interface of the HQ router from accessing the HTTP and HTTPS service of the Branch server. All other traffic is permitied. Configure the access list on the appropriate router, apply it to the appropriate
interface and in the appropriate direction

Time Elapsed: 00:15:38 Completion: 100/100

[ Top | Check Results | Reset Activity. 11 >

Branch &ddress Space:
172.16.128.019
172.16.64.018

HO2

172.16.0.013

Q-5W2 192.168.0.0430

L’ 64.104.34.0/30 BranchServerpka
HQServer.pka

Internet




Sol:

*¥**router branch

branch>enable

branch# config t

branch(config)#int g0/0
#ip add 172.16.159.254 255.255.240.0
Hex

branch(config)#int g0/1
#ip add 172.16.143.254 255.255.240.0
Hex

*3kxpc B

oo dde J=au desktop

o [P configuration

Jode (oe
IP: 172.16.144:.1

Subnet: 255.255.240.0

Gateway: 172.16.159.254

***router branch

branch(config)#router OSPF 1
Hnetwork 172.16.144.0 0.0.0.31 area O
Hnetwork 172.16.128.0 0.0.15.255 area O
Hnetwork 192.168.0.0 0.0.0.3 area O
#passive-interface g0/0

#passive-interface g0/1
Hex




**router HQ
HQ>enable
HO# config t
HQ (config)#router OSPF 1
Hnetwork 172.16.0.0 0.0.63.255 area O
Hnetwork 172.16.64.0 0.0.63.255 area O
#network 192.168.0.0 0.0.0.3 area O
#passive-interface g0/0
#passive-interface g0/1
#passive-interface S0/0/1
Hexit
HQ(config)#ip route 0.0.0.0 0.0.0.0 S0/0/1
#router OSPF 1
#default-information originate
Hex
*¥**router branch
branch(config)#ip access-list extended HQServer
#deny 1p any host 172.16.0.1
#permit 1p any any
Hex

branch(config)#int g0/0

#1p access-group HQServer in




*FF*router HQ
HOQ(config)#ip access-list extended BranchServer
#deny tcp any host 172.16.128.1 eq 80

#deny tcp any host 172.16.128.1 eq 44:3

#permit ip any any
Hex
HQ(config)#int g0/0

#1p access-group BranchServer in




Experiment 8 & 9

*Broadcast storm:
S o gt i gllaié switches e &S S 0550 W) Juege 9 broadcast 0sSo gras 4l -

J b 0195650 2 gl (i (pag>g0 switch JI ports JI S 193550 default Jb -
ol 9 03) Ll VLAN (S VLANT

(LAN ¢y 58T) 295 ¢po A8Y switch J puceds :VLAN JI 856 **
)5l yuiis 9 VLAN 1 © 0815355 default Jb **
**VLAN benefits:

. Reduce cost

. Split Broadcast domain

. Network design tlexibility
. Security

. Better management

. Higher performance

**Range of VLAN 1 to 4096:

1.Normal Range: [1 to 10057 -> For traditional networks saved in flash
(VLAN.dat)

VTP Jie jw Normal JL dols- ja3bas § -

2.Extended Range: (1006 to 4096 ] -> For ISP (Internet service protocol) saved
in Running-config and then to Startup-config after(wr) / NO VTP

: Note**

JI w Wallay 7I) show running-config <SS s VLAN 2000 9 VLAN 5 Jess o) G2 -
flash JUL O35 5 JI Y 2000

lganad yddio bo g lgedsuiwd jddn o default 859290 VLAN 1 -
- Maximum #of VLAN in switch 2960: 255 VILAN's

**VLAN types:

1. Data VLAN: that have DATA like (PCs, Servers)
2. Default VLAN: like VLAN 1

3. Management VLAN: for telnet & SSH

4. Voice VLAN: contain IP phones




5. Native VLAN: Native 0950 tag Q9 L“;\ Ll Gale VLAN 0950 tag dde 0950 Q\
tag 4de audas VLAN Y @l dxe Jolas 52 9 0700 switch JI e Frame JI Jsa0 b o **
aie tag JI Jedo 423 VLAN JI de Switch JI o pdlay o (18 9 425 VLAN JI 03,
O 9 Native JI & tag lgde Lo JI 4l Byeas Osisd tag ade lamiy Lo Native VLAN JI**
35 )y o VLAN 1 ® by default
#Access port & Trunk port:

o 419 VLAN 900 o ultt VLAN J90 e
Access portﬁ&p SW25 SW1 o Access port (redscius dawyl Slg-
I VLAN (5 4Y tagging ddas s 092 9 baid u>l9g VLAN Jai e

led uols Access port
VLAN 10 VLAN 20 VLAN 10 VLAN 20

Trunk VLAN 10 © 39230 PCJ cag 0o SW1 © JI VLAN 10 © 39290 PC oJ-

ale oz 7y SW1 J VLAN 10 30 0,8l Juoss W 1 SW2 O

L 09 9 SW2 J Trunk J! @b ¢ 42w 9 VLAN 100 o5 tag
‘ J w390 Jl Access port J Jross e L& J tag JI deio

SW & JI VLAN 10

VLAN 10 VLAN 20 VLAN 10 VLAN 20
**Trunk:

1. 802.1q:
tagging Jox BAE 9 ciseo 8542 pdsuviw 9 Loyl OB S g>g0-

Cob 1518 Jb ob1522 @yall e (uSle juas tag § 13-
2. ISL: Legacy, for cisco devices only, No tagging

EX:

fo/ P\ fore VLAN 20

VLAN 10 VLAN 10 VLAN 20
Sol:

SWi(config)# VLAN 10
#name ENG
#VLAN 20




#name management

#int £ 0/1

#switchport mode access
#switchport access VLAN 10

#int f0/2

#switchport mode access
#switchport access VLAN 20

#int f0/3

#switchport mode trunk
#switchport trunk native VLAN 900

s trunk dulacice Q\ port J! Juelas (2,4 ‘:;UJ\ command JI pdiads o
SW# show interface trunk

SW2 Jle wliilesSI Sla uis Josis 9 *¥*

**VLAN Routing:(Sub Interface / Router on a Stick)
‘VLAN 8 @St Ha8T ) s 50 VLAN dule switch Sdic 9 2 ports e dule 3911 o) 431 8,Sall o
default gateway 3 055 zh (i lesd o3 @90 VLAN S 08 b 13l 9 48 (ol 551 e Port

ports 84 interface JI $lg) puauds Joas 41 J=JBb 8u>9 292 0950 zh =y IP ade Q| el P
U\J«.U‘)Sﬁb.” Mﬁ (é\.bcl.w}“ 4:“"5%“},9 Lo >

#Config on Switch:

SWi(config)# VLAN 10
#name ENG
#VLAN 20
#name management
#int £ 0/1
#switchport mode access
#switchport access VLAN 10
#int f0/2
#switchport mode access
#switchport access VLAN 20
#int £ 0/3

#switchport mode access




#switchport access VLAN 30

#int £ 0/4

#switchport mode trunk
#switchport trunk native VLAN 900

#Config on Router:

R(config)# int g0/0

# no shutdown

# int g0/0.10

# encapsulation dot1q 10

# 1P address ......... [P0 L Subnet MASK
# int £0/0.20

# encapsulation dot1q 30

# IP address S RN Subnet MASK
# int £0/0.30

# encapsulation dot1q 30

# 1P address ......... [P ... L Subnet MASK

**Layer 8 Switch:

da>Ul jwao Router £ 9 Switch & (oo Hle>
Routing table & ARP table & MAC table 4le 055
Switchg 39l plisuinl L8495 @Y customers JI L Lolusuiwl S oo W
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Introduction to VLANs/Inter-VLAN routing
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Basic VLAN Configuration
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Figure (1): Topology Diagram

IP Address Subnet Mask Default
Gateway
192.168.1.2 255.255.255.0 192.168.1.1

192.168.2.2 255.255.255.0 192.168.2.1

192.168.1.3 255.255.255.0 192.168.1.1

192.168.3.2 255.255.255.0 192.168.3.1

192.168.2.3 255.255.255.0 192.168.2.1

192.168.3.3 255.255.255.0 192.168.3.1
Table (1): Addressing Table.

Name PCs
DEV PCo, PC2
HR PC1, PC4
ACC PCs, PCs
NATIVE
Table (2): VLANs Table.

Task: Prepare the Network

Cable a network that is similar to the one in the topology diagram. Assign the IP addresses
and configure the VLLANs as shown in the tables so the PCs in the same VLAN can
communicate, then make the necessary modifications to enable Inter-VLAN routing using
router on stick method.




SOI:

*F%*on Switch 1

SWi1(config)# VLAN 10

#name DEV

#VLAN 11

#name HR

#VLAN 20

#name ACC

#VLAN 90

#name Native

#int £0/1

#switchport mode access
#switchport access VLAN 10
#Hint £0/2

#switchport mode access
#switchport access VLAN 11
#int £0/3

#switchport mode trunk

#switchport trunk native VLAN 90

**%**on Switch 2

SW2(config)# VLAN 10
#name DEV
#VLAN 11
#name HR
#VLAN 20
#name ACC
#VLAN 90
#name Native
#int f0/1
#switchport mode access

#switchport access VLAN 10




#int f0/2

#switchport mode access
#switchport access VLAN 20
#int f0/3

#switchport mode trunk

#switchport trunk native VLAN 90

*¥%*on Switch 3
SW3(config)# VLAN 10
#name DEV
#VLAN 11
#name HR
#VLAN 20
#name ACC
#VLAN 90
#name Native
#int £0/1
#switchport mode access
#switchport access VLAN 11
#int f0/2
#switchport mode access
#switchport access VLAN 20
#int £ 0/3
#switchport mode trunk

#switchport trunk native VLAN 90

**¥%on Switch 4

SW4(config)# VLAN 10

#name DEV
#VLAN 11
#name HR
#VLAN 20
#name ACC
#VLAN 90




#name Native
#int £ 0/1
#switchport mode trunk
#switchport trunk native VLAN 90
#int f0/2
#switchport mode trunk
#switchport trunk native VLAN 90
#int £0/3
#switchport mode trunk
#switchport trunk native VLAN 90
***on Router
#Config on Router:
R(config)# int g0/0
# no shutdown
# int £0/0.10
# encapsulation dot1lq 10
# 1P address 192.168.1.1 2565.255.255.0
# int £0/0.11
# encapsulation dotlq 11
# 1P address 192.168.2.1 255.255.255.0
# int g0/0.20
# encapsulation dot1q 20

# [P address 192.168.3.1 255.255.255.0

*%%%P (s
oo dde Jzau desktop

o [P configuration

Jgda (o
IP: oo

Subnet: ...............

Gateway: .........
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