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Hashemite University
Faculty of Engineering
Computer Engineering Department
Wireless Networks (Internal Lab)

Experiment: 1 5/>
Introduction to WIFI Networks.

——— ——— e e
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1.10bjectives: el 2
’ Pceas ok b Bare SIS

1. Investigating the basic building blocks of Wi-Fi networks.
2. Defining the basic characteristic of Wi-Fi networks.
3. Being able to use the Wi-Fi testers to examine a real life Wi-Fi networks.
e \ vo
s g o8 Wi enargetien T
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1.2 Equipment’s: ) B
" o D\N%? ;\'{Nf‘i @%v:wal.(ﬂ- W""\V"‘CJ
’L) wPA - Wi-F f?rai;.-_.ckfa AcCess

kOCaLS:

e AirCheck Wi-Fi Alr testers. )
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2.1 Theoretical Background: B &
Iy o £ 1t Guos—

# Elements of a wireless network (;,-1‘“‘\1’\"!./“ Dl e LS

—The Basic Service Set (BSS) of a wireless network is the basic_building-block_of a
wireless LAN it is a set consisting of all the devices associated with a wireless local

area network (WLAN). L~ e~
___—-—‘ e ——

)
~ Wireless host: such as laptop, smartphone, may be stationary (non-mobile) or mobile

— Base station or AcessPoint: responsible for sending packets between wired network and
C in its “are i e
wireless host(s) in its “area

IE——

—

— Wireless link: used to connect mobile(s) to base station, this link uses multiple access protocol

o coordinate link access, different types of links came with different data rates and transmission
2, = - - - — EE—

distance.
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\.
* Wireless networks modes: \\
e ad

_Infrastructure mode: where there is a base station connects wircless nodes into wired
network supporting central connection points for local wireless clicnts, (in WIFI protocol this

base station called the Access point).

Figure 1: infrastructure mode.
Adhoc mode: mode of connecting devices to one another without the use of a central devjce
like a router (or AP) that conducts the flow of communications. Devices connected to an
ad-hoc network, called nodes, each forward data to other nodes.

.
.O'i

Figure 2: adhoc mode.

P ice Set Identifier (SSID): is a case sensitive, 32 alphanumeric character acts as a name that
\ :’C‘*/‘_Se_rvlc work, The SSID differentiates one WLAN from another, so all access

identifies a wireless nefwor :
R 55’2) soints and all devices attempujng to connect to a specific WLAN must use the same SSID to enable
: Effectivc r‘f;ar;ning. As part of the association process, a wireless network interface card (NIC)
must have the same SSID as the access point or it will not be permitted to join the BSS.

ireless networks (Internal Lab)
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Beacon frame: is one of the management frames in IEEE 802.11 based WLANs(WIFI). It
_contains all the information about the network including the SSID the AP MAC address and the
encryption type. Beacon frames are transmitted periodically to arfnounce the presence of a wireless
_LAN. Beacon frames are transmitted @the access point (AP) in an infrastructure basic service

set (BSS). "R

Wireless network taxonomy

single hop multiple hops

host may have to
relay through several

host connects to._

infrastructure | base statlon (WiFi,
G .- APs) WiIMAX, cellular) wireless nodes to
e which connects to connect to larger

larger Internet Internet.mesh net

no basc s:aticm, no

no no base station, ho connection to larger
. ' connection to larger Internet. May have ro
infrastructure : | ot 1 o
— Internet (Bluctooth, rely to reach other
ad hoc nets) a given wireless node
, _ MANET.VANET
hﬂf\

802.11 LAN architecture:
#

o wireless host communicates

with base statiox;
= base station = access

point (AP)

V)
< Basic Service Set (BSS) (aka
“cell”) in infrastructure mode
contains:
= wireless hosts
= zccess point (AP): base
station
» ad hoc mode: hosts only

[ %



all Wi-Fi

plus interference
channel  scanning, and
Quickly troubleshoot
Wi-Fi pain points,

AirCheck  integrates

technologies
detection,
connectivity tests.
the most common
including:

. Coverage problems
Overloaded networks or
channels

. Interference

. Connectivity problems

- Failed access points

- Rogue access points

- Security settings

- Client problems
In addition to generating instant reports
and documentation, AirCheck Manager
software allows you to set up multiple
profiles and manage network and
security settings for a single unit, or an
entire fleet of AirCheck testers.

AlrCheck Functions

1- List Networks
Find security issues, rogue APs and
coverage problems and view a list of all
wireless Networks heard by AirCheck. : Networks (SSIDS)
Instantly see the following for each
network:

« Signal level

» Security / encryption

» Number of APs in network

+ SSID name

« Type of network

T 4 [EiieGE

JEf s B

s




2- List Access Points
Find configuration and coverage Acme SOLP

0
problems as well as rogue APs. View a L b O
119:t of all physical APs heard by G =307 IACCt g i A s 1
AlrCheck including the following
information;

* Channel

* Signal level

* AP name or MAC address

* SSID name (or count of SSIDs
for virtual APs)

* Security / encryption

* Type of network

e

; . ?c-j .J’ e Access Point Details
3- Access Point Details e/ o, e g
Quickly identify AP configuraion Sy’ [ om0 S s
problems. View the following :e_@h D ul}} J 6 GH e I 17 ¢8
information for each Physical AP: <. i Name: 3
3y o
« Signal / noise/ signal-to-noise ggé[I)D .Agrcngm(':oot;' 5397‘2‘:48% ’\. )
i an_s[l; . ﬁ_‘,Una;Jthorize.d device l'lh
« SSID and BSS TKIP) i
« ACL status s WPAD( |
i ' ©® ©@380211bg 1
« Security / encryption i

- Sa e . - - -
éuifk?yacrll:::rznlijue igfchannels are overloaded due to Wi-Fi traffic (displayed in blue)

i ' ify cl - ttern or overlap and flag
i displayed in gray). Verify channel-usage pa _
i?l- m:fifi?ﬁ:ie(m;lfls.};?\fﬂh AirCheck, you can also detect the presence of 11:|tf:rfercru:tfi.L
D:fices that can cause interference include microwave ovens, cordless phones an
headsets, BlueTooth® devices, and analog video cameras.

a. Channel Usage Details .

Find overloaded channels and intcrferencc.ﬂDnll in further to see the level of
Wi-Fi traffic and interference over the last 60 seconds on a selected channel, as
well as the access points using this channel.
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5- Locate Access Points

Track down rogue and other APs by graphing the signal

strength over time, or by using
an audible indication which can be muted.

Locate Access Point
3Com:002397-2f48ae _1 dBm

Corp
uﬂﬂﬂﬂ

o L ]

e




Hashemite University
Faculty of Engineering
C'ot.nputer Engineering Department
Wireless Networks (Internal Lab)

Experiment: 2 /3

WIFI Networks Survey and Plan

[ r
o TEPET

E—— |

1.10bjectives:

1. Intr_od'uce the A..ir.Magent Surveyor Pro Application.
2. Building the ability to make surveys and plans of Wi-Fi sites and produce heat maps.

1.2 Equipment’s:

e Personal computer with AirMagent Surveyor pro installed on it.
L

2.1 Theoretical Background:

hy 3 ecl.
(_QAE_rMagngt Srfjﬂriey is ajpowcrﬁ.ll, easy-to-uge survey tool for planning, collecting and
analyzing WLAN site RF {radio frequency) data crucial for successful WLAN deployment.
Wireless network installation is a complex task that involves many invisible and unpredictable
variables such as RF signal strength, noise level, data rate, channel allécation, user density, and
so on. Since all these factors affect WLAN network performance, it is necessary to perform RF

site surveys to fully understand the behavior of radio waves within a facility before installing

g
q(}', a wireless network access points. Operating at the RF level, AirMagnet Survey enables WLAN

.Hc.«i.—
Y4

. professionals to quickly and easily determine the optimal number and placement of WLAN
infrastructure devices to provide the best coverage-and throughput required by the users in a

| cost-effective way.

| d-CC.ﬂ;:F“l'“gJ Z,L;IJ;J}

“(ZAirMagnet Planner is a wireless network planning tool that accounts for building
matenals, obstructions, access point configurations, antenna patterns and a host of other

ﬁcs to provide_a reliable predictive map of Wi-Fi signal and performance. The solution
offers superior predictive modeling to determine ideal quantity, placement and configuration
of APs for optimal security, performance and compliance. AirMagnet Planner includes built-
in automated tools to help users with their migration strategy from existing legacy
'802.11a/b/g/n networks to 802.11ac technology. When integratedl “fith Ainggnet Survey,
users have a powerful solution that combines state-of-the-art predictive modeling with real-

world performance data.

Wireless networks (Internal Lab)
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2.2 Using AirMagnet Survey:

The Survey view is used for conducting WLAN site surveys whosg purposes are to cgllect
RF data in the airwave over the site. Once a Survey project is created, it will be a__llltqt_n_gt_lcal_ly
opened on the Display view. The same thing happens when you open a Survey project that you
_have created earlier. You can open the Survey view simply by clicking on the Navigation Bar.

The figure below shows the application's Survey View.
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2.3 Survey Project Window

The Project Window displays all the components of © survey 001 0428.5vp
the current Survey project opened on the Survey -] Site Map

view, as shown in the figure below. i 1.4 AM_Flocrplan_low resjpg

A Data File items are as follows from the top: a‘k Suncey Bath

» Project file name. | M PassiveSurveyl.path

« Floor plan image file name used in the project. ' 5440

 Survey paths (surveys conducted) listed from first g-[ﬁ:&:}!?:zzﬁ-.s&ca
N

to last for this project. _
« Any APs and/or STA (stations) placed on the ﬂom‘-

plan.

Wireless networks (Internal Lab)
Prepared by Eng. Salah AbuGhalyon



2.4 Active Survey Data Window
The figure below shows the Data Window w

of some configuration fields depends on ada hen AirMagnet Survey is set in active survey mode. (Availability

pler support.) :
Prosa -
roxim Wireless 8494 802.11a/b/g/n USB Adapter ™! Option Description
S T : -
Lk EIActmcthessual ']Lwan GHz 'l Adapter Zr?hzd&p;eorfﬁid‘:;:d;h; survey is noted
BSID ¥ | aitek-M == @ Survey Type | Optlons are Active, Passive and Active
Associated AP status 1PERF. . g o e
BSSID: Cisco.E8:36:60 Speed: 1.0 « | Media Type Options are 2.4, 5.0 and 2.4/5.0 GHz
SSID:  air-tek-01 ' SSID/AP Enables you to associate to either a
Channet 1 specific AP or SSID during the active

survey. The associated drop-down
enables you to choose a specific device to
survey.

BSSID The name and MAC address of the AP
' being associated with.

SSID The name of the network to which the
associated AP belongs.

. Speed - The_rate (in terms of Mbps) at which
Noise  FA Delay: 250~ ms packets are transmitted.

SN Channel The radio channel the AP uses to send
Frame status and receive RF signals, including the
6344  bytes/s b frames/s primary and secondary channels, channel

Lost 0 % bandwidth and the channel span.

Signal The signalstrength for the received
Rewy: 40 % 4 frames/s packets. The higher the value, the
stronger the signal.

0 frames’s

Noise The level of background radio frequency
energy in the 2.4-GHz or 5-GHz band.
The lower thé valug; the less the noise.

S/N The Signal/Noise ratio, Compares the
Signal data to the amount of ambient
Noise.

2.5 Using AirMagnet Planner
Toolbar: The Toolbar contains frequently used tools, some of which are identical to those found in the File and
View menus. The following screen shot of the toolbar shows an undocked view. To undock the toolbar, drag the

handle at the far left on the toolbar.

]
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Main Commands Toolbar P A on K e AL AL Phatec BB T R K

> 3@ @ |k]® =0 0O mO®E 00 x
# 8w QaQa@ax 489 viewovent - (5 B B
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Tool Name Description .
Project Wizard Create a new project.

o
Q
3

Open Project Browse to open a project.

Create AP Allows you to create and place a new AP in the map.

) i ite di i i tion.
librate site dimensions to suit your loca
Measure Mode Allows you to recalibrat

Create Wall Allows you to select a wall type and draw the walls of your site.
Refresh Generate and refresh the heatmap

e ———

Create e
Attenuation'Areas  meey e

AT e B we U

Create Coverage
Areas

Ap 67

Create Excluded
Areas
[

IZ = g\ Lo
; el A2

e

nfio¥oj{zNcHo)imTede] fF- il 11 [CI1]A?

AP Data Properties

roperties (such as channel and media type) may be viewed using a few different methods, however, the
properties can only be edited in the Planner view. . R
_» In‘the Planner view, right-click an @ocated on the site map and select Properties. This option enables the
properties to be edited. -
» Expand either the SSID or Channel tree in the Data window. Right-click an AP and select Properties. (Edit
is available in Display view as well)
« In the Display view, right click an AP located on the site map and select AP Properties.

Wireless networks (Internal Lab)
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Using the Wall Tool

You should first establish your office’s walls and doors. The steps below will walk you through the process of
outlining your building. ==

1. Select the Create Wall tool from thé tool_ba@

2. You will see a drop-down list appear in the top-right comer of the Map Window. This list contains a number

of pre-set wall types that come with inherent dB drop levels (the affect these walls will have upon your wireless
network). Select the wall type that you wish to place.
EE Brick Wall (8 dB) ~|

—\ 2

Concrete Wall (12 dB)
Dry Wall (4 dB)

Heavy Door (15 dB)
Light Door [4 dB)

Metal Door (11 dB)
Thick Window (4 dB)
Thin Window (2 dB)
Window Office (3 dB)

Wireless networks (Internal Lab)
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Hashemite University ‘

Faculty of Engineering
Department

ternal Lab)

Computer Engineering
Wireless Networks (In

Experiment: 3 Yo7 o/t
Spectrum analysis

1.10bjectives:

1. Real time detection and identification of the physical layer signals and interference within the Wi-Fi
spectrum.
Identify different types of interference in the Wi-Fi spectrum.

Locate interference source.

o

1.2 Equipment’s:

T

e Personal computer AirMagnet Spectrum XT software
e AirMagnet Spectrum XT adapter card
e Non-Wi-Fi devices such as Bluetooth, Zigbee, étc

2.1 Theoretical Background:
#e AirMagnet Spectrum XT features:
ots. For example, Real-Time FFT (Fast Fourier Transform)

1) It provides a library of spectrum charts and plot:
graph, Spectrum Density graph, Spectrogram graph, Duty Cycle graph, Channel Power graph, Interference -
-___-_-__'-"D

Power g-_aph, etc.

2) Immediately @ classify interference signals and sources (automatically matches RF signatures
and name the source). For example it can detect Bluetooth, cordless phone, microwave ovens, wireless

baby monitors, power signal generators/RF jammers, etc.; in addition to Wi-Fi devices. S

cameras,
i

3) Locate the interference source using the
e ———————.

any time; in addition to

4) Allows the user to_record andgéa*‘i-@: live RF spectrum scans and play it back at
instant playback of recent scans:”

Wireless networks (Internal Lab)
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SUPPORTED BANDS i)
~ 2.4 GHz - Covers the radi ’

~Chamnels 1 through 14, io frequency range from 2.402 GHz to 2.842 GHz, which is used by
Rt

— 5.0 GHz Lower - C ) ——— Gt i
= R.52.56 60 ad ga e adio frequency range from 5.17 GHz to 5.33 Gz, which s used by Channels 44,
— 5.0 GHz Middle - Covers the radi
- W e l'adltt El' J . , . .
T 112,116, 120,124, 128, 132, 136, ﬂ“?:gy range from 5.49 GHz to 5.71 GHz, which is used by Channels

-

50 G i .
= mﬁgd lg; Covers the radio frequency range from 5.735GHz to 5.835 GHz, which is used by Channels

=22 Gfl{ - Covers bands used by many public safety organizations, from 4.9L1a4.99 GHz.
\_______Mm - Covers all aforementioned radio frequencies (other than 4.9 GHz) and channels.

4 MAIN FEATURES \o2f

{f - Rt_eal—Tirne FF‘T: AirMagnet Spectrum XT’s FFT graph provides a real-time view into the RF energy in the
environment with current, max, max-hold and average RF signal levels.

_~ Spectrum Density: shows the "popylarity” of a particular frequency/

power reading over time.
_» Channel Power: shows the current and maximum (aggregated) channel energy readings.

_~* Channel Duty Cycle: shows the E%E.EE time the RF energy (both 802.11 and non-802.11) is present on
the channel.

~ Non- Wi-Fi Devices: lists all non-Wi-Fi devices W
application, along with some key data about each device

i-Fi Device: displays comprehensive information about all Wi-Fi devices, such as APs, stations, and phones,
detected on the Wi-Fi network. CT

P AP Signal Strength: identifies the three APs with the strongest signal strengths on each a
the selected radio band.  ~
A Channel Occupancy: shows AP deployment on all available channels in the selected radio band.

A Channels by Speed: displays the relative amount of data (in Kilobytes) that has bg_e_g_tra_ﬂ___srm'ited at each data
rate on each available channel in the selected radio band.

spectrum _info

ation has been detected by the
N —

vailable channel in

}72 C‘r\mntLS

—
e —— =
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Automatic Identification and Location of Interference sources:

AirMagnet Spectrum XT offers real-time detection and identification of 2 number of non-WLAN sources that
interfere and lower the performance of WLAN networks. The extensive device or source list includes Bluetooth
devices, digital and analog cordless phones, conventional and inverter microwave ovens, wireless game
controllers, digital video converter, FHSS devices, baby monitors, RF Jammers, radars, motion detectors, ZigBee

devices and many more.

Users are also powered with detailed information for the interference source, including peak and average power,
first and last seen time, center frequency, impacted channels, number of times the source was detected, and many
more. With an additional Bluetooth adapter plugged into the same PC, AirMagnet Spectrum XT provides
Bluetooth information such as ID, name, services, etc. for enhanced Bluetooth interferer analysis.

With AirMagnet Spectrum XT’s built-in “device locator tool”, users can physically locate any Wi-Fi or non-Wi-
Fi interference sources operating in the RF environment. The device locator tool operates as a Geiger counter and
beeps louder as users get closer to the location of the device.

Wireless networks (Internal Lab}
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Hashemite University
Faculty of Engineering
Computer Engineering Department
Wireless Networks (Internal Lab)

Experiment: 4  t¢/?
——————

1.10bjectives:

1. Introduce the Arduino boards. . "

2. Introduce Arduino (IDE) and the whole process of building a project, writing Stmp
and compiling the project.

3. Code simulation.

le codes,

1.2 Equipment’s:

e Personzl computer with Arduino IDE installed on it,
e Arduino mega boards.

2.1 Theoretical Background:

Arduino is an open-source hardware and software company, project and user
community that designs and manufactures single-board microcontrollers and
microcontroller kits for building digital devices. Its products are licensed under the
GNU Lesser General Public License (LGPL) or the GNU General Public License
(GPL), permitting the manufacture of Arduino boards and software distribution by
anyone. Arduino boards are available commercially in preassembled form or as do-

it-yourself (DIY) kits.

Arduino board designs use a variety of microprocessors and controllers. The
boards are equipped with sets of digital and analog input/output (I/O) pins that may
be interfaced to wvarious expansion boards ('shields') or breadboards (For
prototyping) and other circuits. The boards feature serial communications
interfaces, including Universal Serial Bus (USB) on some models, which are also
used for loading programs from personal computers. The microcontrollers can be
programmed using C and C++ programming languages. In addition to using
traditional compiler toolchains, the Arduino project provides an integrated
development environment (IDE) based on the Processing language project.

Wireless networks (Internal Lab)
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2.2 Features of Arduino:

Features of Arduino Uno Board:

* The gperating voltage jE 5V) (-2 )
® The recommended inpﬁf voltage will |
range from 7v)to 12y T ttoc:rsn?:lutsrl s

® The input voltage ranges from 6v to 20V
* Digital input/output pins arc@{‘} .
* Analog I/Q pins ar€ 6 |

e DC Current for each I/O pin i -
VO pinis 40 mA 1
e DC Current for 3.3V Pinis 50 mA B "
e FlashMemoryis32KB ~ - o] : -f&' lea
e SRAMis2 KB POWER a8
e EEPROMis | KB w ot
[ LN )
e CLK Speedis 16 MHz Analog
INPUTS :
"l ov s
'd
a; \r E- 1“‘
3.1Arduino IDE: ’S, D(O

The Arduino integrated development® environment (IDE) is  across-
platform application (for Windows, macOS, and Linux) that is written in the

programming language Java. It includes a code editor with features such as text

cutting and pasting, searching and replacing text, automatic indenting, brace
matching, and syntax highlighting, and provides simple one-click mechanisms to
compile and upload programs to an Arduino board. It also contains a message area,
a text console, a toolbar with buttons for common functions and a hierarchy of

operation menus. The source code for the IDE is released under the GNU General
Public License, version 2.

The Arduino IDE supports the languages C and C++ using special rules of code
structuring. The Arduino IDE supplies a software library from the Wiring project,
which provides many common input and output procedures. User-written code only
requires two basic functions, for starting the sketch and the main program loop, that
are compiled and linked with a program stub main() into an executable cyclic
executive program With the GNU toolchain, also included with the IDE
distribution. The Arduino IDE employs the program avrdude to convert the
executable code into a text file in hexadecimal encoding that is loaded into the

Arduino board by a loader program in the board's firmware.

3.2 Sketch: _ .
A sketch is a program written with the Arduino IDE.[59] Sketches are saved on

Wireless networks {(Internal Lab)
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. ion .ino.
the development computer as text files with the file extension

ram consists of only two functions:

A minimal Arduino C/C++ prog
setup()) This function is called once.when a sketch starts after power-up

other librarics needed in the sketch. It is analogous to the

" ™ o —
\ood or reset. It is used to initialize variables, input and output pin modes, and
[ ]

I\ 5— Lloy
98D )y
f-ml-i)nl- N|
(2—g)
0\ Lc_ vl
sevind

function main(). . .
After setup() function__ exits_, (ends), the loop() function s

executed repeatedly in the main program. It controls the bqard un.tﬂ the

board is powered off or is reset. It is analogous to the function while(1).

e ——— e e A R e

- O

Blink | Arduino 1.5.3

! File .Eldit_ Sl:etch_ _T_ot_:l:_ Help

Turns on en LED on for one zecond, then off for ome second, repeste=dly.

Thiz exesmpls code 15 in the public domsin.
L

S5 Pin 13 h=s an LED connected on wast Arduinn hasrds.
Jf wive it 2 name:
int led = 13;
4

// the setup routin? nans once whan YoU press resec:
void setup() ¢ o
/¢ inztislize the digitzl pin as an outpur.
p;’i«:{aee‘('ief,] OUTPUT) ;

V3"

L)
. . [= =4

// the losp routine runs over end over egain forever:

‘woidloon() { {
drgitelWrite(led, BIGH)y /4 turn the LED on (HIGH is the voltaga level)

~_Geley(1000); 13 o // wait for a zecond
digicelilrite(led, LOW): // tam the LED off by making the voltage LOW
; -deley(1000); 7/ wait for a mecond
] -__‘__"—-—._
| ]

Inte!® Gallles on COMT

Figure 6.1: Arduino IDE with sketch parts
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To Configures specific

pin to behave either as andinpyt or utput. We use the pinMode
function like this: = .

PinMode (pin, mode) where: ’

®* pin! The Arduino pin number to set the mode of,

- .
mode., INPUT, OUTPUT, or INPUT_PULLUP.

To Read a value from a specified digital pin, either HIGH or LOW, we use:
digitalRead (pin).

To write either HIGH or LOW value to a specified digital pin, we use: digitalWrite (pin) .

—

3.3Serial Communication:

Information is passed back and forth between the computer and Arduino using serial
communication transferring data one bit at a time, one right after the other. For example, after

- Compiling (turning your program into ones and zeros) we do the Uploading in which we cend the
bits through USB cable to the Arduino. The two LEDs near the USB connector blink when data is
transmitted:

e RX blinks when the Arduino is receiving data
e TX blinks when the Arduino is transmitting data

Figure 6.2 TX and RX leds.

Wireless networks (Internal Lab)
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We can also send and receive data from the board at run tim
we first need to setup the baud rate using the function: s?ria

And we do this once in the code in the setup function. Then when w
on the serial we use: Sexial.print() of Sarial. Prm“-lr
serial we&g,s;_;_;al .read() . Sﬂrlal ava:.labla H

. isone and idel. (g L-.,: k. 84 A
\, X At run time the serial monitor
6L _ aap
~ ‘\_...C- e BareMimimum | Arduing 105 - DL
(‘: Filg Dot Shetch Trah Her
u:l"\ coM24 - o Ed
Balemnin | \ ) ; J.""""i
?(:;- vord !H,a‘nas en Learning I1Z FUNIIT T
\\'. . k(_L) R Bands on Learning is Fun!!!
- {31"; A Seri Hands on Learning is Fun!!!
{c,“:‘.;.‘\, r ) Hands on Learning ia Fun!!!
. éjﬂ}/ Bands on Learning is Fun!!!
:"w} : wpg 1 E2nds on Learning is Fun!!!
- { Hands en Learning is Fun!!!
F-‘:and.-.r en Learning is Fun!!!
;Eands on Learning is Fun!!!
Fanda o -
« BRI % >
] ekzodng .| $00bud o)

]

) gtetch apria Aino 103 = O IR

e e St Took Help Opens up a

Al | € Serial Terminal
Sl ; N Window

< azadwyfReeil) « Jerte
-.‘I

i

sut sensorValus = 0
L semsorMz » LD

=4 selwl)

V“"'c -—9 Griat.berme (9600 ¥ A C
Pzt (AD, NPT
|

vk luap()
|
sensor¥alue = ant.ogFesd (M)}
Srvial ot nde | sensorValue):
seley(l00)r F7 waats BY akziw L rec
! v

Figure 6.3: Serial monitor.

e using serial communication,
1l.begin (baud_rate) .

e need to write something
() .and toread from the
~Used to check if the serial

is usad to send and recive da

Wireless networks (Infernal Lab)
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before uploading the code,

10 abetch paniTe | Aedors 10
B (R Setch Tk Wb
Mot Fornal
Meirar Bty
ekt _iath hhm“ﬂ

ek _na0 Ty

Fin (mgediesy & Palesdd
Ganal Llomtar

Berd

Lansf Fol
Forgrimmat
s Brafioadi

[CO

Finall
v, after we finish coding we need to choose the port to which our Arduina is connected

v ¥ bdurolire

L]

@“LQ”CQ &,

% U:a@ (-h

LAk §

Lobra Duarslameyt o' kT mrgeld

Rothera aumba o0 sy wf bTrmwgal
Lobang Mg w/ ATreguld

Redare ove w ATrepi 8

Ledang Megh 0 o e £0T
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Uit drdune o Smeptll

Bedumg B2 or Frz Ml T4 10 M) LT |
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Rodene NG o s o ETregid
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Wireless Networks (Internal Lab)

Experiment: 5 %=k
Wireless communication using Arduino boards.

1.10bjectives:

1. To be able to use the Arduino board to send and receive data using RF modu!es._
2. To be able to use the Arduino board to connect and communicate through Wi-Fi networks.

1.2 Equipment’s:

®  Personal computer with Arduino IDE installed on it.
* Arduino mega boards.

e NRF24L01 modules

s [ESP8266 Wi-Fi transceiver module

2.1 Theoretical Background:

RADIO FREQUENCY (RF) INTRO:

RF is an alternating current which if supplied to an antenna, will give rise to an electromagnetic
field that propagates through space, Over 40 million sysfems manufactured each year utilizing low-
power wireless (RF) technology for data links, such as: telemetry, control and security, Cordless
and cellular telephones, radio and television broadcast stations, hand-held computer and PDA data
links, wireless bar-code readers, wireless keyboards for PCs, wireless security systems, consumer

electronic remote control, etc.
RF CHARACTERISTICS

—se Low power: Typically transmit less than 1mW of power
Good operating range: Operate over distances of 3 to 30 meters
e Supports data rate up to 1-2 Mbps

o Penetrates walls
o Does not require a direct transmission path (as opposed to IR)

Wireless networks (Internal Lab)
Prepared by Eng. Salah AbuGhalyon



'II 7 fK:'rth ﬁac(péf \A\QMW
y —  _plw

NRF24L01

/ e The nRF241L01 is a sin

designed for ultraJow gle chip 2.4GHz transceiver with an embedded baseband protocol engine

Power wireless applications.

* ThenRF24LOL is configured and operated through a Serial Peripheral Interface (SPI.)

The air data rate supported by the nRF24L01

: ‘ is configurable to 2Mbps. The high air data rate
combined with two power saving modes mak 5 P :

i - wer

designs. es the nRF24L01 very suitable for ultra-low po
Connecting the RF module to the Arduine: Sunrom.com Model: 3960 5.7mm .
Rl G"-‘-"ND E{ HQ_[miso
s ->@ 5 0SI1{SCKA"]
* CIN-ID BACSN |CE
* SCK->(13) VCC |GND
e MISO ->(12) .
¢ MOSI- 0

Arduino coding:

X
™« #include <SPL.h> / needed Libraries )WT 7 &\
’

™. ginclude "RF24.h" o 5 eeoALl
(.;-M wnm‘ﬁ\dej'\*:egu vr T
\(ifcc-nst Lint64_t\myAddresS=UXEBE8FOFOEALL; // Vgr?te Same Address of Transmitter , the "LL" at he end of

’lri:u. the constant is "LongLong"type  © vwaﬂ—-——

Sy X
\3F24 ngadio (x, y); /! Create an instance of a radio, specifying the CE and c}é( pins (x,y).

sfj\kf{)-@W-BmyR::n:lio,begir'l(]: /1 Start up the physical nRF24L01 Radio L—’) X
« myRadio.setChannel(x); // set the Radio Channel
)\ » myRadio.setPALevel(RF24_PA_MIN),// Set the PA Level low to prevent power supply related issues
& m Radio.openWritingPipe{mme_—?{ hder

U =

. rﬁyRadio.openReadingPipeﬁ,—n_ﬂj;Address); /| Use the first eniry in array 'addresses’ (Only 1 right now)

S
GM{%\‘[J“.U-”} {eh‘?
) & G nela=
b ﬁ\)b‘!_
Y
r —
f%lc.ss networks (Infernal Lab) ! . Y v
Prepared by Eng. Salah AbuGhalyon - ) ¢ L.qs:;" T
] i yin £ Ln (L‘} w4 . o
adaakt! aad g adie! kec.v et e Py Cs)

Uyt gs w2

kv}ﬁ”" - g2 b2r) 035 o 3 Lln)
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ESP8266:

The ESP8266 is a low-cost Wi-Fi microchip, with built-in TCP/IP netwurking_ software, ang
microcontroller capability. The ESP8266 has a powerful enough on—boardlprqcesslng .and Slorlage
capability that allows it to be integrated with the sensors and other application specific devices

- oy —

through its GPIOs with minimal development up-front and minimal loading during runtime. Its high
degree of on-chip integration allows for minimal external circuitry, including the front-?nd 'modu]e,
is designed to occupy minimal PCB area. The ESP8266 supports APSD for VoIP applications and

Bluetooth co-existence interfaces, it contains a self-calibrated RF allowing it to work under all
operating conditions, and requires no external RF parts.

Connecting the ESP8266 module to the Arduino:

{

After the proper connection of the VCC and GND pins you can connect the RX, TX!tb any pins then
the communication between the Arduino and the ESP8266 module will take place through a serial
software interface the baud rate should be synchronized and the each string should end with \r\n which

is referred to as “MN_I;_S_L_C_E:‘ in the serial monitor. Below is the list of the basic commands to connect
to Wi-Fi network:

Moy, 2312 22"

o B'é\% )
(ﬂej

i

Command Description Set/Execute i Parameters
AT+RST restart the module
AT+CWMODE __| wifi mode AT+CWMODE=<mode> 1= Sta, 2= AP/G=both_>
AT+CWLAP list the AP ATHCWLAP [ . .ooveed
AT+CWJIAP join the AP AT+ CW AP =<séid=> </pwd = ssid = ssid, pwd = wili password
AT+CWQAP quit-the AP AT+CWQAP N
| AT+CIFSR Get IP address AT+CIFSR
AT+ CIPMUX set multiple AT+ CIPMUX=<mode> 0 for single connection 1 for
connection multiple connections
AT+CIPSERVER | set as server AT+CIPSERVER=smode>{,<port> ] mode 0 to close server mode,
' T | e mi mode 1 to open; port = por
AT+PING Ping an address AT+PING=<ip>
AT+CWSAP Setthe ATHCWSAP=<ssid> <pwds,<chl> <ecn>{,<max <s5id>: string parameter showing
configuration of an | conn®]|,<ssid hidden>] SSID of the AP,
ESP32 SoftAP.

<pwd>: string parameter showing
the password. Length: B - 63
bytes ASCII.

<channel>: channel ID.

<ecn>: encryption method; WEP
is not supponted.

0: OPEN

2: WPA_PSK

3; WPA2_PSK

4 WPA_WPA2_PSK

[cmax conn>): maximum number
of stations that ESP32 SoftAP
can connect. Range: [1,10).

[<ssid hidden>]).
0: broadcasting SSI0 {default).
1: not broadeasting SS10.

S
Wireless networks (Internal Lab)
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WU 4
Corsk  Uink4U_)L N

Q0D OQOOQH LL

TT— LW
RP 2 hjﬂwlio (x,cﬁ)
She ()
Sw;'cl"bﬂaﬂ'n (‘;ldoo) ;
"Redhe - beya()

wor ™ Poddo -0pen Pedivg Bife. (1, X92):
ek — pon Reodivg Pipe (1, XYL ),
— mﬁ%&oﬂ%m}wﬂg;

@V 5 1w Rodis. oponwilie Prpenyz) ;
3

loop ()
1 “ )
Shﬁgﬂdﬁ& wive ===~ Wor
= — | dhawr 5[5 %T
g Rodle- Resd (25 10) 2
S ik 0 ain T
3
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Experiment: 6 W/5
Packet sniffing to Raspberry Pi

1.10bjectives:

1. Introduce the Raspberry Pi boards.

2. Being able to write and run simple python code in raspberry pi.
3. Being able to sniff and parse packets using scapy in python

1.2 Equipment’s:

¢ Personal computer.
¢ Raspberry Pi 4 Model B boards.

2.1 Theoretical Background:

Raspberry Pi is an Ultra-low-cost credit-card-sized single-board
Linux computer. Raspberry Pi developed by Raspberry foundation
(UK), is a small, powerful and lightweight ARM based development
board or a computer which is able to perform operations similar to a PC.
The powerful graphics capabilities and HDMI video output make it ideal
for multimedia applications such as media centers and narrowcasting
solutions. With access to the internet, through Ethemnet or Wi-Fi and a
high definition output, the Raspberry Pi is an incredibly versatile piece
of computing kit. The Raspberry Pi is based on a Broadcom chup that is
based on ARM. It does not feature a built-in hard disk or solid-state
drive, instead relying on an SD card for booting and long-term storage.

This single board computer is inexpensive yet comes packed with
Ethernet, USB, a high powered graphics engine, digital /O ports and
enough CPU power to accomplish your projects. The Foundation
provides Debian and Arch Linux ARM distributions for download.
Tools are available for Python as the main programming language.

Wireless networks (Internal Lab)
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2.2 Features of Raspberry p; board:

Processor

Broadcom BCM2711
, quad-core Cortex-
A72 (ARM v8)

64-bit SoC @ 1.5GHz

Connectivity 2.4 GHz and 5.0 GHz IEEE 802.1 1b/g/nfac

wireless

LAN, Bluetooth 5.0, BLE

Gigabit Ethernet

2 x USB 3.0 ports

2 x USB 2.0 ports.

GPIO Standard 40-pin GPIO header

(fully backwards-compatible with previous
boards)

Video & sound 2 = micro HDMI ports (up to 4Kp60
supported)

SD card support | Micro SD card slot for loading operating
system

and data storage

Input power 5V DC via USB-C connector (minimum
3A1)

5V DC via GPIO header (minimum 3A1)
Power over Ethernet (PoE)—enabled
(requires separate PoE HAT)

processor

\ Gigabit

Ethernet

J 3
usg-C

Power supply

W uss3

Micro HDMI Ports e S
Supporting 2x 4K displays
usB2

Figure 1: Raspberry Pi Board

Wireless networks (Internal Lab)
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3.1 Raspberry Pi 0S:

i imized

Raspberry Pi O is a free operating system based on D, e for

for the RaspberryPi hardware, and is the reconunc'nded operalg:)go Yy .

rormal use on a Raspberry Pi. The OS comes with over 35,000 pa gour
precompiled software bundled in a nice format for easy installation on Yy

Raspberry Pi.

evelopment, with an emphasis on

Raspb Pi OS is under active d
ving of as many Debian packages as

improving the stability and performance
possible on Raspberry Pi.

3.2 Python:

Python is a powerful programming language that’s easy to use easy 1o
read and write and, with Raspberry Pi, lets you connect your project 0 the
real world. Python syntax is clean, with an emphasis on readability, and uses
standard English keywords

3.3 Thonny:

The easiest introduction to Python is through Thonny, a Python 3
development environment. You can open Thonny from the desktop or
applications menu. Thonny gives you a REPL (Read-Evaluate-Print-Loop),
which is a prompt you can enter Python commands into. Because it’s a REPL,
you even get the output of commands printed to the screen without using
print. In the Thonny application, this is called the Shell window. You can use
variables if you need to but you can even use it like a calculator. For example:

> 1 + 2

3

»»> name = "Sarah"
»»» "Hello " + name

'Hello Sarah'

Thonny also has syntax highlighting built in and some support for auto
completion. You can look back on the history of the commands you’ve
entered in the REPL with Alt + P(previous) and Alt + N (next)

Wireless networks (Internal Lab)
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3.4 Basic Python usage:

Hello world in Python:

print(" "
Some languages use curly nt({"Hello worid")

braces {and }

Simple as that!

for i in range(10):
print("Hello")

If statements: You can use if statements for control flow:

name = "Joe"
if len(name) > 3:
print (“Nice name,")
print(name)
else:
print{name)
print ("That's a short name, ")

3.5GPIO in Python

A powerful feature of the Raspberry Pi is the row of GPIO (general-purpose input/output)
pins along the top edge of the board. A 40-pin GPIO header is found on all current Pi boards
(unpopulated on Raspberry Pi Zero, Raspberry Pi Zero W and Raspberry Pi Zero 2 W). Prior
to the Raspberry Pi | Model B+ (2014), boards comprised a shorter 26-pin header. The GPIO
header on all boards (including the Raspberry Pi 400) have a 0.1" (2.54mm) pin pitch.

' ™
IV power 5V power
GPIO 2 {$D4A) = 5V power
GPIO 2 (5CL) Ground
GPIO 4 (GPCLKD) GPO 14 (TXD)
Ground & GPIG 15 (RXD)
GHO1T o + GPO1BPEM_ LK)
GPig 27 Ground
GPIO 22 GPO 23
VI powar o GPID 24
GPID 10 (MOSI) « G d
GPIO 9 (MIS0) o GPID23
GPIO 1Y {SC1K) GPID & (CED)
Ground GPIO T (CE1)
GPIO 0 (ID_SD) & GPIC (ID_SC)
GPIDS Ground
GPIDG & o GPIO 12 (PWKD)
GPID 13 (PwM1) Ground
GFIO 19 {PCM_F5) o « CPMO16
GPIO 26 GO 20 (PCMLDNN)
Ground GPIO 21 (PCNM_DOUT)
o 7

Figure 2: Raspberry Pi board GPIO

Wireless networks (Internal Lab)
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lling GPIO devices
dthedocs.i0-

ed with contro

. i ake ;
Using the GPIO Zero LbiE hensively documented at ggmzcro.rca
code:

with Python. The library is compre :
To control an LED connected to GPIO17, you can use this

—

from gpiczeroc import LED
from time import sleep
led = LED(17)
while True:

led.on{)

sleep(1)

led.off()

sleep(1)

g it easy to get start

Run this in an IDE like Thonny, and the LED will blink on and off repeatedly.
LED methods include on (), off (), toggle (), and blink ().

3.6 Python Dictionaries:

A dictionary is a collection which is ordered, changeable and do not allow duplicates.
Dictionaries are written with curly brackets, and have keys and values. Dictionary items
are presented in (key:value) pairs, and can be referred to by using the key name and The

values in dictionary items can be of any data type.

thisdict = {
"brand": "Ford",
"alectric": False,
"year": 1964,
"colors": ["red", "white", "blue"]

}

4.1 Scapy Library:
-ﬁ

Scapy is a Python program that enables the user to send, sniff and dissect and forge network
packets. This capability allows construction of tools that can probe, scan or attack

networks.

Scanning| |Fingerprinting

N\

Testing Attacking
\ Y
LPacket forging Sniffing

Wireless networks (Internal Lab)
Prepared by Eng. Salah AbuGhalyon



prn in the above prototype indicate the
packet, while the filter controls the typ
and the store controls wither the packet is to be stored or not.

AR

Shove= C’,)

e =

‘l‘l o 21,

LI e~

Packet summary () and show () Methods:

A oyl

name of the function that is used to parse the snifl
¢ of the packet to be passed to the parsing function

@

Using the summary () method will give us a quick look at the packet's [ayers:

53> pkt[8].summary()

‘Ether / IP / ICWMP 172.16.20.18 » 4,2,2.1 echa-

request @ / Rauw'

But if we want to see more of the packet content

)

L £

G E
>33 pkt » W
###[ Ethernet ]##

type= @x880

s IP Jand
version= 4L
ihl= 5L
tos= @x@
len= 84
id= 57299
flags=
frag= 6L
ttl= 64
proto= icmp
chksum= @x@
src= 172,16.20.19
dst= 4.2.2.1
\eptions\

saal ICMP J#EH

cade= 8
chksum= @xd8af
id= @x9857

seq= ex@
#u#[ Raw JR#H

dst= 08:24:97:2e:d6:¢O
spc= 98:@@:16:aa:bbicc

type= echo-request

|

Pk Lo V).

-<h
S S

pmcked-}

s we use the show () method:

§3¥;
Skt
- dst

=SFOVL
- dpovi

s ko[-

Proy

Foiw scogy- ol i)

|

b

Sniff function: With “Snif; f*function“ we can easily capture some packets or even clone
tcpfiump or t.shaJ_'k. Eu.h-?r one interface or a list of interfaces to sniff on can be provided. If
no interface is given, sniffing will happen on conf.iface:

sniff( iface="wifie", [pro=funcT filter="ip"Ato J
i;; - B L i {éi—fg'ﬁf}

"4 2.14 8- 2o0-|

D

41

\'humj

Wireless networks (Internal Lab)
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= Wireless Comes of Age

x Guglielmo Marconi invented the wireless
telegraph in 1896

» Communication by encoding alphanumeric characters
in analog signal

» Sent telegraphic signals across the Atlantic Ocean
» Communications satellites launched in 1960s

= Advances in wireless technology

» Radio, television, mobile telephone, communication
satellites

s More recently

n Wireless LAN networkmg, cellular technology, WS
WPN, WMN -




_ \\'

g Shifting Trends

= The edge of the internet 'becoming Wirgleg,

i oy .'\‘-. »
: !% ﬁ :“I‘\\'

[} \}\\l 'ﬁj .

= Single-hop networks




]

e Broadband Wireless Technology

» Higher data rates obtainable with broadband
W1reless technology

o raphlcs <V1deo audlo

= Shares same advantages of all wireless services:
convenience and reduced cost

» Service can be deployed faster than fixed service

= No cost of cable plant

» Service is mobile, deployed almost anywhere
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_ Many Benefits due to Wireless
: O T

(
5 . . \-J o
= Significantly lower cost
= No cable, low labor cost, low maintenance

&

m Fase

= Minimum infrastructure - scatter and play
€
m Unrestricted mobility
= Unplugged from power outlet

®
a Ubiquity

« Available like water/electricity
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- Challenges in the ereless *

=k Technologies ...
rerently broadcast and shared

» Users can impact other users, just by co-location or location vicinity

» Limited capacity; no adding cables to add capacity
= Licensing of spectrum, or ‘collisions’ in unlicensed

= Unpredictable Medium

» Medium is dynamic, even without devices moving

= Devices may be moving

= Attenuation with distance, multi-paths, higher error rates, and unpredictable

channel responses

m Device limitations: battery ok
. Pohtlcs and Incompati




Q1) List and briefly define 4 benefits due to wireless.

1. lower cost (No cable, low labor cost, low maintenance).
2. Ease (Minimum infrastructure). Slall sl i 91 |
3. Unrestricted mobility (Unplugged from the power outlet). J‘J A~ J §an o
4. Ubiquity (Available}).

Q2) List 4 of the challenges (Disadvantages) in Wireless Technologies.

Inherently broadcast and shared.
Unpredictable Medium.

Device hmitations.

el I o

Politics and Incompatible Standards.,



* Transmission Fundamentals
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s 1ime-Domain Concepts

= Analog signal - signal intensi varigei in a smooth
fashion over time dcmet S \appe e RS ——
_\k

= No breaks or discontinuities i;i the signal i
@. ':' EM@I - signal intensity maintains a
é‘“‘f <5 constant leve] for some period of time and then

Wi

(ol

i ) \)\fﬁﬂ( Qus censhond Leogl e
BT changes to another constant level swickh chay G Vopve cihnge Lo obhes
pulilofid 524! L |

» Periodic signal - analog or digital signal pattern
BeGa that repeats over time %ine U

woe,
o st+T)=5(t) -0 <t <400
= where T is the period of the signal ~ GnStand Fine

-

VA 4

diYoi vt
debcrent




" Time-Domain Concepts

wre =_Aperiodic signa] - analog or digital signal

bo%“’ﬂv pattern that doesn't repeat over time Yerden v U

oY
Dsgly) AL

= Peak amplitude (A) - maximum value or

strength of the signal over time; typically
measured in volts -

» Frequency {f)

x Rate, in cycles per second, or Hettzin) at
which the signal repeats

!F iy B 1PN AOLES LaSiac3i ottt o
\C\D[)é HZ

1Hz} C..:—DL:J!
G0l QUG

_ Pz
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**Q21) Define Digital and Analog Signals.

Digital signal: signal intensity maintains a constant level for some period and then changes to
another constant level.

Analog signal: signal Intensity varles In a smooth fashion over time.




© " within a single period of a signal @+ in Gffed tive
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e 1 ime-Domain ;.Concl_?pfsl

= Period (T') - amount of tiwe 4%

I\ﬂuets

£ pml repetition of the 31gnal |
Dositive é—b"-ﬁk R
| T=1f| /Pl . .. @ ‘Jl\—:“

e bslaGuce @ E&(d)) measure of the relative position in time

sWifl ot hee
= Wavelength (A) - dlstance occupied by a single
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~m Or, the distance between two points of corresponding
phase of two consecutive cycles

)
e
=~ s
cLJVUv-. —-_Qi N g \ >
SO ﬁce\,amwﬂghcwﬂl PN tinse ot
e | 1')\\21’1‘6 N % 1P

P _

-



- Sine Wave Parameters

- General sme v,yave
vt s (1) A sin(Zif1 +)
m Figure 2.3 shows the effect of varying each of the
three parameters:
s AQ)A=1,f=1Hz, ¢=0;thus T=1s . 1patrem in 0rCc secofd
= (b) Reduced peak amplitude; A=0.5
= (C) Increased frequency f=2,thusT=1/2 2pa\ten tn on Reced
x (d) Phase §T11ft d) "11/4 radians (45 degrees) \ P"eﬂ LB

= note: 2x radians = 360° = 1 period J Fiwe 0

T= 180
T sl

Ly =8
fg:g s 270
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- Time vs. Distance =}
3 i owly Go L4 el #

= . o [ oo s !
» When the horizontal axis is time, as in Figure 2.3,
graphs display the value of a signal at a given

B Cay

oint in ' i) Ry o
p space as a function of e Y i

» With the horizontal axis in QQCZCéglPhS display ¥~

the value of a signal at a given point in time as a

function of distance
= At a particular instant of time, the intensity of the signal
varies as a function of distance from the source
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Frequency-Domain Concepts

= Any electromagnetic signal can be shown to
consist of a collection of periodic analog
signals (sine waves) at different amplitudes,
frequencies, and phases -

s The period of the total signal is equal to the
* period of the fundamental frequency

v b IV Ouil9 (ff,ieép)d? 0l
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Relationship between Data Rate
_ and Bandwidth

m The greater the bw\ the hlgher the

e ——
1nformat10n carrymg capacit e W

\/-._’—‘

= Conclusions | g Pl
» Any digital waveform will have mﬁmte bandwidth

= BUT the transmission system will limit the bandwidth
that can be transmitted S

» AND, for any given medium, the greater the bandw1dth
transmitted, the greater the cost

~ » HOWEVER, limiting the bandwidth creates dlstomons

by




L Data Communication Terms

= Data - entities that convey meaning, or
information

" 1gnals electnc or electromagnetlc
representations of data

b Jas

& wee @ Transmission- communication of data by
the propagation and processing of signals
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= A continuously varying electromagnetic wave that
may be propagated over a variety of media,
‘depending on frequency o o
» Examples of media:
= Copper wire media (twisted pair and coaxial cable)
= Fiber optic cable |
ET OptIC C;
.= Atmosphere or space propagatlon
= Analog signals can propagate analog and digital
data
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. Digital Signals =~ &%

= A sequence of voltage pulses that may be
transmitted over a copper wire medium

» Generally cheaper than analog signaling

= Less susceptible to noise interference
= Suffer more from attenuation

= Digital signals can propagate analog and
digital data
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Digital Signals: Represent data with sequence Sy i U“%
of voltage pulscs conualef G
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e About Channel Capacity

= Impairments, such as noise, limit data rate
- that can be achieved |

= For digital data, to what extent do
Immpairments himit data rate?

= Channel Capacity — the maximum rate at
_ which data can be transmitted over a given
- communication path, or channel, under

given conditions ohomed ooty N v
deo are N oxiine

ppol e biMale negst)

v iy energd W\ S
O PQA‘;;%

| “ ab"\ﬁ,ﬂ,ﬂ f

rot T ol
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-~ Capacity

w03 U9 e

EVPRTR My g o,

m Data rate.— rate at which data can be
communicated (bps)

= B w - the bandwidth of the transmitted
signal as constrained by the transmitter and the
nature of the transmission medium (Hertz)

= ‘Noise - average level of noise over the

Mﬂg communications path
N
Errorrate - rate at which errors occur

s Error = transmlt l and receive 0 transmit O and
receive 1

T

E]
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Q) What key factors affect channel capacity?

30 g2l Jodlly Jlgw

Bandwidth, noise, and error rate affect channel capacity.
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= For binary 51gnals (two Voltage levels)

il
8 2%@\}( P e

= With multilevel si gnahng

n C=2B log2 Moz ,
—= Sowp
= M = number of discrete signal or voltag Ievels




Signal-to—Noise Ratio

= Ratio of the power in a signal to the power

contained in the noise that’s present at a particular
point in the transmission

= Typically measured at a receiver
m Signal-to-noise ratio (SNR, or S/N)
( SNR)dB ~10log, signal power
noise power

m A high SNR means a high-quality ggld low
number of required mtermedmte repeaters

= SNR sets upper bound on achievable data rate

22 .




Signal:-

Noise:

Signal plus
noise:

Sampling
times:

Data received:

Original data:

%1

0

0 1a¥Eeg

Figure 2.9 EffcctofNoisconaDigimlSignal
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- Shannon Capacity Formula

m Equation:
C= Blog2(1+SNR)

= Represents theoret1cm can be
achieved A

= In practice, only much lower rates achieved:
» Formula assumes white noise (thermal noise)
= [mpulse noise is not accounted for

» Atftenuation distortion or delay distortion not accounted
for |
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Example of Nyquist and Sh ann0nﬁ{

A g
tf.—"?zw 3

RS N

SR |3

LRSS N - /

: N . —y . i
\'«\ \E aa P L T . y -, :
k- S B ‘

S

= Spectrum of a channel between 3 MHz apq

4MHz ; SNR ; =24 dB |
B= 4MHz——3 MHz= |MHz
SNR ;5 =24 dB = 101og10(SNR)

SNR = 251
a Using Shannon’s formula

C =10° xlog, (1+251) ~10° x8 = 8Mbps




3. Damaged KEJ.
Q14) A digital signaling system is required to operate at 9600 bps.

a. If a signal element encodes a 4-bit word, what is the minimum required bandwidth of the
channel?

b. Repeat part (a) for the case of 8-bit words.
Solution:
Using Nyquist's equation: C = 2*B*log2 M, we have C = 9600 bps.

a. logzM =4, because a signal element encodes a 4-bit word Therefore, C = 9600 = 2*B*4,
and B = 1200 Hz
b. 9600 =2*B*8, and B =600 Hz



r Example of Nyquist and Shanny )
- Formulations | ‘

" How many signaling levels levels are required?

Pd (_;Pu_&_)
SN\ C = ZBIOgZM , =

\og W PB
T | S&GKZ‘ZX(;Qﬁ/)x]OgZM

cv&om o\s»ﬂf%
(\‘B M =16
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Q) A digital signaling system is required to operate at 9600 bps.
a. If a signal element encodes a 4-bit word, what is the minimum required bandwidth
of the channel?

Using Nyquist's equation: C = 2B log2M We have C = 9600 bps a. log2M = 4, because a signal element
encodes a 4-bit word Therefore, C=9600 = 2B x4, and B = 1200 Hz

b. Repeat part (a) for the case of 8-bit words.

9600 = 2B x 8, and B = 600 Hz

Q) What key factors affect channel capacity?

Bandwidth, noise, and error rate affect channel capacity.

**Q) Given a channel with an intended capacity of 20 Mbps, the bandwidth of the channel
is 3 MHz. What signal-to-noise ratio is required to achieve this capacity?

C=Blog2(1+SNR)20x 106 =3 x 106 x log2(1 + SNR) log2(1 + SNR) = 6.67 1 + SNR = 102 SNR = 101

**Q) Show that doubling the transmission frequency or doubling the distance between
transmitting antenna and receiving antenna attenuates the power received by 6 dB.

we have LdB = 20 log (4rtd/A) = 20 log (4ndf/v), where Af = v If we double either d or f, we add a term 20
log(2), which is approximately 6 dB.

**Q) An amplifier has an output of 20 W. What is its output in dBW?
Power (dBW) = 10 log (Power/1W) = 10 log20 = 13 dBW



/Class_ifications of Transmission

s Transmission Medium
= Physical path between transmitter and receiver

ﬁ ided Media : o e

» Waves are guided along a sohd medium

= E.g., copper twisted pair, copper coax1al cable optical
fiber

@lded Media] (2>

» Provides means of transmission but does not gu1de
electromagnetic signals

"~ Aﬁ_/ (] . L] ]
» Usually referred to as wireless transmission

——

» E.g., atmosphere, outer space




& Unguided Media

» Transmission and reception are achleved by
means of an antenna

—
———

» Configurations for wireless transmission:
= Directional |

» Omnidirectional




General Fr.equenncwaag ges

'» Microwave frequency range

-@z to 40 EHZ | |

» Directional beams possible =~~~ .

* Suitable for point-to-point transmission
= Used for satellite communications

* Radio frequency range
» 30 MHzto 1 GHz

= Suitable for omnidirectiona] dpplications
® Infrared frequency rap ge
= Roughly, 3x1011 to 2x104 45
. U§ef_u1 in local poj Itipoint applications
Within confiped areas




Microwave

“Terrestrial

a Description of common microwave antenna:
. Parabolic "dish", 3 min diameter
= Fixed rigidly and focuses a narrow beam

= Achieves line-of-sight transmission to receiving
antenna

» Located at substantial heights above ground level
» Applications: | |

= Long haul telecommunications service

= Short point-to-point links between buildings




= Description of communication satellite:
= Microwave relay station

= Used to link two or more ground-based microwave
transmitter/receivers : .

m Receives transrmssmns'dn one ftequency band (uplink),
amplifies or repeats the signal, and transmits it on
another frequency (downlink)

" Apphcauons
= Television distribution
= Long-distance telephone transmission

= Private business networks




oy
A ey

= Description of broadcast radio antennas:
» Omnidirectional

s Ant‘ennas not required to be dish-shaped

= Antennas need not be rigidly mounted to a precise
alignment

s Applications:
s Broadcastradio |
= VHEF and part of the UHF band; 30 MHZ to 1GHz
. Covers FM radio and UHF and VHF television

. N7



Multiplexing

= Capacity of transmission medium usualjy
exceeds capacity requ1red for transnmssmn
of a single signal -
= Multiplexing - carrying multiple signals op
a single medium

= More efficient use of transmission medium
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Reasons for Widespread Use of

Multiplexing

= Cost per kbps of transmission facility
_deCﬁges with an _inc':r_eése_,m the data rate

= Cost of transmission and receiving
equipment declines with increased data rate

» Most individual data communicating

- devices require relatively modest data rate
support




~ Multiplexing Techniques

» Frequency-division multiplexing (FDM)

= Takes advantage of the fact that the useful

bandwidth of the medium exceeds the required
bandwidth of a given signal

s Time-division multiplexing (TDM)
= Takes advantage of the fact that the achievable
bit rate of the medium exceeds the required data

rate of a digital signal
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-Communication Networks
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Networks

—_

Types of Commumcatlon

« Traditional ke

.. e ' | GT
= Traditional local area network (ILAN) i bype

» Traditional %H’e area network (WAN)
L. Swppor' verry lavg&G@?lmPM Ben

i very ‘N

m ngher—speed

5 ngh—speed local area network (LAN)
\ehueen LOY qnd oIV

= Metropolitan area network (MAN) and st : a&m@j@i

. H1gh:§1_)e’§£1_\_v_1ge area network (WAN) bk b
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« Characteristics of WANS

" w Covers large geographical areas
» Circuits provided by multiple carriers
= Consists of interconnected svgihing nodes
= Traditional WANS prov1de modest capacity

= 64,000 bps common J1P Wk
Same = Business subscribers using T-1 service — 1.544 Mbps
ovor common oo et Frze.

m Higher-speed WANs use optical fiber and
transmission technique known as asynchronous
transfer mode (ATMy=>

. 1WPBS common
bigh doda vk

Ws Gsk

32 .



deVICes an
e d prov1des ameans for  wiun bwsss U
ion U
exchange among them o ;’Z;? Lk Yo sl
Tradit o
" _@ itional LANs
s Provide data rates of 1 to 20 Mbps

» High- speed LANS
» Provide data rates of 100 Mbps to 1 Gbps
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» Scope of a LAN is smaller
" LAN -interconnects devices within a Si-[lfgle
building or cluster of buildings
. ore. orP? .
» LAN usually owned by OHW AN

that owns the attached devices ﬁ“’,} A&aﬁmk LON

_ = For WANS, most of network assets are not
owned by same organization

x Internal data rate of LAN is much greater




| | point-
] Ftrercmuli 111)se d in WANs are 1nadequate for

tO- pomt and switched network

tIOIIS
growing needs (;{fwrggn.lza mageiAl T B L
s Need for high capacity and low costs over largg

= MAN provides: 508 Busge Gita 2 |
= Service to customers in metropolitan areas
= Required capacity

= Lower cost and greater efficiency than equlvalent
service from telephone company
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» Switching Nodes: ?nwhn e

Ltez::ﬂt "@rmedlaﬂ elswitching device that'moves data

d;“:off;’ ;{‘i’::“'m = Not concerned with content of data  Jéay,.
m Stations:

= End devices that wish to communicate

Comeof. " Each station is connected to a sw1tch1ng node
il g

. ‘“““"‘dﬁfi Communications Network:

» A collection of switching nodes
— and Sruhund

34 .




‘ g .
K-( Mainframe prwg:ﬁt\‘- a ‘4_’)‘\‘59

Link ek otn

\wo switueg node C-DP 72/3 dedecnked
ont Sh ‘ Por Hhe stakion ¥nok Rl @nnetled
amMony Figure 3.3 Simple Switching Network T o hajpe Seperated
4 PPeved shokion ’ WW both For Link ov Gonheckion
' ) ‘el/&lr_.,} sheadion i O? eaoh dy OF- Shuhion
—_— ' 50 _ no Pollwg (Lgeﬂ‘ ) T catt W} Hais
1,2,23 node

=& Observations of Figure 3.3




1,2,3 hMo Bollwg (Lgeul ) Lok support Huis

and 7)

m Some nodes connect to one or more stations

= Node-station links usually dedicated point-to-point
links =
» Node-node links usually multiplexed links
» Frequency-division multiplexing @)
= Time-division multiplexing (IDM)
» Not a direct link between every node pair

= Network is not fully connected
= More than one path is desirable for each pair of stations

nel- dec]icw'fcl
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Techniques Used in Switched
Networks
@ dolla sewd | L. L. edcdicomd suate
ena 10 o™ ClICUIt SWICHING wset 3 shveur
(R o
ek packhzg " Dedicated communications path between two
. . T C . nobe (dwen)
‘stations , iy
= E.g., public telephone network
= IliE:ket SWitChillg W5hw{& k,s%& "h‘ potkd- no &(,5 —
= Message is broken into a series of packets ‘Q@\Qﬁ:‘;’
= Each node determines next leg of transmission b&&%’
for each packet y
O 2
ol OV
Q%t\(\\oe_& e
\’-\Vlrmu.l‘ IV
D]’\QQF—‘(‘ n*F F;rﬁ111.f v S T, (N, SN




vo oMev  ® Anend to end circuit is established through switching
i‘“}w © “nodes (edicate path) ‘=5 5 aX
o" Routing information, Availability, Cost @ s
- 3
date, semd ©® Infomatlo&Transfer tn shree (s ) SA eﬂ\
ol as  Sheen = Information transmitted through the network
ol d‘;ﬁ”{;:j;‘;i‘ = gata may be analog voice, digitized voice, or binary
0 AN A 3 z._—a-t—a . ' / '
O Satm wiey ® Clircuit disconnect  velox Veswre
lt:g ‘ﬁ{‘g‘”“’“ » Circuit is terminated (requested by one of the stations)

R
<

Phases of Circuit Switching

m Circuit establishment = selup phase

= Each node deallocates dedicated resources

36
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Components of Puplic
i TeleCOmmunications Network

s Subscribers - devices that attach to the network;
mostly telephones

s Subscriber line - link between subscriber and
network
= Also called subscriber loop or local loop
» Exchanges - switching centers in the network

= A switching centers that support subscribers is an end
office

s Trunks - branches between exchanges
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Disadvantages of Packet
g SWitching -
. \;u%« pYOSEA&J A e

" u Each packet switching node 1ntroduces a flﬂﬂ’
= Overall packet delay can vary substantially:

» This is referred to as jitter i )

» Caused by differing packet sizes, routes taken and |

varying delay in the S\Ygﬁ:g}%se ko) oy ool

oV,

» Each packet requires overhead informafion

= Includes destination and sequencing information
= Reduces communication capacity

smack \s» w More processing required at each node (inkelly mt‘

inkey me_%eﬂd, S nod¢
node
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Packet SW1tch1ng Networks -



bl pom and
— RN \

X . LG
Packet Switching Networks -
MM : 5 endlr\rww_ﬁ‘,\ Aﬂeem Dt

3 o o R twkeumedil)) d e J) Cup
P nagf .
= Each packet treatéd indepenc ently, without

reference to previous packets |
= Each node chooses next node on packet’s path
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desly, oAy arrive out of sequence

: Lo .
mrestores packets to original order

| » Responsibility of exit node or destination to detect
== loss of packet and how to recover
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this route
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o Virtual Circuit

T

Packet Switching Networks ~

= Advantages:

a Packets arrive in original order
L et ,
= Packets arrive correctly (€.g. retransmission)

a Packets transmitted more rapidly without
routing decisions made at each node
Lreds g)lf’ocegéq-,\,s

{a) L-packet message M z-packel message {£) S-packet message (d) H)-packet message
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Q6) Explain the difference between datagram and virtual circuit operation,

1.

In virtual circuit, we have a call setup to establish a path for all the packets, then all the
packets go through the same path. They reach the destination ordered. This is faster than
datagram switching.

In the datagram approach, each packet is treated independently, and doesn’t follow the
same path as the one before, the packets reach the destination unordered, it is slower than
virtual circuit, but it does not require setup phase, and it is more reliable in case of failure.




*Q26) What Is the difference between Clrcuit switching and Virtual Clrcuit switching? Which one has a
higher efficlency?

1, Circult switching: does not split data Into packets, It streams the data. Path |s dedicated and other
connections can’t use the resources until it is released. It Is faster (less delays) but less efficient.

2, Virtual circult switching: splits data into packets and sends them. Path s not reserved, other
connections may send data through it, which introduces delay (buffering delay at switching nodes). It Is
slower but more efficient.
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Q7: Define the following parameters for a switching network:
N = number of hops between two given end systems

L = message length in bits

B = data rate, in bits per second (bps), on all links

P = fixed packet size, in bits

H = overhead (header) bits per packet

S = call setup time (circuit switching or virtual circuit) in seconds

D = propagation delay per hop in seconds

For N=4, L =3200, B = 9600, P = 1024, H = 16, S = 0.2, D = 0.001, compute

the end-to-end delay for circuit switching, virtual circuit packet switching, and datagram packet
switching. Assume that there are no acknowledgments. Ignore processing delay at the nodes.

Circuil Switching
T = C;+ C, where

C, = Call Setup Time

C, = Message Delivery Time

C, = S=m02

C, = Propagation Delay + Transmission Time
m NxD+ L,B
= 4 x 0.001 +3200/9600 = (.337

T = 02+0337 = 0537 sec

Datagram Packet Switching
T = D +D,+D;+D, where 4 Ds -> number of hops

D, = Time to Transmit and Deliver all packets through first hop

= Time to Deliver last packet across second hop
D, = Time to Deliver last packet across third hop

= Time to Deliver last packet across forth hop
here are P=H = 1024 = 16 = 1008 data bits per packet. A message of 3200 bits
equires four packets (3200 bits/ 1008 bits/ packet = 3.17 packets which we round
P to 4 packets).

(1024/9600) + 0001 = 0108 1 tagram delay (0.752 + 0.2 = 0.952)

0.732 sec

D, = 4xt+pwhere 4->number of packets

t = transmission time for one packet

B - pm?a ation delay for one hop

, = 4x(P/B)+D

= 4 x (1024/9600) + 0.001
= (0428

D, = Dym D/ =t+p
= (P/B)+D For virtual circuit delay, add call setup time to
L
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L Key Features of a Protocol
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~a/ Timing| ’
= Includes speed matching and sequencing
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~ Agents Involved in
= Communication

i
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» Exchange data between computers (e.g.,
electronic mail)

= jComputers ] wer shakion

x Connected to networks

—
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= Transfers data from one computer to another
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= OSI Session Layer
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ey pod (4,

sesshion, Hewe communication between applications
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OSI Transport,Layer | hr“"“‘{f{ dos” ey

m Provides reliable, transparent transfer of
data between end points

» Provides end-to-end error recovery and flow
control
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= OSI Data link Layer . w+ odwge
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m Provides for the reliable transfer of
information across the physical link

= Sends blocks (frames) with the necessary
synchronization, error control, and flow
control
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_OSI Physical Layer

= Concerned with transmission of
unstructured bit stream over physical
medium
m Deals with accessing the physical medium:
= Mechanical characteristics
s Electrical characteristics
s Functional characteristics
s Procedural characteristics
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Q8) **What are some advantages to layering as seen in the TCP/IP architecture?

TCP is less complex than OSI model because it uses less layers.

Q9) List the major disadvantages of the layered approach to protocols and give a solution to it.

1. Having many layers requires us to add lots of headers and control information, which is
an overhead that takes away from the capacity of the channel.

2. Encapsulation and decapsulation take time.

3. It makes the system more complex.

One solution could be merging multiple layers into one layer, that way it removes complexity

and overhead.

** Q10) A TCP segment consisting of 1500 bits of data and 160 bits of header is sent to the IP
layer, which appends another 160 bits of header. This is then transmitted through two networks,
each of which uses a 24-bit packet header. The destination network has a maximum packet size of
800 bits. How many bits, including headers, are delivered to the network layer protocol at the
destination?

Data plus transport header plus internet header equals 1820 bits. This data is delivered in a
sequence of packets, each of which contains 24 bits of network header and up to 776 bits of
higher-layer headers and/or data. Three network packets are needed. Total bits delivered =
1820 + 3 x 24 = 1892 bits.



b. (EIRP)=Pt x Gt = 0.1 W x 351.85 =35.185 W

C.

B _@r)y(d) _(Ad) _ (ed) _ 35 604616+ 1000 = 32,654,616,000
P~ GGAX AA [AA

r

10 log(32,654,616,000) = 105 dBm
The transmitter power, in dBm is 10 log (100) = 20 dBm

The available received signal power is 20 — 105 = -85 dBm



Y Resh

"TCP/IP Architecture Dominance

s TCP/IP protocols matured quicker than
similar OSI protocols B

= When the need for interoperability across
networks was recognized, only TCP/IP was

available and ready to go
d OSI model is unnecessarily complex
: Accomphshes in seven layers what TCP/IP
does with fewer layers
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EIntemetworkm g Terms
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**Q25) What is the difference between the bridge and router?
Bridge: used to connect two LANs that use similar LAN protocols.

Router: used to connect two networks that may or may not be similar.
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.. Radiation Patterns. -

Radiakion 0\ 06t ™ Radiation pattern
atydmal 0%°  » Graphical representation of radiation properties of an antenna
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_ Sky Wave Propagation

s Signal reflected from ionized layer of atmosphere
back down to earth

= Signal can travel a number of hops, back and forth

betwsen ionosphere and earth’s su&’ace
o (Gru-nn N

n Reflection effect caused by refraction
e — ——

s Frequencies up to 30 MHz

s Amateur rad_i_o
s Internati cast radio
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= Line-of-Sight Propagation

= Transmitting and receiving antennas must be
within line of sight:
= Satellite communication — signal above 30 MHznot
reflected by ionosphere
~#& Ground communication — antennas within effective line
Of site due to refraction (iedic hocitent
s Refraction —bending of microwaves by the
atmosphere '
= Velocity of electromagnetic wave is a function of the
density of the medium
. When wave changes medium, speed changes
. Wave bends at the boundary between mediums
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Line-of-Sight Equatlons
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» Effective, or radio, line of sight \

g =3 .57 KR

LCG%\SM )
= d = distance between antenna and horizon (km)

= /1 = antenna height (m).

» K = adjustment factor to account for refraction,
rule of thumb K = 4/3 B
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= 1sotropic Source creates electromagnetic energy
of power P.
= A spherical wave is created towards all directions
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o Free Space Propagation

= If the receiver has an effective area A. , then
the received power will be:

P S of becivea
P — O\annq
r _€
47r?
oS e et Lxﬂ.n.auq)
anlrenna W\

O)G'..L’v‘\




| s

=& Free Space Propagation

ISR R AR, T8

isotropic directive gain pattern
3dB
beamwidth
3 dB P Uld”_

= Effective Isotropic Radiated Power (EIRP)=F; G;

2
= Effective area of an antenna: A = [ _ﬂ_ ] G
° \4r) —
Qveckondd b Vewer A\ Gy

Wansimd o

|  — — 710




% EI I e
1R
ML L
t Vo
o - Ly
P A, AT
5
b
?ﬂ“ I'
H ‘!
i
AR

Free Space Progqgati_on

Received power is equal to

- P
Pr:PtGr D Gr
_4ﬂ'r_
vyt =
_ attenuation is equal to  (veoved gl strergh)
2 sy ) Fo
d GG[ £ Ve gl g
A : x
x OF




- *é il 7 hﬂ!f_ : |
— Ul = logy Ter 3 el :
— Wﬁ Feove and
[ e
o Mok woded
2- SignoA
- 2_&31 Ground Reflection Model
_ T IH““‘: ---------- Qh{)ve %WWﬂd C&'ﬂd 1 l\ﬂlfc ‘r’eﬂtc@m erah\_ (am“h‘
T
w e S
: e ey f g
h2h2
s then P =PGG, g1 e
d’ 3 wiynu
; AL
= Note: P ; lﬁffffla
, 3) ghodd) ¢ Prgn bt
= No longer depends on wavelength (d>>ht)

svened )

s Drops off as 1/r4 instead of 1/r2
decress in wove bube Yo

13



Sgis -

Categories of N01se
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= e

L Thermal Noise

= Amount of thermal noise to be found in a
bandwidth of 1Hz in any device or

conductor 1s:
POng)\N\v\A}t\;\a
Rom dwes
ceswes e Ny =KkT (W/Hz)
v o’ Q\"’ﬁ“"“d
s Ny= noise power density in watts per 1 Hz of
bandwidth AM

= k = Boltzmann's constant = 13803 x10B J/K
re, in kelvins (absolute temperature)

= T = temperatu |
l;in(‘,; I;'C-+l73j_




Thermal N o1se

m Noise is assumed to be independent of frequency

= Thermal noise present in a bandwidth of B Hertz
(in watts): ML eyt

N =KkTB
or, in amomcmm.ém:m“
N =10logk +10log T +10log B
—_228.6dBW+10log 7T +10log B

—




** Q17) What is the thermal noise level of a channel with a bandwidth of 10 kHz carrying
1000 watts of power operating at 50°C? Compare the noise level to the operating power,

N=KTB =4.46* 10~-17
SNR = 1000/ (4.46 * 10~-17) = 2.243 * 10719

T(k) = T(c)+273.15=50+273.15

T(k) =323.15

N =-228.6 dBW + 10log(T)+10log(B)
N =-228.6 dBW + 25.09 + 40 = -163.51
NdB =-163.51

** Q18) If the received signal level for a particular digital system is -151 dBW and the
receiver system effective noise temperature is 1500 K, what is Eb/No for a link transmitting 2400
bps?

(Eb/N0) = SABW - 10log (Data Rate) - 10log (temp) + 228.6 dBW

(Eb/NO) = -151 dBW — 10 log 2400 — 10 log 1500 + 228.6 dBW = 12 dBW

(Eb/NO) = 12 dBW
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** Q12) What is the difference between diffraction and scattering?

Diffraction: occurs at the edge of an impenetrable body that is large compared to the
wavelength of a radio wave.

Scattering: occurs when an incoming signal hits an object whose size is in the order of the
wavelength of the signal or less.

Reflection: occurs when a signal encounters a surface that is large relative to the wavelength of
the signal.

Q13) Name and briefly describe four types of noise.

1. Thermal Noise: due to agitation of electrons, Present in all electronic devices and transmission
media, cannot be eliminated, white noise, particularly significant for satellite communication.

2. Intermodulation noise: occurs if signals with different frequencies share the same medium, so
we also receive the sum and difference of these signals.

3. Crosstalk: unwanted coupling between signal paths.

4. Impulse Noise: irregular pulses or noise spikes, short duration and of relatively high amplitude,
Caused by external electromagnetic disturbances, or faults and flaws in the communications
system.

** Q14) What factors determine antenna gain?

1) Frequency of the signal (f)
2) Effective Area of the antenna (A)

** Q15) What is the primary cause of signal loss in satellite communications?

Free space loss.

** Q16) A microwave transmitter has an output of 0.1 W at 2 GHz. Assume that this transmitter is
used in a microwave communication system where the transmitting and receiving antennas are
parabolas, each 1.2 m in diameter.

a. What is the gain of each antenna in decibels?

b. Taking into account antenna gain, what is the effective radiated power of the

transmitted signal?

¢. If the receiving antenna is located 24 km from the transmitting antenna over a free

space path, find the available signal power out of the receiving antenna in dBm units.

a. From Table 5.2, G = 7A/AA2 = 7AfA2/cA2 = (7xnx(0.6)A2x(2x1079)A2]/(3x1078)A2 = 351.85

then GdB = 25.46 dB
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= Can be applied to transmissions that carry analog
or digital information

= Analog voice or video
= Digital data, digitized voice or video
= Used to combat intersymbol interference

= Involves gathering dispersed symbol energy back
into its original time interval

m [echnigues:

s S ,
= Lumped analog circuits ovde Fo Spavd mul b puth

80

Py Yur in phove 'siufi
= Sophisticated digital signal processing algorithms Qs
WD SCE Y)9ps (O Exba Hw
@ Preed
_n:ﬂwn\wamﬁ \;



R S o — -,—-;-,T:-;j_—':?:'.'.‘ﬂfh:""'r"..':“:}?
/"""-_ \
| Yse n S{)G\GQ of Ereci,ov Fnay

=l Diversity Techniques

My - e,

= Diversity is based on the fact that individual
channels experience independent fading events:
. i X 1 oy 0 " . . .
o O % pace-diversity  techniques involving physical
L transmission path | '

' ..' _f_@qnency diversity — techniques where the signal = Seq ?ag

&Nl

do - vep Uf
- 1s spread out over a larger frequenpzbag@%gfg or %] ,,,;: rend
" carried on multiple frequency carriers reay.

" Tim@diversity - tﬁ:chniqug;ﬁ ?t{nbzcil at spreading
the data out overtime &% 113 m
Conke (i en P PLY Padkd: s.5sL 4 t

Sy 52

elvov HLp B, l
awe VY (o bl .
A ' . G sk ket
DU a9 (i
h}U ‘ﬂ (-c,u Cal (A 90 ~ a8 B
ThT T

_ S
/ ¥

oG e VY (5 s 52 L
LA e e 4
dR 3= GoSv Y 0{;‘_"{“.




oDl Ve 5 e °..;‘-L

QTR o)y el
: U cne \|
’ bakeh

Coding and Error Control '

R IR A T T

_ & o
ter 8 P
Chapte | &};




:1::- hu et o = Block of data W1th error is discarded Eﬁﬁ:jﬁu
e el spon hog = Transmitter retransmits that block of data Tkvemhm-
wveglves: ¢ Same hoc
eotn gy @ W EITOL correction codes, or forward l’fi"ﬁ b

ektol

~ Coping with Data Transmission
B at EIT OIS y : R CA ’Q'"'

3 paekhod ey : P

@ a Error detection codes 9 having enon in veave gut,
= Detects the presence of an-error
'@ = Automatic repeat request (ARQ) protocols

#* correction codes (FEC) ~ @vred ercor wl

Veuiver wilhout
= Demgned to detect and COITECE EITOTS asking sendey
ko vepel- Hrunsigion

—
——

-~

%
L0v




..... A

~am s
- -
e ]
ok B
unehl
. =
B A

~=e Error Detection Probabilities

1t1 . Loray Vb om Yeouk
m Definitions: B Mporiad E_M
ol ity -ﬂwmn Probability of single W: error amwm Qanto
—a¥el Dol . m < - - .
b -\-Ph) wuw : Probability that a frame arrives with no bit
errors Vegive onc kst

waMaevh net ey
st (o omo ™ L2+ While using error detection, the probability

D

oral ol

awor detecti,,. that aframe arrives with.one or more ~ ¢b .ﬂ.w‘\.pwmﬂw \
Po=-Q undetected errors ¢, . -p, ,:K}W = .BF

that a frame arrives with one or:more detected:

bitierrors but no undetected bit errors  &=<s'»%
. W,Vu S eviov )\

9?&%%@@& L Qg ©

.A..m..rnkc

.@EJ_.—
= P; : While using error detection, the probability

82



= Error Detection Probabilities

m With_.on error detection:

}31 — (1 . .F;’ )F-——) numbet- of packel- ket Prumg
P2 1 ——P:LD “J“% Major in veciver (gaven)

_[?3 O Wl eierian yo 6
Wvov deteckion  Sthamn
» F = Number of bits per frame \sat Dl 092t (s

o
Example 8.1 A defined objective for ISDN (Integrated Serviges (Jigitﬂcmmk) con-
nections is that the BER on a 64-kbps channel should be less than 107 on at Jeast 9% of
observed l-minute intervals. Suppose now that we have the rather modest user Tequire-
ment that on average one frame with an undetected bit error should occur per day on
a continuously nsed 6<4-kbps channel, and let us assume a frame Jength of 1000 bits The
number of frames that can be transinitted in a day comes oul to 5.529 X 10°, which vields

4 desired frame error rate of Pr = 1/(5.529 % 10%) =(0.18 x 107", Bul if we assume a
W0~ ().999 and therclore £; = 1073, which is

V%0,
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value of Py of 107", then P = (0.9949%9) ‘
about three orders of magnitude too large to meet our requircment.
\Puu(c& (JQ,V d(l\- with elrroy-

< o o Iub

A pockek wilh teest /iy

D =
YG-R?QA"( [0 + humbti- of ficim

d&[_—,ﬂ_mﬂié”’rpu‘ﬂp
TRAY d = O @ -

, b due)
D Lana /Y 2 Y =2 Pr(empen = ,,@
p?— *‘-'J_ looa { BE-P

W sy

Erro

C . ‘
r Detection ProCess juzuy b we

alony o oMicgived duka

~dd ethva br"

Pz = \"("‘56)“)0 ~lo

-3

v
|

A

oS

N
i
Iu,';h

doy
3, 552611
{ovo

= 55294y

W ¥
o’ Pac}u

evtol Y0 1)




o pooku-ww\ R e docwy with Vo

l-.l-"""\-l\.'

L
[TIY /dMJ. 5‘(KKAGK£{}L9H “"50 TE RZQKVM

AR '?-{"an/ W W= f:t’
P |dﬂj "5 % szff;%@,’f@[s
PZ) = \ (’ l 6)]00 —“‘0:1

WSty

Error
DeteCtIOH PI'OC@bb é,‘___,auéj_ Pz wser

—
—

add exbg bil ﬂ-“!ﬂhﬂ \o ovidived dea
detecting code (check bits)
'——;‘_"':—--«’_
umtpve_ EQ'EOM
oigyind (o

~ = Transmitter

= For a given frame, an €rror-
is calculated from data bits

« Check bits are appended to data bits

[k 01 {000
sepuaie oaived dola Lrom onedk [

v m Receiver
ming frame into data bits and check bits

= Separates incomin
- Calculates check b1ts from received data bits
eived check

g Compares € cal _cplated check bits against rec

bits
. Detected error O

ccurs if mismatch
—__.‘-...J'-"_"""‘-’_-'

=

! o5

— 552441l

‘E-PJ Pode#

adok Iy

!
i
f
!
?
{
!

Cenhion

3

. _——3F



| ]
t ) 4
\, b+ Qo ..
AR - :
Y J | %
¥ | ¥ .
. — s eXhu bil
(@) Sender Cheok
2
P Hhe send o
L — = veuve deka Se
(§ W, orvor chealls
@ Yhe Same
W (b} Receiver
Figure 8.1 Error Detection Process
)




4\

Pl e Gls 13l

evean

ne 0 13

odd

o)
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= Parity bit appended to a block of data
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Cyclig Redund_a_gcy Check (CRC)

s [ransmitter

B F.orra k-bit block, transmitter generates an (n-k)-
bit LIWe (ECS)
» Resulting frame of » bits is exactly divisible by

predetermined number
—_———— Y

|

A
—T:‘:'.-E ( D % O«;h‘t‘d’
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g determine
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Q-0 — ho o
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nder s nolerror
« If no remainder, assumes 2=
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a D = k-bit block of data; the first k bits of T L ;fﬁfz‘
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e CRC using Modulo 2 Ar1thmet1c

Fize .on'l Ind..

wiee Patke’ {M“

m For T/P to ]élavem emamder start with:

O swif} 1'01 w\de

U(%\n

Srm . MO L = 27, Dt F Prame. s 5.
" Divide 2%kD by P gives quotient and
remainder
7P (S
2*p " R— BLL
P — Q —+ "1'_9' C oo
s Use remainder as FCS:
T= 2n_k D+R
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= CRC using Modulo 2 Arithmetic

m Does R cause T/P have no remainder?

Aol fe g3/} 1GLd9
T _2"*D+R_2""D R
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= Substituting, |

T = R
P E

Zey,, be_g, 7 (g}} Xor U (A c_)l{‘(\_,.._..
= No remainder, so 7 'is exactly d1v131ble by P

no exkolc
Ldegt A L2 &




¥ 9N Q_ac,: .
. P nlu-\u.._.u.‘ er” Ay |

nnnnnnnn
e l...ll.h

Vetiue <cc,:.
3 N
podlet “— Ty .ﬂxoa,m ! ﬁ.lce.a.& 3@ _9_: n@Eqp_ns_‘ _6 JoR {Juta bi T.L.TA

D E, F
by P ) = v o e T, a\%; o 17 o} divisrtbie

® Wy 15 diur ..
; mxm ._m. CFCFc& _dw_w_o w,uuv | _Xovyo-—® o)
m hoppes ~ you V — o
) = f Ko_f B 4 P
Example 8.3 ..i..:. ...bl.v.c....aﬂ\.Wl N ey
1. Given =3 ,,E. o - osE|utw
oi.w:é_ g %Fn e .
Message D = 1010001101 cﬂVE
| Pattern P = 110101 (6 bits): w%EEs& b
R R mnmh _QEEEF&EE .Au mxr:_w_» _ ey
.ﬁ.cranumwiﬂoﬁn?livm Rt Y202 33 Lo -
3. The message is multiplied by 2% yielding 388_ _anoo
3. This product is divided by P:
11010101100
\_o_gn.u:a_:no:allu.-.u
pe110101 ___._n_IT_ImZ
T11011} )10 P
_____n_:__::" wiv size| W
—_ﬂa_n“""__“ _aabu,._ﬁgc_aﬂb
y30103t .
EEERLEREE 0 ‘o 3 |9
p1oa301’ il .
101100 e dl ey DY el £
—_.ﬂ_ﬂ.— _" o 7
110010 0 e Llol
ta_a—_
03 110+R
r\\..(

| _sinder i sdded 0 2°D 10 give T = 1010001101Q1170. which is transnitied.
T 3 (s R




W I
)

|

Qua\(d 3
s R\
\

i
1

Recven

I

z
2
£
o =
RN
e )
c lllllllllllll
O P i -
b ] NP A
m o T ....1.1.]011-
n'll...ca..:lls._l. - y “0
m N NHH”H”iiliﬂ_lnll
tl . m uo ﬂu-l.lllo..l_.l...l
q 4 -y T e A )
) b~ R e lﬂlﬂl_l
n ., .5 ]I.li.l..l..o.ll.l.”
0 _m .mu_ =l | m e
C : ” — | el e
o N !
S e S|
.m o |
£ g
(D, 2 g
b= )
==
m el
p y o
e -
m 3 o
2 }
=
a ¢ Ry
m
w
¥
E L
[l
Yy 0
- O
L4
Wi

& .

inder. it 1§ assnmed that ihere have beennd

Because there is no remam




= Wireless Transmission Errors g

m Error detection requires retransmission

= Retransmission inadequate for wireless

applications: -

+ Error rate on wireless link can be high, results
in a large number of retransmissions

= Long propagation delay compared to
fransmission time (ex. Satellite communication)
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=L Block Error Correction Codes

iAok bo ehtor debeckion  (odd b hil)

- m Transmitter

- Forww%jﬂd;error correction (FEC) encoder maps
each k-bit block into an n-bit block codeword

» Codeword is transmitted; analog for wireless
transmission

m Receiver Posy Maiy pucket ho docoderr 'n ovdw Fo cheus

» Incoming signal is demodulated Wi"i‘ U:wfrw

= Block passed through an FEC decoder
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Q15) If we increase the frequency, what is the effect of the received signal for:

a. Free space loss, ideal isotropic antenna? Decrease the power of received signal.
b. Free space loss accounting for a gain of other antennas? Increase the power of received signal.

Q16) Why would you expect a CRC to detect more errors than a parity bit?

1. Parity bit can only detect single-bit errors, while CRC can detect multiple-bit errors.

2. CRC adds a longer check sequence to the data, increasing the likelihood of error detection, whil
parity bit added only one bit to the sequence.

3. The CRC has more bits and therefore provides more redundancies. That is, it provides
more information that can be used to detect errors.

Q17) In an (n, k) block ECC, what do n and k represent?

1. "n" represents the total number of bits in a codeword or block.
2. "k" represents the number of data bits or symbols in the block.

Q18) What two key elements comprise error control?

1. Error Detection: identifies errors in transmitted data.
2. Error Correction: rectifies identified errors, enabling accurate recovery of the original data.

Q19) What is the purpose of using modulo 2 arithmetic rather than binary arithmetic in
computing an FCS?

1. Modulo 2 arithmetic scheme is easy to implement in circuitry.

2. Modulo 2 arithmetic yields a remainder one bit smaller than binary arithmetic.

3. Modulo 2 arithmetic simplifies the error detection process, offers efficient computation, and
provides reliable error detection capabilities.

Q20) Consider a frame consisting of two characters of four bits each. Assume that the
probability of bit error is (107-3), independent for each bit.

a. What is the probability that the received frame contains at least one error?
b. Now add a parity bit to each character. What is the probability?

Solution:

8.2 a. Wehave:
Pr [single bit in error] = 1073
Pr [single bit not in error] = 1 - 103 = 0.999

Pr [8 bits not in error] = (1 -1073)® = (0.999)% = 0.992
Pr [at least one error in frame] =1 - (1 - 103)® =0.008

b. Pr[at least one error in frame] =1 - (1-10-3)10 =1 -(0.999)1°=0.01
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Q31) What are three key factors related to satellite communications performance?

1. Distance between earth station antenna and satellite antenna.

2. Atmospheric attenuation.
3. For downlink, terrestrial distance between earth station antenna and “aim point” of satellite.

Q32) What are the primary causes of atmospheric attenuation for satellite
communications?

e oxygen, water, angle of elevation, and higher frequencies.

Q33) The Space Shuttle is an example of a LEO satellite. Sometimes, it orbits at an altitude
of 250 km.

a. Using a mean earth radius of 6378.14 km, calculate the period of the shuttle orbit.
b. Determine the linear velocity of the shuttle along this orbit.

Solution:

9.2 a. a=6378.14 + 250 = 6628.14 km
T? = (dna?)/pt = (4m?) x (6628.14)%/(3.986004418 x 10%) = 2.88401145 x 107 s?
T=537035s=89min303s
b. The linear velocity is the circumference divided by the period
(2ma)/T = (41645.83)/(5370.3) = 7.775 km /s

Q34) A satellite at a distance of 40,000 km from a point on the earth's surface radiates a
power of 10 W from an antenna with a gain of 17 dB in the direction of the observer. The
satellite operates at a frequency of 11 GHz. The receiving antenna has a gain of 52.3 dB.

Find the received power.

Solution:

9.4 received_power = transmitted_power + transmitted_gain + received_gain -
path_loss

From Equation (2.2):
path_loss = 20 log (4nd /1) = 20 log [4nd / (c/ )]

=20 log [(4mt x 4 x 107)/(2.727 x 102) = -205.3 dB
received_power =10 + 17 + 52.3 - 205.3 = -126 dBW

AJA
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: Hamnnng Code

= Designed to correct single bit errors
m Family of (n, k) block error-correcting codes with
parameters: =
= Block length: n=2m—1
s Number of data bits: £ =2"—m—1
= Number of check bits: n —k=m
» Minimum distance: d.;; =3  <ungie oV 3-2 -1
» Single-error-correcting (SEC) code ‘
» SEC double-error-detecting (SEC-DED) code ;
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, Hamming Code generates a s .
" _ ndrom
following characteristics: Wik

. If the syndrome contains all 0s, no error has been
detected. i Gl e o)

« If the syndrome contains Bm:a only one bit me@@J

" then an error has occurred in one of the check bits. 3230 b\py

jon i 1o OISCL
No correction is neede l, Ewmwﬂ% we have  aag tue|of w
one bit setto 1, Guls

« If the syndrome contains more than O
dicates the position of the data V

then the syndrome indicates g
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Example: ot
" lo o |
: . - lo |
site \ L \\ lo g 5y 3 ° -
19\ e
8-bit data bloqkf 0111 ’ A\OV VT ot by
Table 8.2 Layout of Data Bits and(hn@?ﬁ’td‘] @'1 P demph 'WW}“*
7
, [a)Trnmmilltd block 834 <{ {senq
Bt Position Dluiw e [F [ (e T eTa 5T T
Position Namber | 1100 [ 101 1 1610 | 1001 | 1000 | 6111 | o110 | 0301 | 1o0 | cont oo1d | o |
Data Bit Ds | D2 | b5 [ ps Dt [ b3 [ p2 | 11 ! i
Check Bit | | o | R AN
\| Trnsmitted Block | 0 | o | 3 [ 1 o | 5 1 3 Lo i Lyl v i1} €— sehd Hus
Codes 1010 | 1001 0111 | 'i o1l '| 1

(b} Check bit calculation prior 10 trunsmission
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= e /
Position o 1) Code |
10\ Binww Yo 010
Nl =P
[_?j e X\ ol UM umber 11—
I ey o111 L
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Example (cont.)

X117 B
(c) Received block
Bit Position 12 lufw|o9o | s |72 6| s | 413 ] 21
Fosition Number | 1100 | 1011 | 1010 | 1001 | 1000 | 0111 | o110 | 0101 | 0100 | 0011 | 0010 | 0001
Data Bit D8 | D7 | D6 | DS D4 | D3 | D2 D1
Check Bit O - T | | ] C4 2| Cl ;
ReceivedBlock | 0 | 0 | | o] 1-/(] o (0] 3. ]I &~
| Codes 1010 | 1001 0111 | 0110\ oot
: eup—" goll € |
12,4, % C,VcCrEucU (d) Check bit calculation after reception ??;1 ol }i éf‘_:_duad
) Position Code {16 _
- . . Hamming (Veuved) 0111 s ool) 3 &~
@ Qoxtinl PV 10 1010 otl o
1 W uh 9 1001 cols g (A ¢ -Z]
7 0111 5 oo}
SAa U
316’17;9’,{0 6 0110 oSl e o \o
3 0011 — , —_—
B Xor B e o710 oo\ £ ¢n

3,7,9 (0 — veouud

Yo
Y, b6 1, Q. (o0 —» Colcoled R
. : " 6
EXth‘-! () | oee bik Y (I (53 Hw
d\Wo e o\l 0gllew Ao ’ Syndirom wmore than one bil of
(s 3\ Nalve 1 —s ervor of dubu

wp 3L D Dorlior  (sipag

f(fychc Codes e I
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Q24) Suppose an 8-bit data word stored in memory is (11000010). U-sing the Hamming
algorithm, determine what check bits would be stored in memory with the data word. Show
how you got your answer.

Solution:
i 2 1
Position | 12 11 10 Y 8 7 6 5 4 3
Bit = DS | D7 | Do [ D5 | Cs D4 | DI T D2 C4 | DI C2 Cl
Block 1 | 1] 1] 1] 1] 1 1]
Codes 1100 | 1011 0101

Check bit calculation:

Position Code

12 1100

11 1011

5 0101
XOR=C8C4C2C1 0010

Q25) For the 8-bit word 00111001, the check bits stored with it would be 0111. Suppose

when the word is read from memory, the check bits are calculated to be 1101. What is the
data word that was read from memory?

Solution:

8.15 The Hamming Word initially calculated was:

bit number: 12 11 ] 10 9 8 Z 6 5 4 3 2 1
0 0 1 1 0 1 0 0 1 1 1 1

Doing an exclusive-OR of 0111 an

d 1101 yields 1010 indicating an e in bi
the Hamming Word. Thus, the y ICaling an error in bit 10 of

data word read from memory was 00011001.

Q26) How many check bits are needed j

. f the Hamming error correction ¢
detect single-bit errors in a 1024-bit dat

ode is used to
a word?

Solution:

8.16 Need n -k check bits such that 2(n-#) _

s 121024 + (31 = :
The minimum value of n -k th 0 —k)

at satisfies this condition is 11,

* Or (Log,1024) + 1 = 17
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Q9) Write down the equation for finding the Max number of correctable errors.

Amin—1
® Max number of correctable errors: [ = [%J

Q10) Write down the equation for finding the number of detectable but not correctable
errors.

e Number of detectable but not correctable errors = dpjn, — 1
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m Can be encoded and decoded using linear
feedback shift registers (LFSRs) %

m For cyclic codes, a valid codeword (¢, ¢y, ---» C,,.
1), shifted right one bit, is also a valid codeword

(Cp15 Cos =45 Cp) |
s Takes fixed-length input (k) and produces fixed-

length check code (n-k)
= In contrast, CRC error-detecting code accepts arbitrary
length input for fixed-length check code
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= For positive pair of integers m and ¢, a (n, k)
BCH code has parameters:
= Block length: n=2"-1" - °
= Number of check bits: n— k £ mt
= Minimum distance:dmi,f’ 2t+1
& Correct combinations of t or fewer errors
o Flexibility in choice of parameters
. Block length, code rate

P N
. H ( ‘ " I e \
| S . \}‘\\\

=




o Reed-Solomon Codes

= Subclass of nonbinary BCH codes
= Data processed in chunks of m bits, called
symbols
= An (n, k) RS code has parameters:

= Symbol length: m bits per symbol
Block length: n=2m—1 symbols = m(2™ — 1) bits

= Data length: k symbols
Size of check code; n — k = 2t symbols = m(2f) bits

Minimum distance: dy, =2t + 1 symbols

e S



-ate Block Interleaving

m Data written to and read from memory in different
orders

= Data bits and corresponding check bits are
interspersed with bits from other blocks

m At receiver, data are deinterleaved to recover
original order

= A burst error that may occur is spread out over a
number of blocks, making error correction

possible




Read out bits to modulator
On¢ row gt q time

!

Uy e

N

S |mA=n

- k data bits Fof— B — K check bits gy

Nere: The numbers in the matax indicate 1he order in which bits are road i,

Imterdeaver ovtput sequence: Lo =1 2w+ 1, ...

Figure 8.8 Block Interleaving
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i Convolutional Codes

s Generates redundant bits continuously
m Errof_ checking and correcting carried out
continuously .. -,
a (1, k, K) code |

=« Input processes k bits at a time
« Output produces 1 bits for every k input bits

« K = constraint factor
. k and n generally very small
. n-bit output of (7, k. K) code depends Om:

. Current block of k input bits |
. Previous K-1 blocks of k input bits

e i em




input hits

output
bits

| Q =tn-2 Db ity
== ey [ 1y notput bits_ o
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o
—

d
2 Vo2 = Ny 2 D 1y,
encoder

input hit = )
(a) Encoder shift register ~ _____ Input bit = 1

(b) Encoder state diagram

Figure 8.9 Convolutional Encoder with (i, k, K) = 2,1,3)
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= Decoding I

m Trellis diagram — expan_ded encoder diagram

m Viterbi code — error correction algorithm

= Compares received sequence with all possible
transmitted sequences

= Algorithm chooses path through trellis whose coded
sequence differs from received sequence in the fewest
number of places

» Once a valid path is-selected as the correct path, the
~ decoder can recover the input data bits from the output

code bits
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Flow C‘ohtrol

m Assures that transmitting entity does not
overwhelm a receiving entity with data

‘W\'*(:UV\HU-(' Yehween Sen b ond veciuer:

Head-

- w- Protocols with flow control mechanisim allow = 8¢ kg
- multiple PDUs in transit at the same time i oclec
P - - g Ouoid heafiny
‘ DUs amive 1n same order they are sent Borsdion 4 WiitAEE
@_ ﬁhdmg—wmdloﬁ flow control: wedider
= Transmitter maintains list (zindoW) of sequence » Vetive|in Hee
oF puck Sme. Of ok

. numbers allowed to send | m—e? Uke 4o potkel
» Receiver maintains list allowed to receive
Semd pl s b p«.fj(e} .
q sV
Semd Second patlel
window %1€ S _;_\jup

Swvoed
—

wn \ AR \Ng \{P(‘l\;(’(‘i v

T R )

ey




= Flow Control

- tdest whep we g
= Reasons for breaking up a block of data Vﬁ;:aj_
before transmitting: ud
() = Limited buffer size of receiver O 'E‘ihw'“@ packel §
w oy 1

= Retransmission of PDU due to error requires LL,,_,,
smaller amounts of data to be retransmitted o b

» On shared medium, larger PDUs occupy ket e
medium for extended period, causing delays Al oleh contoin

- other sending stations oy |, orier vo aveid (ejued evtovs
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Q27) Two neighboring nodes (A and B) use a sliding-window protocol with a 3-bit sequence
number. As the ARQ mechanism, Go-back-N is used with a window size of 4. Assuming A

is transmitting, and B is receiving, show the window positions for the following succession
of events:

a. Before A sends any frames.
b. After A sends frames 0, 1, 2 and receives an acknowledgment from B for 0 and |
c. After A sends frames 3, 4, 5 and B acknowledges 4 and the ACK is received by A.

Solution:

8.25a.
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; Error Control iR

¥ Mechamsms to dete t and correct \
transmlsswn errors

m Types of errors: i
- AL
~n Lost PDU : a PDU fails to attive e

"~ u Damaged pPDU : PDU arrives with errors
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s Error Contro] Requirements

OL EH‘OI‘ detection b detect ervor

= Receiver detects errors and discards PDUs
@ = Positive acknowledgement

= Destination returns acknowledgment of received, error-

free PDUs
& = Retransmission after timeout Chmer ) loss pucket meype fy
= Source retransmits unacknowledged PDU sl
&) Negative acknowledgement and retransmission
= Destination returns. negative acknowledgment to PDUs )
in error Pie ol
T no}

\}M“‘f) 1 Cobir| AN

Yo Ve boupiwe .
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= GOo-back-N ARQ .

m Acknowledgments
= RR = receive ready (no errors occur) posiive acle

¥ REJ = reJect (error detected) Ed g NegoRve  acle
\oss

o » Contmg_n(:les » a0 dd\: loss
1 S At P
» Damaged PDU 0 S
» Damaged RR YD) w2
= Da_maged REJ | elco \\\ L?D_}Dtsr_ humo%u O\
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Q13) List the Contingencies of Go-back-N ARQ.

1. Damaged PDU.
2. Damaged RR.
3. Damaged REJ.

Q14) A digital signaling system is required to operate at 9600 bps.
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Q21) For P = 110011 and M = 11100011, find the CRC

Solution:

o

PRy repep—_ | [

e

-

CRC = 110

Q22) Calculate the Hamming pairwise distances among the following codewords:

a. (00000,10101,01010)
b. (000000,010101,101010,110110)

Solution:
%100 g 3o Jglaadl 14:50)
8.9 a. b.
00000 | 10101 | 01010 000000 | 010101 | 101010| 110110
00000 0 2 2 000000 0 3 3 Bl
10101 3 0 5 010101 3 0 6 6
01010 2 5 0 101010 3 6 (_} E_l
110110 4 6 3 0

Q23) For the Hamming code shown in the Table below, show what happens when a check
bit rather than a data bit is received in error.

If the syndrome contains one and only one bit set to 1 , then an error has occurred in one of the check bits.

No correction is needed.

8.13 The transmitted block and check bit calculation are shown in Table 8.2a and b.
Now suppose that the only error is in C8. Then the recvived block results in the
following table:

Position | 123 11 10 9 8 | ] ] 4 3 2 I
Bils b3 D/ D6 [&] D4 Di Dl C4d DIl C2 Cl
Block 0 0 I 1 1 ] 0 0 i i 1 1
Codes 1010 | 1001 D111 (L]

The check bit caleulation after reception:

Position Code
Hamming 1111

10 1010

9 1001

7 0111

3 0011

XOR = syndrome 1000

The nonzero result detects and error and indicates that the error is in bit position 8,
which is check bit C8.
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Q28) List and briefly define three different ways of categorizing communications satellites.

I. Coverage area: Categorizing satellites based on the area they cover, such as global, regional, or

national. The larger the arca of coverage, the more satellites must be involved in a single
networked system.

Service type: Categorizing satellites based on the specific services they provide. It includes Fixed
service satellites (FSS), Broadcast service satellites (BSS), and Mobile service satellites (MSS).

General usage: Categorizing satellites based on their general usage, which can be commercial,
military, amateur, or experimental,

M T v a L L L] L am -
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a Reasons affecting minimum elevation angle of
earth station’s antenna (>0°)
ildings, trees, and other terrestrial objects block the
line of sight.
(2) = Atmospheric attenuation is greater at low elevation
angles

3!  Electrical noise generated by the earth's heat near its
surface adversely affects reception

.




Q8) List the Reasons affecting the minimum elevation angle of the earth station’s antenna.

1. Buildings, trees, and other terrestrial objects block the line of sight.
2. Atmospheric attenuation is greater at low elevation angles.
3. Electrical noise generated by the earth's heat near its surface adversely affects reception.

N0 WWerita davam tho annnatinn far findinog the Mav nimimher af earrectahle errarc.



= GEO Satellite Characteristics

= The most common type of satellite communication

= Usually, the satellite is in a circular orbit 35,863:
wkm above the earth's surface i, (¥R

= Diameter oficoverage is about: 16,000 km

= Rotate at exactly the same angular speed as the
earth |

» So, they remain above the same spot on the
equator as the earth rotates.




m Advantages: oty
> ol dawes E‘I‘Smé&l

g N%problem with frequency changes (io\gar <wft)

| e D w V:_f_l_‘glckmg of the satellite is simplified - 2“3‘31‘2
— ! . f_..)&\‘:)

= Large coverage area

= ‘Disadvantages: ol M
- w Weak signal after traveling over 35,000 km

OB dos Sle :
= Polar regions are poorly served (ool )

= Signal sending @_ y is substantial (round trip

delay 500 ms) Sorvene paXOl O3 P
25_;‘:; ,\_‘)‘Sumﬁ =500 M)
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g LEO Satellite Characteristics

Solve Hre problom of G%o

= Often In polar orbit under2000-km e 9“”‘5“;"'3_
» Orbit period. ranges from 1:5:t0i2 hours  fester ran oo

= Diameter of coverage is about:8000km >
G b 3 GO

m Round-trip signal propagation delay less than
20 ms

= Maximum satellite visible time up to 20'min

f"‘-—.______‘_—_'

» System must cope with large Doppler'shifts
Prob Lem
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- LEO Categories

v m Little LEOS

= Frequencies below 1 GHz

Litbe ban h
= SMHz of bandWIdth ond h%dh[;afli—i voike

= Data rates up to 10 kbps
= Aimed at pa g g, tracking, and low-rate messaging

\y » Big LEOs e
= Frequencies above 1 GHz

= Support data rates up to a few megabits per sec
. Offer same serv1ces as little LEOs in addition to

voice.and positioning services
h\__u]ﬁ.waim
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= LED Orbit
Na Advantages: Ve youe

* overl uppy ondodn

» Reduced propagation delay

»_Strong received LEO signal ¢ compared with
( GEO)

= Localized small coverage so that the spectrum
can be conserved (reused)

. Disadvantages:

\—Lefzrul,

= Many satellites are needed for broad coverage

over 24 hours Coveruye een),
« Problem with frequency changep] P oAl T
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- MEO Satellite Characteristics

nclined|orbit at an altitude in the range of
m Orbit period of 6 6 hours

3000 to 12,000

» Diameter of coverage is 10 10,000 to 15 5,000 km

= Round trip signal pIOpagatmn dMS than 50 ms
» Maximum satellite visible time is a few hous hours =

Tuble 9.3 Orbital Fmpmwn\fur Satellite Communications &rrphc:at:onc s

in_piddle, 7
bthwern, C{R end LCe,
2,000 km

Orbits . LEO ~ MEO GEO
“ Orbital periad 1Swlb Sw10h 24h
Altlitude range 500 Lo 1500 km £000 to 18,000 km - 35263 km
Visibility duration 15 16 20 minfpass 2 10 B hr/pass Permanent
Elcvation Rapid vanations; high Slow variauons; high Mo vnnatic:ru Tow
: and low ongles . n.ng-lcs ]n:xé.las at kigh
Round-trip Several millliseconds Tens of milliseconds - =250ms
propagation delay ' TRCCLS
- 1 X m
Instenianeous ground =6000 km ‘:":m;“ :
coverage (diameter =1 5
| = 10" c!«:\-aum:) — Odysey Tntelstat
Ezamples of systems ridium’ Interspoutnik
] Globalstar Inmarsal Lnro ¥ ¢
Teledesic - ’\‘lc _\l\} v
; i om 4
Skybridge, Orbe AR 4\)}
4o ﬁ-\l 7R 7
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The LEO MEO GEO table in the slides is important.

Orbits LEO MEO GEO ]
Orbital period 15to2h Sto 10h 24 h
Altitude range S00 to 1500 km SO0 o 18,000 km 35,863 km
Visibility duration 15 to 20 min/pass 2 10 B hr/pass Permanent
Elevation Rapid vanations; high Slow vanatons; high No vanation; low |
and low angles angles angles at high
latitudes
Round-trip Several milllseconds Tens of milliseconds == 250ms
propagation delay
Instantaneous ground m= 6000 km re 12,000 to 16,000 km
coverage (diameter at 15.000 km
10" elevation) l
Examples of systems Indium Odyssey Intclstat
Globalstar Inmarsat Interspoutnik
Teledesic Inmarsat

Skybridge, Orbcomm
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Q29) List and briefly define three different ways of classifying satellite orbits.

Circular or elliptical orbit: with the center of the circle at the center of the earth, or elliptical, with
the earth's center at one of the two foci of the ellipse.

Altitude of satellites: classified as geostationary orbit (GEO), medium earth orbit (MEQ), and low
earth orhit (LEQO).

Orbit around Earth in different planes: An equatorial orbit is dircctly above the Earth’s equator. A
polar orbit passes over both poles. Other orbits are referred to as inclined orbits.

Q30) Explain what GEO, LEO, and MEQ satellites are (including what the acronyms stand
for). And compare the three types with respect to factors such as size and shape of orbits,
signal power, frequency reuse, propagation delay, number of satellites for global coverage,

and handoff frequency.

LEO, GEO, and MEO stand for Low Earth Orbit, Geostationary Orbit, and Medium earth
orbit, respectively.

LEO satellites: Lower orbits, typically 700 to 1,400 km altitude. Faster orbital speed. Lower
signal power is required. Shorter propagation delay compared to GEO satellites. More difficult
to track due to speed and smaller coverage area, Frequent handoffs due to rapid movement

GEO satellites: Circular orbit above the equator at approximately 35,838 km altitude. Signal
strength is relatively weak compared to LEO satellites. Frequency reuse is more challenging
due to broader antenna beam coverage. The propagation delay is about 1/4th of a second.
Inadequate coverage near the north and south poles. Tracking and handoff are not required as
GEO satellites appear stationary relative to the Earth.

MEO satellites: Moderate orbits, typically ranging from 8,000 to 20,000 kilometers above the
Earth. Moderate orbital speed. Moderate signal power is required. Moderate propagation delay
compared to GEO and LEO satellites. Less difficult to track compared to LEO satellites, but
still requires tracking systems. Occasional handoffs may be necessary depending on orbit

characteristics.
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 Frequency Bands Available for ; "
Satellite Communications

AL e ot it

Band | Frequency Range | Total Bandwidth General Application 0
- N T R ] : >3 |
LW £ 1102 GHz ' 1 GHz - | Mobile satellite scrvice (MSS) ﬁg’ *
F GG
8 104GH2 | 2° 2GHz MSS, NASA, deep space restarch
- . S -lf = s
CA 310 8 GHz T AGHz Cixed satcllite service (I'SS)
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o 1B-12-8 : ] , I
. Ku 125w 18 GHz 5.5 GHz FSS, broadcast satellile service { BSS)
p— %518, . 2 )
K 18 10265 GHz 8.5 GHz BS§S, FS8S
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Figure 9.6 Typical Satellite Footprint
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Figure 9.8 Satellite Communication Conliguiairr™
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Frequency-D1v1s1on Multiplexing

PRI im0

= Alternative uses of channels in point-to-point

configuration:

= 1200-voice-frequency (VF) voice channels
= One 50-Mbps data stream
" a 16 channels of 1.544 Mbps each

= 400 channels of 64 kbps each
= 600 channels of 40 kbps each

= One analog video signal

= Six to nine digital video signals
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Frequency-Division Multiple
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(U= Fixed-assignment multiple access (FAMA)

=« The assignment of capacity is distributed in a fixed
manner among multiple stations

Wﬂ.’-‘-c H.{

= Demand may fluctuate T cupountiy

= Results in the signiﬁcanﬂlnderuse Jof capacity ~ ®weY
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& n De signment multiple access (DAMA) 2
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= FAMA —logical links between stations are
_preassigned

» FAMA — multiple stations access the satellite by

using different frequency bands

= Uses CMth

- DAMA — set of subchannels in a channel is treated as a
ool of available links:

= For full-duplex between two earth stations, a pair of
subchannels is dynamwally assigned on demand

« Demand assignment performed in a dlStl‘lbutEd fashion by
earth stations or satellite
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- Reasons for Increasing Use of
TDM T h = Q\rcq, (old Bshio?
| CC nlques " COmpaies ko ?qu .

b Lo R

O m Cost of dlgltal comnonents contlnues to
dr0p

C) B Advantages of digital components

= Use of error correction veduee (@rbod

& w Increased efficiency of TDM:

- a Lack of intermodulation noise
= less sufer Prown noise




FAMA-TDMA Qp(eration

» Transmission in the form of repetitive sequence of
frames: '

= Each frame is divided into a number of time slots
= Each slot is dedicated to a particular transmitter

» Earth stations take turns using uplink channel
= Sends data in assigned time slot

m Satellite repeats incoming transmissions
= Broadcast to all stations

m Stations must know which slot to use for
transmission and which to use for reception




Station 1 Station 2 M

(a)
Figure 9.14 _EAMA-TDMA Operation
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