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Switching is a topic that can be discussed at several layers. We have switching at the
physical layer. at the data-link layer, at the network layer. and even logically at the
application layer (message switching). We have decided to discuss the general idea
behind switching in this chapter, the last chapter related to the physical layer. We par-
ticularly discuss circuit-switching, which occurs at the physical layer. We introduce the
idea of packet-switching, which occurs at the data-link and network layers, but we
postpone the details of these topics until the appropriate chapters. Finally, we talk about
the physical structures of the switches and routers.
This chapter is divided into four sections:

1 The first section introduces switching. It mentions three methods of switching: cir-
cuit switching, packet switching, and message switching. The section then defines
the switching methods that can occur in some dayers of the Internet model.

O The second section discusses circuit-switched networks. It first defines three
phases in these types of networks. It then describes the efficiency of these net-
works. The section also discusses the delay in circuit-switched networks.

1 The third section briefly discusses packet-switched networks. It first describes
datagram networks, listing their characteristics and advantages. The section then
describes virtual circuit networks, explaining their features and operations. We will
discuss packet-switched networks in more detail in Chapter 18.

71 The last section discusses the structure of a switch. It first describes the structure of
a circuit switch. It then explains the structure of a packet switch. ’
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208  PARTIH PHYSICAL LAYER

8.1 INTRODUCTION

A network is a set of connected devices. Whenever we have multiple devices, we have
the problem of how to connect them to make@nc-m-onc communication possibl& ne

solution is to mak between each pais pf devices (a fiei
topology) or between a ceniral device and every other device (- These
5\_“( Y™ methods, however, are/impractical ar@wﬂhﬂn applied;o;ﬂﬁ&i_ﬂyﬂrksl
o esv The number and length of the Timiks require foo much infrastucture to be €ost-¢fficien,
s and the majority of those links would be idle most of the time. Other topologies

employing multipoint connections, such as a bus, are ruled out because the distances
between devices and the total number of devices increase beyond the capacities of the

media and equipment.
8— " i . 1 i f i terli
A better solution is § ) A switched network consists of a series of interlinked

'\D?’Uw nodes, called switches. Switches are devices capable of creating temporary connections

(; ¥ /’J between two or more devices linked to the switch. In a switched network, some of these
(?Ca' ) nodes are connected to the end systems (computers or telephones, for example). Others
(9\9 L are used only for routing. Figure 8.1 shows a switched network.

gl Figure 8.1 Switched network

The end systems (communicating devices) are labeled A, B, C, D, and so on, and the
switches are labeled I, II, ITI, IV, and V. Each switch is connected to multiple links.

8.1.1 Three Methods of Switching
uit switching,

“Traditionally, three methods of switching have been discussed: cire

packet switching, and message switching. The first two are commonl?u_s.eadtod-a)’-
The third has been phased out in general communications but still has nelvgﬂ;klng
applications. Packetjmlm be divided into two subcategories—virtual-
circuit approach and tagram approach—as shown in Figure 8.2. In this chapter, we

discuss only circuit switching and packet switching; message switching is more con-
—————— — ——
ceptual than practical.
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¢ })) Switching at Physical Layer —® (civenit swijch)
?

o At the physical layer, we can have only circuif switching. There are no packets
q:,/" exchanged at the physical layer. The switches at the physical layer allow to
) é/? travel in one path or another.
g il
-’o&\t’\ 5 f Switching at Data-Link Layer —* (giruat e awt)
\ J'f’// At the data-link layer, we can have  packet switching. However, the term packet in this
g case means({Fanies or cells)Packet switching at the data-link layer is normally done

using a virtual-circuit approach.

Switching at Network Layer —» ( Virtual oY akate m)

At the network layer, we can have packet switching. In this case, either a \mycir{:uit
approach or a g’ﬁégﬁla)] approach can be used. Currently the Internet uses a datagram
approach, as we see'in Chapter 18,.but the tendency is to move to a virtual-circuit

approach.

_ P <m¢55agf_ e.uuekdu'"’ﬁ)
Switching at Application Layer >
At the application layer, we can have onlg. The communication at
the application layer occurs by exchanging messages. Conceptually, we can say that
communication using e-mail is a kind of message-switched communication, but we do

not see any network that actually can be called a message-switched network.

8.2 CIRCUIT-SWITCHED NETWORKS

A circuit-switched network consists of a set of switches connected hy‘ physical link;l
A connection between two stations is a dedicated path made of one or more links. How-
ever, each connection uses only one dedicated channel on each link. Each link is nor-

mally divided into n channels by using FDM or TDM, as discussed in Chapter 6.
g - =
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210 PART 11 PHYSICAL LAYER

: ‘ i
A circuit-switched network is made of aEet of switches connected
by physical links, in which eacILE_r_l_k is divided into n channels.
e Sty bl ] Sl |

_ Figure 8.3 shows a trivial circuit-switched network with four switches and fq,,
links. Each link is divided into n (n is 3 in the figure) channels by using FDM or Tpy;
'—“— ey
Figure 8.3 A trivial circuit-switched network
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We have explicitly shown m@ymbols to emphasize the division of
the link into channels even though multiplexing can be implicitly included in the switch
fabric. '

The end systems, such as computers or telephones, are directly connected to a

switch. We have shown only two end systems for simplicity. When end system@needs
to communicate with end symm A needs to request a connecti that
must be accepted by all switches as well as by M itself. This is called the(setup phas \

a circuit (channel) is reserved on link,-and the-combination of circuits or channels
defines the dedicated path. Affer the{dedicated path made »f connected circuits (channels)
is established, the data-transfer phase can take place. After all data have been trans- |,

ferred, the circuits are torn down. € 2@ '\f‘_
We need to emphasize several points here: ‘3\‘ ?‘;7 ¢y

)I@

O Circuit switching takes place at the RM- _ ﬁ"isz ;(;)\‘/Jg

U Before starting communication, the stations must make a reservation for th: resou?ces
to be used during the communication. These resources, such as channels (bandwidth
in FDM and time slots in TDM), switch buffers, switch processing time, and switch
input/output ports, must remain dedicated during the entire duration of data transfer
until the teardown phase.

O Data transferred between the two stations are not packetized (physical layer transfer
of the signal). The data are a continuous flow sent by the source station and receiv
by the destination station, although there may be periods of silence.
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CHAPTER 8 SWITCHING 1

O There is [m_mmmg involved during data transfer. The switches route the data
based on their occupied band (FDM) or time slot (TDM). Of course, there is end-to-
end addressing used during the setup phase, as we will see shortly. \

[\

—_——
IWM resources need to be reserved during the setup phase;
ourcestemain dedicated for the entire duration of data transfer
: until the teardown phase. s o ﬁ)
P

5>

As a trivial example, let us use a circuit-switched network to connect eight telephones in a small
area. Communication is through 4-kHz voice channels. We assume that each link uses FDM to
connect a maximum of two voice channels. The bandwidth of each link is then 8 kHz. Figure 8.4
shows the situation. Telephone 1 is connected to telephone 7; 2 to 5; 3 to 8; and 4 to 6. Of course
the situation may change when new connections are made. The switch controls the connections.

Example 8.1

Figure 8.4  Circuit-switched network used in Example 8.1

. oA e
1 h ]
'c_f’ff“" g ;3': Circuit-switched network
o (Bw) 2>
e
(SR
0 3
kHz kHz
— 0
%UJ T —
32

b}
Example 8.2 () 2°° >
o= T i
As another example, consider a circuit-switched network that connects computers in two remote

offices of a private company. The offices are connected using a T-1 line leased from a communi-
cation service provider. There are two 4 X 8 (4 inputs and 8 outputs) switches in this network. For
each switch, four output ports are folded into the input ports to allow communication between

_computers in the same office. Four other output ports allow communication between the two

"'"._.._‘-____—_~_'—'_ . -
offices. Figure 8.5 shows the situation.
-

8.2.1

The actual communication in a circuit-switched network requires three phases: connec-
tion setup, data transfer, and connection teardown.

Three Phases

[D Setup Phase

Before the two parties (or multiple parties in a conference call) can communicate, 2.
 dedicated circuit (combination of channels in links) needs to be established. The end sys-

e ———

~ tems are normally connected through dedicated-linesta the switches, so connectior( setup
\plea> J
[gidcates Ju petuer e suitch |
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Figure 8.5  Circuir-switched network used in Example 8.2 ™

Circuit-switched network
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means crcating@:ated channels between the iitc@ For example, in Figure 83,
when system A fieeds to CONNGEI o system M cNds a setup request that includes the
address of system M, to switch I. Switch I between itself and switch Iy
that can be dedicated for this purpose. Switch Tthen sends the request to switch [v,
~which finds a dedicated channel between itself and switch\f’fg Switch IIT informs -
tem M of systern A'S intention at this time,

In the next step to making a connection, an acknowlédgment_from system M needs

to be sent in the opposite direction to system A. Only after system A receives this
acknowledgment is the connection established.

Note that end-to-end addressing is re
two end systems. These can be, for exam
by the administrator in a TDM network, o

/?Dam-fﬁan sfer Phase

After the establishment of the dedicated circuit (channels), the two parties can transfer data.

quired for creating a connection between the
ple, the addresses of the computers assigned
r telephone numbers in an FDM network.

sl o
@Tem‘dnwu Phase
When one of the parties needs to djﬁﬁognect, a signal is sent to each switch to release
the resources.

8.2.2 EEi’ﬁciency | -

It can be argued that circuit-switched networks ar»f:s the other two0
types of networks becausd res - du

ources are allocated durin g the entire duration of the con-
H Orkn
unavailable 16 other connections. In a telephone netw
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Although a circuit-switched network normally has low efficiency, the
of network is mirlimal. During data transfer the data areTotdelayed at each switch; the
resources are aggcntcd for the duration of the connection. Figure 8.6 shows the idea of
delay in a circuit-switched network when only two switches are involved.

delay in this type

Figure 8.6 Qj"j“;_"} a circuit-switched network o
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. }1;? As Figure 8.6 shows, there is no waiting time at each switch. The total (iaay is due
' (’v o to the time needed to create the connection, transfer data, and disconnect the circuit. The
P'\ # 4\ delay caused by the setup is the sum of four parts: the propagation time of the source
L 9_,‘7,’ computer request (slope of the first gray box), the request signal transfer time (height of
e 4 the first gray box), the propagation time of the acknowledgment from the destination
computer (slope of the second gray box), and the signal transfer time of the acknowledg-
ment (height 0_[1)&@:_011(1 ray box). The delay due to data transfer is the sum of two
e TP o M
parts: the @g&tmn time (slope of the colored box) and data transfer time (height of
the colored box), which can be very long. The third box shows the time needed to tear
down the circuit. We have shown the case in which the receiver requests disconnection,
which creates the maximum delay.
o5 ayef2) o > Qackd
by
. — _ | iy OV S el -
5'¢ 783 PACKET SWITCHING Wt doung 2 sehaf
" -
~ ka\, In data communications, we need tq{end messages from one end system to another. If
s the message is going to pass through a packet-switched network, it needs to be
- éx« divided into packets of fixed or variable size. The fim of the packet,is determined by
e e the network and the governing protocol. 0273 A LppFa e oo W
- In packet switching, there is no resource allocation for a packet. This means that
f‘f’ < there is no reserved bandwidth on the links, and there is no scheduled processing time
) d" / for each packet. Resources are allocated on demand. The allocation is done on a first-
7 come, first-served basis. When a switch receives a packet, no matter what the sourcc‘nr
A destination is, the packet must wait if there are other packets being processed. As with
an? ' - g
ot WSk AR OB S BP 2 S
s & l li,[? pY 2 b
" e AT - -
j,é:d;b s
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214 PARTII PHYSICAL LAYER

other systems in our daily life, this lack of reservation may create ldelay. For exrimp]e,i
we do not have a reservation at a restaurant, we might have to wait.

AR~
In a packet-switched network, there is no resource reservation;

resources are allocated on demand.

—
We can have two types of packet-switched networks: datagram networks and viry,,
circuit networks.

el S e
. 9’; 8.3.1C i;‘;ta;rramfNetworks

V5N ) .
@gw" e .-'Ww ? In a datagram network, each packet is treated independently of all others. Even jf .

v e packet is part of a multipacket transmission, the network treats it as though it existey -
*'v.é"p alone. Packets in this approach are referred to as datagrams. —_
st~ Datagram switching is normally done at the net.work. layer. Wg— bf:f 51’ d_ISCll_ss
e datagram networks here as a comparison with circuit-switched and virtual-circyj,.

switched networks. In Chapter 18 of this text, we go into greater‘dctall.

Figure 8.7 shows how the datagram approach is used to dchvc'r }"our packets frop
station A to station X. The switches in a datagram network are lra‘dmonally referred 1y
as routers. That is why we use a different symbol for the switches in the figure.

ly3 o Ligoy 8o lawd ,

Figure 8.7 ﬁdhﬂmm network with four switches (routers) # Eg‘dfs‘:"""’" '
s
soufte Datagram network S )
L o roufér”
A {1}~ =~
Ly lPack Ju
.l :

_)LJ “E;;l;l 5 O,P
a\"/

I ~3 &l":"g' 1},,".'--!‘ :
inK chomel sze ~{1 @uikw So7
S~ e P e In this example, all four packets (or datagrams) belong to the"sflﬁc méssage, bul *

f L T ag 452 = [¢ may travel\dif’fjilig;t‘t:hs o reach their destination. This is so because the links may be

1 ; 3 '
A ff“t g f,,c;p,} involved in carrying ts from other sources and do not have the necessary bandwidth
c}“) /) o v {/:‘ available to carry all the packets from A to is approach can cause the datagrams of
-

a mlsmiéﬂﬂUWhg@ﬂjn\aﬁon ut of order'with different delays between the
packets{Packets may also be lost or dropped because of a lack of resources. In most
protocols, it is the reSponsibili upper-layer protocol {o reorder the datagrams of
ask for lost datagrams before passing them on to the application.

The datagram networks are sometimes referred to as connectionless networks. The
term connectionless here means that the switeh (o ket switch) does not keep information

about the connection state. There are £4 Setup or teardown phases) Each packet is treated
the same by a switch regardless of its source or destination.
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CHAPTER 8 SWITCHING 215

Routing Table| o ~ - -

ere are no setup or teardown phases, how are the packets routed to their destinations
in a datagram network? In this type of network, each switch (or packet switch) has a rout-
ing table which is based on the destination address. The routing tables are dynamic and
are updated feriodically, The destination addresses and the corresponding forwarding
output porls are recorded in the tables. This is different from the table of a circuit-
& switched network (discussed later) in which each entry is created when the sctup phase

¢ 15 completed and deleted when the teardown phase is over. Figure 8.8 shows the routing
table for a switch.

’ a l'-'\f-\—-\\
3 5365' Figure 8.8 (Rouring mbk;jz a datagram network
WA it

e Destination | Output
= address port
1232 1

4150 2

: : Y
¢ Y _‘rl)af
" (?1# ‘-Jj? @ @ /;}' ;

A J’EW o /Jf),' ol \—‘ ve 207 af s

/’?1) AT I € SNy L
- il TN Z (F30)
A switch in a datagram network uses hat is based on the destination
v address. i

——

\ Destination Address | %~
very packet in a datagram network carries a header that contains, among other infor-

mation. the destination address of the packet. When the switch receives the packet,
this destination address is examined; the routing table is consulted to find the corre-
sponding port through which the packet should be forwarded. This address, unlike the

address in a virtual-circuit network, remains the same during the entire journey_of-the
packet.

The destination address in the header of a packet in a datagram network

remains the same during the entire journey of the packet.
Efficiency 7

The efficiency of a datagram network is better than that of a circuit-switched net-
work; resources are allocated only when there are packets to be transferred. If a
source sends a packet and there is a delay of a few minutes before another packet can

be sent, the resources can be reallocated during these minutes for other packets from
e
other sources.
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There may be greater
Although there are no ¢
switch before it is f orward
travel through the same SWItEH
Figure 8.9 gives an example of del

network than in a virtual-c.ircuit ety

d teardown phases. each packel may EXpEnence a
(up an Jdition, since not all packets in a message "ccﬁssam:
fd.hln a[he delay is not uniform for the packets of a Messgy,
itches, ay in a datagram network for one packet,

delay in a datagram
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Figure 8.9 ( Delayin a datagran T i
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7@/ o The packet travels through two switches. There are three transmission times (37),
ﬁg,;) * three propagation delays (slopes 31 of the lines), and two waiting times (w; + w»). We
S b ignore the processing time in each switch. The total delay is
o —_—
&?B:J]\FP, \"#.9 Total 3)—3T+3?+W1+‘H‘2
I sg,PY s I E
T g i e ol — el i Dbt st A
‘f"iggé Qﬁ// 8.3.2 &n‘tual-(,lrcuit l\egworii_gaa @"‘" D"‘J_“ B
W : A R e - o bl v
ch» A virtual-circuit network is a cross be;gfeen a circuit-switched netw tagram
¥ ﬁ’ network. It has some characteristics of both. o da‘-a_c___
. 1. As in a circuit-switched network . © 2
PRT B 1 network, there are se . .
o - tit_rﬂ‘fﬁfp_h = SEWp and teardown phases in addition

o 2. Resour, b
. Kesources can be allocated dur i ;
o1 ———-cuning the setup phase, as in a circuit-switched ncnivorh

3 (e :
or o.n _cemand, as in a datagram network_ ?\e,{;t e
3. Asin a datagram network, daty are packetized and ea h : ' i
the header. However. the address i the 1= ch packet carries an address i

the header has Joca] jurisdiction (it defines what |

channel on wh; G
: Which the packet is being carried), 1%
€ may ask how the int

; ermediate switches know
15 no fing| destination

. - I ).‘
discugg Virtual-circuit idents ’
all packets follow

“\—Mm established during
_—

the next switch should be and the
end-to-end jurisdiction. The read
where to send the packet if there
The answer will be clear when we
. Asin a circuit-switched network
the connection. ,

Scanned with CamScanner



_,..D'c_;-l_}:a‘il, L [RAwo S Lo
b Gl Gpust)

r%.-
\NE I}E_)

CHAPTER 8 SWITCHING 217

. A virtual-circuit network is normally implemented in the data-link layer,-while a
circuit-switched network is implemented in the phyaml layer and a datagram m.l-
work in the network layer. But this may change in the future.

Figure 8.10 is an example of a virtual-circuit network. The network has switches that
allow traffic from sources to destinations. A source or destination can be a computer,
packet switch, bridge, or any other device that connects other networks.

Figure 8.10  Virual-circuit network

c
End system
Al A\
A B
Al Switches R
End system End system
- A A
AW
% ‘9 Gd‘ i {Wﬂ\\)
A Ly pp T
3 3 . = D End system
? C, SU;-‘EJ( 7 D
B
2 @ ©®

In a virtual-circuit network, two types of addressing are involved: lobal and\local \
(virtual-circuit identifier).

A source or a destination needs to have a global address—an address that can be uni
in the Rcopc of the ucﬂwork or intérnationally if the network is part of an mtemauonal
1 olobal addr n virtnal-circuit networks is used

@mmlé wtifier -
The identifier that is actually used for data transfer is called the virtual-circuit identifier
'CI) or the label. A VCI, uplike a global address, is a §mall numb at has only
\} switch scope; 1 /s_uscd by a frame between two switches. a frame arrives at a
2 switch, it has 2 VCI;)when it leaves, it has a different VCL Figure 8.11 shows how the
%m 53 \3‘9 ~ V(I in a data frame changes from one switch to another. Note that a VCI does not need
"\{ \03\ to be a large number since each switch can use its own unique set of VClIs.

\'}C’
\L"kA\

(\?\oe)\\J

Figure 8.11  Virtual-circuit identifier
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Wby
Three Phases addresses

hro
Pl 0 throu
As in a circuit-switched network, a st&g%c and destination Ee;igg}i 1o tl%:s@

phases in a virtual-circuit network: setilp, data tfihsfer, and teardow ehy

,.-"‘_'. . h
2o gy ——— elp switches make
phase, the source and destination use their global addresseso help lab

entries for the connection. In the teardown phase, the source and d:s;;:if::; l?lf::n
switches to delete tE‘correSponding entry. Data ltrar}sfer OCC;;ightfonvard- w:l?a
phases. We first discuss the data-transfer phase, which is more s T gy
talk about the Setup and teardown phases.

[
i

—
: Data-Transfer Phasd ‘=— _ ination. all switches need 1o have 3 tab,
Jj {-1*" To transfer a frame from a source to its destination,

Fooa , has four columns, Thi;
¢ P entry for this virtual circuit. The table, in its : e rtu_—mumha[-
5"‘{@ e:\f ‘j) means that the switch holds four pieces Of. 1n]1:01’m2;1]c°:t{1‘;ﬁ‘§6ié siittics; but fe;[}::
¥ already set up. We show later how the switches 1 Ielr 1able SHiv
U“"/

i i 11 active virtua] ;..
moment we assume that each switch has .t;able with e:llit;leslaf;;’[l(‘: .El Cin
cuits. Figure 8.12 shows such a switch and its corresponding

Figure 8.12  Switch and tables in a virmual-circuit network

_@tgcino 2) é/b

Port | VCI

Figure 8.12 shows a frame arriving at port 1 with a VCI of 14. W?lﬁ:l‘l the fra&lc
arrives, the switch looks in its table o find port 1 and a VCI of 14, When it is found, the
switch knows to change the VCI to 22 and send out the frame from port 3. _

Figure 8.13 shows how a frame from source A reaches destination B and how its
VCI changes during the trip. Each switch changes the VCI and routes the frame. )

The data-transfer phase s active until the source sends all jts frames to the destind-
tion. The procedure at the switch is the same for each frame of a message. The process

- creates a virtual circuit, not a real circuit, between the source and destination,

» 4 Switch creates an entry for a virtual circuit, For example, suppos®
source A needs to create 3 virtual circuit to B,

Two steps are required: the setup requ(e:s;
and the acknowledgment, :

%
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Figure 8.13 Sourrchmf}csrfrrarinﬁ data !mn.g"err\' a virtual-civeuit nerwork /
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Setup equest

Jopn- tup request frame is sent from the source to the destination. Figure 8.14 shows
" the process.

Figure §.14 T.S'eiup yequest in a virtual-circuit network

— =

Incoming | Outgoing Incoming | Outgoing
b Port [VCI| Port |VCI Port [VCI| Port [VCI
. Al
o ;;LF 0¥ 1 |14 3 2 [221 3

Incoming | Quigoin

i
; Port [VCI| Port [VCI : ;
7 1 Je6| 2 k)/ M\ oW
=N ,JJ P
’._o-’;: a. Source A sends a setup frame to swilch 1. D)Pp J)\
3}’:‘0 9\'“'\&‘; h. Switch 1 receives the setup request frame. It knows that a frame_going )»9) >

2

Fox ,,5’/ goes out through port 3. How the switch has obtained this information is a point 0)\&”
/_ I’S f § covered in future chapters. The switch, in the setup phase, acts as a packet switch;
N ’5\? : it has a routing table which is different from the switching table. For the moment,
\ f’; 7 assume that it knows the output port, The switch creafes an entry in its table for
'\); this virtual circuit. but it is only able to fill three of the four columns. The switch
\\/ assigns the incoming port (1) and chooses an available incoming VCI (14) and the
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i ich will be found duy
outgoing port (3). It does not yet know the outgoing ng- J::]framc dcugh v |
ing the acknowledgment step. The switch then forwards !
to switch 2. h
' ts happen here as
c. Switch 2 receives the setup request frame. T S:'lmgﬁ?:;se. incoming port ( l?
switch 1; three columns of the table are completed: in -
incoming VCI (66), and outgoing port (2). IR~ et
d. Switch 3 receives the setup request frame. Ag:u‘n, t g t;t 3 :
incoming port (2), incoming VCI (22), and oullgf"mg F{’i to—rcccive ——
e. Destination B receives the setup frame, and if it 18 rc? ym A in this case 77. Thi;
it assigns a VCI to the incoming frames that cc?mf:f o . z:nd ol e
VCI lets the destination know that the frames come rom A,
Acknowledgment s don phs vl
A special frame, called the acknowledgment frame, completes the entne h
ing tables. Figure 8.15 shows the process.
Peeedt e o
Figure 8.15  Setup écknaw!edgment% a virtual-circuit network —
s - :
Incoming | Outgeing mcommg Qutgoing
Port |VCI| Port |VCI Port [VCI| Port [VCI
1 [14] 3 |66 2 |22 3 )77 VCI=177
VCI = 14 1
A . AN
l
@ g Switch 1 o) L Y 7
1 2
2i9ir A\ 2 = UL Switch 2| _JA
- as
e Aﬁﬁ |lncoming Outgoing
’ _sj_g
| Port [vCl| Port [VCI
L1 Je6] 22
a. The destination sends an acknowledgment to switch 3. The acknowledgment carries

-

the gl‘obal source and destination addresses so the switch knows which entry in the
:;b]-c is to be completed. The frame also carries VCI 77, chosen by the destination as
¢ incoming VCI for frames from A. Switch 3 uses this VCI to complete the outgo-

ing VCI column for this entry. Note that 77 ; i i inati
Ml el Swtixzh T 7 is the incoming VCI for destination B,

b. Switcl i
itch 3 sends an acknowledgment to switch 2 that contains its incoming VCl in the

table, chosen i ' i
chosen in the previous step. Switch 2 uses this as the outgoing VCI in the table.

¢. Switch 2 se
nds an acknowledgment to switch 1 that contains jts incoming VCI in the

d.

F. »

VClin the tabl, chosen i . seslonme L contains its incoming
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Teardown Phase

In this phase, source A, after sending all frames to B, sends a special frame called a
teardown request. Destination B responds with a teardown confirmation frame. All
switches delete the corresponding entry from their tables.

Efficiency

As we said before, resource reservation in a virtual-circuit network can be made during
the setup or can be on demand during the data-transfer phase. In the first case, the delay
for each packet is the same; in the second case, each packet may encounter different
delays. There is one big advantage in a virtual-circuit network even if resource allocation
is on demand. The source can check the availability of the resources, without actually
reserving it. Consider a family that wants to dine at a restaurant. Although the restaurant
may not accept reservations (allocation of the tables is on demand), the family can call
and find out the waiting time. This can save the family time and effort. '

In virtual-circuit switching, all packets belonging to the same source and destination
trayel the same path, but the packets may arrive at the destination
. 7 - 3 d)
mﬂ% I resource allocation i$ on demand

Delay in Virtual-Circuit Networks

In a virtual-circuit network, there is a one-time delay for setup and a one-time delay for
teardown. If resources are allocated during the setup phase, there is no wait time for

individual packets. Figure 8.16 shows the delay for a packet traveling through two
switches in a virtual-circuit network.

Figure 8.16 Delay in a virtual-circuit network

—
Aon-.;e.mond Recervakion "
I == Cas @ yual Ve
] I_r—l AN
: \s
3 | i
- -___.________-__ o . . i}.
a’*‘- 2l 'll_'r:msnussmn o c\r_c_; % Lo
(.og‘).“." 0?_:* _‘_—__-&:?a_?-—-inf__________ f.dn-_‘:' ':l:P Ay Yas
¢’ P - o8y S
\ > | =
0| (RSN (NSRRI . LanS AL
t)// >\ '.?_-[l " (Recerve)
& = ! 1
' // W Time Time Time Time
K %

: % The packet is traveling through two switches (routers). There are three transmis-
s, i 8 . 4 . "

~/® ‘sion times (37°), three propagation times (31), data transfer depicted by the sloping
v *7  lines, a setup delay (which includes transmission and propagation in two directions),
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CHAPTER 9

Introduction to
Data-Link Layer
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% MAC Pliex — Weard ware addiess
(sl e
Thc TCP/IP protocol suite does not define any protocol in the data-link layer or
physical layer. These two layers are territories of networks that when connected
make up the Internet. These networks, wired or wireless, provide services to the upper
three layers of the TCP/IP suite. This may give us a clue that there are several standard
protocols in the market today. For this reason, we discuss the data-link layer in several

chapters. This chapter is an introduction that gives the general idea and common issues
in the data-link layer that relate to all networks. -

' The first section introduces the data-link layer. It starts with defining the concept
of links and nodes. The section then lists and briefly describes the services pro-
vided by the data-link layer. It next defines two categories of links: point-to-point
and broadcast links. The section finally defines two sublayers at the data-link layer
that will be elaborated on in the next few chapters.

1 The second section discusses link-layer addressing. It first explains the rationale
behind the existence of an addressing mechanism at the data-link layer. It then
describes three types of link-layer addresses to be found in some link-layer proto-
cols. The section discusses the Address Resolution Protocol (ARP), which maps
the addresses at the network layer to addresses at the data-link layer. This protocol

" helps a packet at the network layer find the link-layer address of the next node for
delivery of the frame that encapsulates the packet. To show how the network layer
helps us to find the data-link-layer addresses, a long example is included in this

section that shows what happens at each node when a packet is travelling through
the Internet.

“ 237
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9.1 INTRODUCTION

The Internet is a combination of networks glued together by comlllecun-g device
ers or switches). If a packet is to travel from a host to a.nolhfg_sgzgsltln_eeds

through these networks. Figure 9.1 shows the same scenario we di 5 ed in (-?ha
but we are now interested in communication at the dala-]mk’ 18)'*'3:- OmmMunjey,
the data-link layer is made up of five separate Jogical connections etween the day

layers in the path.
——
. ] - . : 1 r
Figure 9.1 Communication at the data-link laye
Sky Research Alice o
Alice Application
Transport
eee Network
Data-link
e, Physical
.uﬂn.-‘", R2
e Network
TO Other Tl 3 $ DatuJink
[SPS [LIITITIL lln?l" .. Physical
= R4
_ — ’-ga ) thw::rkk
0 other @ @' Data-lin
e e R4
ISPs . = [% Physical
Switched (YAC) R5
WAN : [ Network
o == H @ Data-link
National ISP Amminl RS
\_ anon 4,.""' J %% Physical
e,“%
R7
To other Network
ISPS man Dat“.]ink
Physical
Legend 1
[ e Pojn[.to_l]oim WAN E
- ' : b
LAN switch Bo App mf
— , Transp
JoAC] WAN switch il
J i
R . Data
h_@ outer J Bob _$ Physicd
Scientific Books i
__-'/

s 'I[::e élatadink layer at Alice’s computer communicates with the data-link layer atm“‘f
= The data-link layer at router R2 communicates with the data-link layer at rout¢f
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CHAPTER 9 INTRODUCTION TO DATA-LINK LAYER 239

Q' and so on. Finally, the data-link layer at router R7 communicates with the data-link
§ ,r‘ layer at Bob's computer. Only one data-link layer is involved at the source or the desti-
i nation, but two data-link layers are involved at each router. The reason is that Alice’s
and Bob’s computers are each connected to a single network, but each router takes
input from one network and sends output to another network..Note that although
switches are also involved in the data-link-layer communication, for simplicity we have
not shown them in the figure.

Communication at the data-link layer is node-to-node. A data unit from one point in the
Internet needs to pass through many networks (LANs and WANSs) to reach another
point. Theses LANs and WANS are connected by routers. It is customary to refer to the
two end hosts and the routers as nades and the networks in between as links. Figure 9.2
is a simple representation of links and nodes when the path of the data unit is only six

nodes. S E n
BT Eas
Figure 9.2‘ Nade¥ and I\inks } ﬂféfnﬁ"'
T pehuert s GSy e

[

Point-to-point Point-to-point
network network

a. A small part of the Internet

Link Link Link Link
@ L —@ ®
Node Node Node Node
b. Nodes and links

“ Aua L@fo—‘-’acﬂj s K

IP it (pny Ay o e (DR cP)
The first node is thie source host; the last ndde’is e destination host. The other
four nodes are @)ur routers. The first, the third, and the fifth links represent the three
ﬁra»"‘ LANS: the second and the fourth links represent the two WANS,

e e J (O} d:‘ﬂ d_,_f._.,:sf e
Cﬁ(” f'/(M 9‘71 2( Services | = 2P - DNC_) c:.:-ﬂ./,

( ﬂfr or The data-link layer is located between the phys:cal and the netwprL layers. The data-

link layer provides services to the network layér, ayer, it receives services from the physical
" layer. Let us discuss services provided by the data-link layer. .Jﬁt;‘"“

The duty scope of the data-link layer if nodc-to-nogt? When a packet is travelling

in the Internet, the data-link layer of a node (host or Touter) 1s responsible for delivering

59 a datagram to the next node in the path. For this purpose, the data-link layer of the
\p‘éf’( 5 sending node needs to encagsulalc the datagram received from the network in a frame,

and the data-link layer of the 1 receiving node needs to decapsulate the datagram from
W"‘Cb the frame. In other words, the data-link layer of the source host needs only to
s

¥ flow  cont ol
CJ B seﬂdef 2 x’/) v

@wgf N A
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d m-liﬁk layer of the destination host needs t0 decapsulate, by, i
encapsulate, the da | sulate and decapsulate. One may ask yy,,
intermediate node needs 1o bonl"::’,cilpal each intermediate node. The reasop jg "
need cncapsul;;.:ion _andadccasu atio ith a different frame : format. Evep 5f‘0

ink may be using a| e :

ﬁ::f::l ::g\lrl?: l;um are using the same protocel, cﬁcadpipl;:;?n ;:gnifgapsmatmn I
necded because the link-layer addresses are nomally ABererh o EC LR Y hel
misz'{:asc- Aésiﬁﬁc—ﬁadn needs to travel from. her (])1 e 's _}mm‘:ig
another city. The traveller can use¢ three 1ransp0[l_=}_lgl_‘lf30 8. ;’;C aKe a taxito g,
the train station in her own city, then travel on lhc'; train from her 0\:;1 Clty 1o the
where her friend lives, and finally reach her friend’s hom_e using another taxi. Hero W
have a source node, a destination node, and two ime;-m?dlate not?les. The traveller ney,
to get into the taxi at the source node. get out of the tax and get into the train at the
intermediate node (train station in the city where she lives), get out of 1ht’: train ang
into another taxi at the second intermediate node (train station in the .c1ty Where b,
friend lives), and finally get out of the taxi when she arrives at her destination. A ki
of encapsulation occurs at the source node, encapsulation and Flecapsulation 0cCCury
the intermediate nodes, and decapsulation occurs at the destination node. Our trave]j,
is the same, but she uses three transporting tools to reach the destination.

Figure 9.3 shows the encapsulation and decapsulation at the data-link layer. f;
simplicity, we have assumed that we have only fic router between the source and de;
tination. The datagram received by the da[a—link%ﬂ?ﬁﬁ%ﬁ source host is encapsulat
in a frame. The frame is logically transported from the source host to the router. Th
frame is decapsulated at the data-link layer of the router and encapsulated at anothe
frame. The new frame is logically transported from the router to the destination hog
Note that, although we have shown only two data-link layers at the router, the route
actually has three data-link layers because it is connected to three physical links.

Iy

Figure 9.3 A communication with only three nodes

Actual ink
Legend e Data-link header
ieERNEsEES Logicﬂl!ink

Tk PR Dalagmm T 'E_-I)'_;_]'t_alli_ﬂli m"----- ----m
; ? Frame: type | ;

Frame: type 2

To another link
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Q-‘mrm’n; \

Deﬁmtely, the first service pravided by the data-link layer is framing, ,Ih)c data-link
l:wcr at caclm e needs to{encapsuly ﬂ'nc datagram (packet received from the network
layer) in l‘ram efore sen 1ﬁ§‘i1‘f"hc nex! node. The node also needs to decapsulate
the datagram from the frame received on the logical channel. Although we have shown

only a header for a frame, we will see in future chapters that a frame may have both a
header and a trailer. Different data-link layers have different formats for framing.

A packet at the data-link layer is normally called ",fli-ﬂ“'*

Flow Control

.E'}V henever we have a producer and a consumer, we need to think about flow control. If
‘%.E producer produces items that cannot 10t be consumed, accumulation of items occurs.
he emmmmmmmmmmmc receiving
data-link layer at the other end of a link is a@r If the rate of produced frames is
higher than the rate of consumed frames, frames at the receiving end need to be buff-
ered while waiting to be consumed (processed). Definitely, we capaet have an unlim-
ited buffer size at the receiving side. We have two choices. Thefirs
receiving data-link la\'cr@:plhe frames if its’buffer is full) Thd second choi to let
the receiving data-link Iayer send a feedback to the sending data-lif Hw&?ﬁ_ﬁk it to
stop or slow down. Different data-link-layer protocols use different strategies for flow

control. Since flow control also occurs at the transport layer, with a higher degree of
importance, we discuss this issue in Chapter 23 when we talk about the transport layer.

i Error Control \ :
s AY ¥ At the sending node, a frame in a data-link layer needs to ba changed to bits) trans-

formed to electromagnetic 51gmls, and transmitted through the homission media. At
the receiving node, electromagnetic signals are received, transformect \O_blij)dnd put
together Lo create a frame, Since electromagneti gna]s are susceptible to error, a
frame is suscepuble eITOr. Thw%ﬂcmd After detection, it
needs to be either coiTected at the receiver node or discarded and retransmitted by the
sending Tiode. Since error detection and correction is an issue in every layer (node-to-
node or host-to-host), we have dedicated all of Chapter 10 to this issue.

& e
oug q e congested with frames, which may result in frame loss) most

data-link-layer protocols do not directly use a 00113;55_11_0_1‘1_29_}_1_&01 to alleviate congestion,
although seﬁ)lc wide-area networks do. In general,-congestion control is considered an
issue in theetwork layer or the traiisport laye fllS end-to-end nature. We will

discuss congestion control in the network layer and The transport layer in later chapters.

9.1.3 Two Categories of Links

Although two nodes are physically connected by a transmission medium such as cable
or air, we need to remember that the a;link_layer_cnnlmlsjﬂw_l.hﬁ%dimn is used.

We can have a data-link layer thaf uses the whole capacity of I_h_c_ni/ed’i;m ) we can also
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C e

one =

2

A \ .
‘u"% To better understand the functionality of and the servic

=y

@
yP

have a data-link layer that uses dgly part of the CI;E;@){ the link. In other wo,,
can havefa point-to-point |link or a broa kA point-to-point link, the lia[‘,

v’;/)

81
’
A

7

adcast link, the link is shared betweep %
traditional home Phﬁneq

dedicafed to the two devices; In a bro

pairs of devices. For example, when two friends use the

chat, they are using a point-to-point link; when the same two friends use their celly
among many cell phone sy

phones, they are using a broadcast link (the air is shared
9.14 ot ¥e et Duta Link \oyer .
1.4 Two Sublayers 2— o,
\ vad cast —> lnag g
e eices provided by the link lqe

can divide the fata-link Jaye) into two sublayers: data link contr-ol (DLC) and mgg
access control (MAC). This is not unusual because, as We will see in later c:zfplcrs,_ Ly
protocols actudlly use the same strategy. The data link control sublayer deals wiy,
issues common to both point-to-point and broadast Links; the media access control gy
layer deals only with issues specific to broadcast links. In other words, We Separate fh,

two types of links at the data-link layer, as shown in Figure 9.4.

Figure 9.4 Dividing the data-link layer into two sublayers

ch

g batﬁ' link control su blaver

'Data link control sublayer’

Data-link layer

Media access control sublayer

Data-link layer

a. Data-link layer of a broadcast link b, Data-link layer of a point-to-point link

We discuss the DLC and MAC sublayers later, each in a separate chapter. In add
tion, we discuss the issue of error detection and correction, a duty of the data-link anf
other layers, also in a separate chapter.

9.2 |LINK-LAYER ADDRESSING |*~

e next issue we need to discuss about the data-link layer is the link-layer address
In Chapter 18, we will discuss IP addresses as the identifiers at the network layer thi
define the exact points in the Internet where the source and destination hosts are ¢oF
nected. However, in a connectionless internetwork such as the Internet we cannot makt
a datagram reach its destination using only IP addresses. The reason is that each daty
gram in the Internet, from the same source host to the same destination host, may take?
different path. The source and destination IP addresses define the two ends but canndl
define which links the datagram should pass through.
We need to remember that the IP addresses in a datagram should not be changed y
the destination IP address in a datagram changes. the packet never reaches it
destination; if the source IP address in a datagram changes, the destination host 0f 3

* router can never communicate with the source if a response needs to be sent back oraf

etror needs to be reported back to the source (see ICMP in Chapter 19).
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add 3\ @y g
The above discussion shows that we need another addressing mechanism in a con- =

: y : : A28
nectionless internetwork; the link-layer addresses of the two nodes. A link-layer <™
address is sometimes(calleda link address, sometimes a physical address, and some- .~

i e (s oo s ook Slp2V
times a MAC address. We use these terms interchangeablyin this book.

Since a link is controlled at the data-link layer, the addresses need to belong to the
data-link layer. When a datagram passes from the network layer to the data-link layer,
the datagram will be encapsulated in a frame and two data-link addresses are added to
the frame header. These two addresses are changed every time the frame moves from

one link to another. Figure 9.5 demonstrates the concept in a small internet, e
o flrw)
5 MAC -—e_?vjs’n'l add

Figure 9.5 1P addresses and link-layer addresses in a small internet War Jwiare od
cudt

Jine addry

L 2 adden

- ; b o = To another
5557 el e D Rame = Tas link

- ﬂ% 5 Order of addresses { Lég? /,”;{b
7 '}’)/’ Legend | N 1P address IP addresses: source-destination U’P 7
5 = L: Link-laver address

Link-layer address: destination-source ~ %

N7y e NsLsg
L | Ly
Frame

NoLe
. To another
7 91‘)‘\{_ ' f’Q network \e ‘aué:e_f) O\

i 5

- ,\JPC{)’ 147 Ol (S ) Qud ihass ek watE  eddves
B R & = S

= SO S 4 s¥b
In the internet in Figure 9.5, we have three links and two rﬁlﬁﬁfﬁe ':Iu?sg;;eﬁp Sl &)
shown only two hosts: Alice (source) and Bob (destination). For each host, we have = | '
shown two addresses, the IP addresses (N) and the link-layer addresses (L). Note S:
that a router has as many pairs of addresses as the number of links the router is con- = i~
nected to, We have shown three frames, one in each link. Each frame carries the oRZ
same datagram with the same source and destination addresses (N1 and N8§), but the uﬁ
link-layer addresses of the frame change from link to link. In link 1, the link-layer ;sg\
addresses are Ly and L,. In link 2, they are L and Ls. In link 3, they are L, and Lg. -
Note that the IP addresses and the link-layer addresses are not in the same order. For ~ ****
IP addresses, the source address comes before the destination address; for link-layer —"'____‘f_ff! Lol

addresses, the destination address comes before the source. The datagrams and 0 =l
-b,f/rjz @ fff_‘:’_ﬁ“"
el e (T p)
w8 (1P R
o e Conrec 7€
R Sl
3 _,_1_.¢—-
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and we follow the design. We may raise Se\-ew

: 1Y
frames are designed in this way

S : sent from a so
questions: sdcess of TOUET does not appear in any datagram Urce 4
0O IfthelPa

ters? The answer i i
e need to assign IP addresses 'to rou T is lhath
destination, why dowe 2 a sender or receiver of a datagram. For exay,

: Pl

a

some protocels a router $ﬂf—§i—£:cuss in Chapters 20 and 21, a router is a sendg, o,

in ?I'he communications in these pr otocols are between Touter,
essage.

reCeiver ddress in a router, one for each interface

" han one IP a : ‘
s s _morc Il‘ i ection of a router to a link. We will see they
answer is that an interface is a connectl

; e s y
IP address defines a point in the Infernet at which a device 1s connected. A y,

the corresponding street. . -
inati ddresses .in a packet determined?
the source and destination IP addresse: ;
Q ]::s\fvearr?s that the host should know its m(n:lP ad@, which become_,s tl}e Sou
IP address in the packet. As we will discuss in Chapter 26, the application ],

c W ¥ usesthe semces‘oﬁao find the destination address of the packet and Passes;
= 3“29\ to the network layer to be inserted in the packet.
-.:-3"3 ¢‘ O How are the source and destination link-layer addresses determined for each link
M?*q"y \ Again, each hop (router or host) should know its own link-layer address, as we dis
2N cuss later in the chapter. The destination link-layer address is determined by usiy
N . "Wmimmch we discuss shortly.
3!9 _&;\Q‘{;’; ¢ o O What is the size of link-layer addresses? The answer is that it depends on the protog

used by the link. Although we have only one IP protocol for the whole Internet, »
may be using different data-link protocols in different links. This means that we
define the size of the address when we discuss different link-layer protocols.

-9.2.1 'Three Types of addresses

Some link

-layer protocols define three types of addresses: unicast, multicast, u
broadcast.

. Unicast Address
95\t dddres |

~

JI) {y“‘ Mu

Each host or each in_terface of a router is assigned a unicast address, Unicasting me2
W ommunication. A frame with 2

AL unicast addre ination i ined o
OF OXE entity in the fink. S8 desnn_at_lon is destine
Example 9.] , N

As we will see in Chapter 13, (hd unicas
net, are 48 bits (six b
example,

link-layer addregses in the most common LAN, E¥

ted as(12 hexadecima) Vigits separated by colors
dress of 3 computer.

34:45:11:92:F1

icast SN 2 M i e
r‘n Address \q_\ pf“u\c ST 23 Yo
Some link-layer protocq . UNiCas)

; ytes) that are prese
e followine is a [
‘_\‘“‘E 15 a link-layer a4

S pg-ﬁrw
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Example 9. 2 yEe it s

As we w 1ﬁscc in Chapter 13, the mulic: k-layer addresses in the most common LAN,
Ethernet, are 48 bits (six bytes) that ar presented as 12 hexadecimal digits separated by colons.
The second digit, however, needs tobe afieven humber in hexadecimal. The following shows a
multicast address; 9 N\

ﬁf ¥ 7 A2:34:45:11:92:F1

]
\ & (Braarh'nsr A ddr;;s__\

J’L’\ ié Some link-layer protocols define a broadcast address. Broadcaslini mcani one-to-all

communication. A frame with a dc':unatlon broadcast address 1s se ntities in

the link. é

Example 9.3

As we will see in Chapter 13, the broadcast lijnk-layer addresses in the most common LAN,
Ethernet, are 48 bits, all s, that are presemted s 12 hexadecimal digits separated by colons. The
following shows a broadcast address:

FF:FF:FF:FF:FF:FF

9.2.2 Address Resolution Protocol\(ARP

Anytime a node has atagram to send to another node in a link, it has the IP address
of the receiving node. The source host knows the IP address of the default router. Each
router except the last one in the path gets the IP address of the next router by using its for-
warding table. The last router knows the IP address of the destination host. However, the
IP address of the next node is not helpful in moving a frame through a link: we need the
link-layer address of the next node. This is the time when zﬁm&ﬁm Proto-

’__go;l_(ARP) becomes helpful. The ARP protocol is one of the auxiliary protocols defined
in the network layer, as shown in Figure 9.6. It belongs to the network layer, but we dis-
cuss it in this chapter because it maps an IP address to a logical-link address (ARP epts
an IP address from the IP protocol, maps the address to the concspondm\g_[ﬂk k-layer
39@{{_3&5 and passes it to the data-link layer.

x ————
Figure 9.6  Position of ARP in TCP/I@mrocol 'mf@

=
GSJ \:)L""') T A
Wl -CMP .IG"IP P | ot
ﬁﬂfoiﬁ;ﬁ @)——- — CMW\ '?\’o‘ra@ 3dd!"€5| it
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\‘é} - ; ot .
7 P CTUT T L
J/"
ol ' _/ :
. / <z ink- laycr Jf’w
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Anytime a host or a router needs to find the link-layer ad'drr:ss of another hogt orrg
bl y ‘mrk it sends an ARP request packet. The packet includes the link-laycr \
in its netwgf 1.!110 :,-endcl' and the IP address of the receiver. Because the senger dog q
igir\:s;f; link-layer address of the receiver, the query is broadcast over the lip .. !

IR usip,
| Ni“k-layer broadcast address, which we discuss for each protocol later (see Figure 9-?)&

igure 9.7 ARP operation
|

Looking for link-layer
address of a node with
IP address N2

S 28
» RY (eequet

—

Reply:

* I am the node and my
link-layer address is
L2 i)

packet, but only the intend : i 31;151‘3(;068555 [hgq:;
response packet. The respopsc ‘ ; ess and sends bac
addresses. The packet iﬁl:@' dif:;l](el contains the recipient’s IP and link-laf

In Figure 9.7a, the System on the 1eft_(.‘vﬂ's)md&_that kot Tt e
to anqther System (B) with [p

addressv_Iﬁ__g‘ S

by asking th 1 55 el
St Tequest packet to ask for the g the ARP protoco

o) physical address of a system with?
> ¥’ .+ ThiS packet s receiyeg by every syg, [
R v :Elluzzs%r It, as shown ip v 93-’;:“180“ the physical network, but only syst"
- i B tinatio “ "? Physical address, Now syst en; AYSteﬂl B sends an ARP reply packel
o ) AHON USINg the physicq| address j¢ Feceis dcan Send all the packets it has for 1
v
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Caching

A question that is often asked is this: If system A cm{l_'@@c_agi a frame to find the link-
layer address of system B. why can’t system A send the datagram for system B using a
broadeast frame? In other words, instead of sending one broadcast (rame (ARP
request), one unicast frame (ARP response), and another unicast frame (_fmcnding the
datagram), system A can encapsulate the datagram and send it to the network. System B
receives it and keep it; other systems discard it.

To answer the question, we need to think about the efficiency. It is probable that
system A has more than one datagram to send to system B in a short period of time. For
example, if system B is supposed to receive a long e-mail or a long file, the data do not
fit in one datagram.

Let us assume that there are 20 systems connected to the network (link): system A,

system B, and 18 other systems. We also assume that system A has 10 datagrams to
send to system B in one second.
e e

. A pocs,
(:ihlhﬂul_usmgARP, system A needs to send|10 broadcast frames. Each of the
18 other systems need to receive the frames, decapsulate the frames, remove
the datagram and pass it to their network-layer to find out the datagrams do

not belong to them.This means processing and discarding 180 broadcast
frames. —

@ysiem A needs to send only|one broadcast frame. Each of the 18
other systems need to receive the frames, decapsulate the frames. remove the
ARP message and pass the message to their ARP protocol to find that the frame
must be discarded. This means processing and discarding only 18 (instead of
180) broadcast frames. After system B responds with its own data-link address.
system A can store the link-layer address in its cache memory. The rest of the
nine frames are only unicast. Since processing broadcast frames is expensive
(time consuming), the first method is preferable.

Packet Furmat

Figure 9.8 shows the format of an_ARP packet. The names of the ficlds are self-
explanatory. The hardware type field defines the type of the link-layer protocol; Ethernet
1s given the type 1. The protocol rype field defines the network-layer protocol: 1Pv4 pro-
tocol is (0800);¢. The source hardware and source protocol addresses\are variable-lenath
fields defining the link-layer and network-layer addresses of the sender, The destination
hardware addrcss and destination protocol address ficlds define the receiver link-layer
and network-layer addresses. An ARP packet is encapsulated directly into a data-link
frame. The frame needs to have a field to show that the payload belongs to the ARP and
not to the network-layer datagram.

Example 9.4

-
A host with IP addrcs%d MAC address @ms apacket to send to another host with IP address

@hd physical addres§ L2 {which is unknown (o the first host). The two hosts are on the same net-
work. Figurc 9.9 shows thc ARP request and response messages.
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2 “
}; s v ) T
~oure 9.8 ARP packet” L /
Figure 9 \_I’/ )Jﬂ. /@@u : ;’, —
e P I
\e . " protocol Type Hardware: LAN or WAN pye,
n TW’“] A ¢ protocol: Network] o
[Ha ware Lo s rotoecol: Networ -n)-e,pmlmh]
[ Protocol -~ — - _
" “i’é‘i;ﬁ“ length/32]) CRequestyl. Repl I b6 Lor
# |
@ e @NC _~  Source hardware address 5.:"'(5" 7 2
=~ " L -
- ““;v#/ Source protocol address 9:'-‘".'! ¢ . 3{9 i e g
S e . — - v
Thation hardware address . xw o P -
i i L i VT Ik
' 1k & Yo
Que _~ Destination protocol address 0 s v @1‘0_@) .
=
P e W
Figure 9.9 Example 9.4 Q enses™ Reply
R W
System A ﬁ i SYSE_T.IB
2 ke
N2 : i
L2 (Not known by A)| & %
Jecn ) Ao .
e
r\?ﬂ
W 7 ap——Sagte saarce ladd 3%
N, o) Q ARP request ?"' " Pl i ?m:c‘\ iy
ﬂ;f \‘8/ @")ﬁg\‘w ‘5"#)‘6, ok | g :

W
3%
v,
‘9\
&
9 Q

_Multicast frame

From Atog\ '
G| = —
Jequest
Destindtion  Source, .
radenst address C g'ﬂu?ﬁ) 0x0001 (x0800
ls 0x06 | 0x04 0x0002 wY
[20 == 5!
{\0 & L1 K
&7 &7 ;
v Unicast framk ; I\
rom B to A = e
€ A B\ i
) RS *
T PYRY LR

arc found, let us go throy
to Bob, who is three nodeg away
address of Bob is what we discover
moment, assume that Alice kngws

9.2.3 An Example of Communication

To show how communication is done at the d

ata-link layer and how link-layer addres®

gha simp}c example. Assume Alice needs to send a datsé®
in the Internet. How Alice finds the network !
in Chapter 26 when we discuss DNS. For”

y P s the network-lav In ot
words, Alice’s G rk-layer (IP) address of Bob. ,
1ce’s host is given the data to be sent,}Ihlﬁ:(IPJ add:;:sss of Bob, and"
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CHAPTER 9 INTRODUCTION TO DATA-LINK LAYER 249
\\\(,"‘
IP address of Alice’s host (each host needs to know its IP. address). Figure 9.10 shows
the part of the internet for our example.

Figure 9.10  The internet for our example ; e
E7
A (e / 5? * _,]J
PR s T e C‘f}/ 7

Alice \
Point-to-point network é ! | i .i
R2

\.I‘{? ) Bob's site

Alice’s site

S3a F)
Activities at Hu:ccSI!qj " "”

We will use symbolic addrcs@makc the figures more readable. Figure 9.11 shows
what happens at Alice’s site.

Figure 9.11  Flow of packeis at Alice's computer

Lepend

N: Network-layer address
L: Link-laycr address

Bob's site

Alice’s site

N, @1\
it

l‘\
. P‘“i"- ( cgén ..;1 v
e N i
,gg" | Network layer b= (Alice) - (R1)
L] 1
M
' Dalag'ra% \ Ly j’p ""3:'.1
s \
AR —~>
L,q—a-li Data-link layer I sFoJ ( %c {S}L;JJ\';’J(-?J"
-r"'?""\ [ E Data-link layer gets its own link-layer ~ e
Framd | L, ﬁ: 70 v ‘? address (L 4 ) here from its interface. ) _f,\_‘,_
n & - =
" A 7 et
7 ‘l/l))\ L;l/ r Physical layer I R‘\}/ ‘:\:{1:—
ye ¢ 173 7
479. Signal | _nurnr
./f L~ ToRI Flow of packets at Alice’s computer

The network layer knows it’s given N, Ny, and the packet, but it needs to find the
link-layer address of the next node. The network layer consults its routing table and
tries to find which router is next (the default router in this casc) for the destination Ny,
As we will discuss in Chapter 18, the routing table gives Ny, but the network layer
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{ router R1. It uses its ARP to find the Jip
o

e link-layer address ©
pass the datagram with the link-layer adq 3
res,!'
|

needs to find th
rk layer can now

address Ly. The netwoe
the data-link layer-

The data-link layer knows its own link-layer address, L. It creates the fry
passes it o {he physical layeTs where the address is converted to signals e,
through the media. a0y,

Activities at Rourer RI
at Router R1. Router R1, as we know, has only
th,

Now let us see what happens
Jlower layers. The packet received needs 10 g0 up throu gh these three layers and o,
down. Figure 9.12 shows the activities o

Figure 9. ) B
6 2 —
L
Legend o
. Bob’s site

Alice’s site

Network layer

NB, L3 . 2 \.\-_))

N,,‘INB 3 Datagram | Na
— S_‘, \‘\\i\
.or E |
N r Data-link layer J(ﬁﬂ/’j‘/ r Data-link layer J-t—l.rz
J
e |

i

3

L a [ | :
R )

\ :
& ¥ Frame
* Frame

Physi 4
| l_s ysical layer | ‘929;2’ |  Physical layer |
&fiom A@ Qg\éﬁ i

\ X7 L—» ToR2 _ Flow of packets &l Rout!

At arrival, the i
data-link layer. Th(‘l:) gig?ﬁhiafer of the left Tink creates the frame and passes itto’
work layer. The network la; edYer de-capsulates the datagram and passes ‘o the ™
and finds that the datagramy r examines the network-layer address of the datag®
The network layer consults i ﬂeeds‘to be delivered to the device with IP address y
in the path to Ny, The fory its routing table to find out which s the next 104 o
the same link with R1 ;‘;‘l’ardmg table returns N;. The IP (;3 e ne;{ e i
address of this router. \-vir © network layer now uses th A e Jink” I
» Which comes up as L. The netw:)i]ﬁRP i tt‘; lq
ayer passes (h¢

and Lj to the data-li
-link ] :
ayer belonging to the link at the right side The lin 1)

_ 4
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CHAPTER 9 INTRODUCTION TO DATA-LINK LAYER 251

encapsulates the datagram, adds L3 and L2 (its own link-layer address), and passes the

frame to the physical layer. The physical layer encodes the bits to signals and sends
them through the medium to R2.

Activities ar Router R?

Activities at router R2 are almost the same as in R1, as shown in Figure 9.13.

Figure 9.13  Acrivities ar m'"@' \

\ —
Legend

Alice’s site Bob's site

N: Network-laver address
_L: Link-layer address

1

Bob
L L

Alice 2 IR] - R2 :

S— o %
: o
Forwarding = \
. table ] £
N]_|| —T |.\'| N
ARP |-4[ARP .
L Network layer I_‘—l—l—'_L (R2) [~ (Bob) DC‘@qPS‘J"}
y Ls U g_‘, $aisle
Datagram |N 2071 ( naul " Prame)
. f i
oA
Data-link layer I :-'—EF

e s = L6
L.|L, [N, ] LBbL4 Na|?

Frame - “‘;{ % Frame
L Physical layer I | Physical layer l
Signal TJUULF JUTULT | Signal

from R1

—— To Bob Flow of packets at Router R2

Activities af Boli'’s Site

Now let us see what happens at Bob’s site. Figure 9.14 shows how the signals at
Bob’s site are changed 10 a message. At Bob’s site there are no more addresses or
mapping needed. The signal received from the link is changed to a frame. The frame
is passed to the data-link layer, which decapsulates the datagram and passes it to the

network layer. The network layer decapsulates the message and passes it to the
transport layer.

Changes in Addresses

This example shows that the source and destination network-layer addresses, NA and

NB, have not been changed during the whole journey. However, all four network- -layer
addresses of routers R1 and R2 (N1, N2, N3, and N4) are needed to transfer a datagram
from Alice’s computer to Bob's computer.

| Broud Cast wﬂ“ Uik 10 ‘ﬁ"”*‘
) \3" —w\/ n.u__&.}
J/‘ O secwrty ¥
2
@ e s» ¥ oE
rpfvoﬁ""‘ﬁ Lart A5

’)
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T -rivities at Bob s site
Figure 9.14  Acriy

Legend - Bob's Site

N: Network-layer address
= L: Link-layer address

Alice’s sile

Nq Nd NH

T
Ny N N - ]
% 4@11 Ly g2 Ly Ly Boy

[ Network layeﬁ p
Datagram [Na|Ng
r Data-link layer Xl

e | _
.\o\(\ . _i
(DQe\‘::/ * | Physical layer

e |
% Signal | LK '

Flow of packets at Bob’s computer

9.3 END-CHAPTER MATERIALS
9.3.1 Recommended Reading

For more details about subjects discussed in this chapter, we recommend the follov
books. The items in brackets [...] refer to the reference list at the end of the text.

Books

Several books discuss link-layer issues. Among them we recommend [Ham 80], [Zar U
[Ror 96], [Tan 03], [GW 04], [For 03], [KMK 04], [Sta 04], [Kes 02], [PD 03], ¥
02], [Spu 00], [KCK 98], [Sau 98], [Izz 00), [Per 00], and [WV 00].

9.3.2 Key Terms

Address Resolution Protocol (ARP) links

data link control (DLC) media aécess control (MAC)
frame nodes

framing

9.3.3 Summary

The Internet is made of many ho

tef
sts, networks, a i i h as 1o
The hosts and connecting device 80P Sncmenling deriges i

. I
$ are referred to as nodes; the networks are refer®
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CHAPTER 10

Error Detection

Naccuracy. For most applications, a system must guarantee that the data received are
identical to the data transmitted. Any time data are transmitted from one node to the
next, they can become corrupted in passage. Many factors can alter one or more bits of
a message. Some applications require a mechanism for detecting and correcting errors.

Some applications can tolerate a small level of error. For example, random errors
in audio or video transmissions may be tolerable, but when we transfer text, we expect
a very high level of accuracy.

At the data-link layer, if a frame is corrupted between the two nodes, it needs to be
corrected before it continues its journey to other nodes. However, most link-layer proto-
cols simply discard the frame and let the upper-layer protocols handle the retransmission
of the frame. Some multimedia applications, however, try to correct the corrupted frame.

This chapter is divided into five sections. B

3 The first section introduces(types of erréisi the concept of redundancy, and distin-
guishes between error detection and correct] an.

1 The second section discusses(block coding\It shows how error can be detected
using block coding and also introduces the concept of Hamming distance.

?\ The third section discusses cyclic codes. It discusses a subset of cyclic code, CRC,
that is very common in the data-link layer. The section shows how CRC can be
easily implemented in hardware and represented by polynomials.

?( The fourth section discusses checksums. It shows how a checksum is calculated for
a set of data words. It also gives some other approaches to traditional checksum.

The fifth section discusses forward error correction. It shows how Hamming dis-
tance can also be used for this purpose. The section also describes cheaper meth-

ods to achieve the same goal, such as XORing of packets, interleaving chunks, or
compounding high and low resolutions packets,

L
n
-]
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10.1 INTRODUCTION

: Yk di or indirectly, to err ;
Let us first discuss some ISSucs related, directly Y or delccunn "
. b ]
correction.

10.1.1

Whenever bits flow from one point to another, they artc sub]ch 10 unpre .
changes hecause of interference. This inlcrfcrcpce c'an _chan gc the Sbape of the ﬁign;
The tcmmcans that only 1 bit of a gwfﬂ':{‘hdl 7 such Saby
character, or packet) is changed from 1 tfq_Q._o from O to 1. The téria buerst errory,
that 2 or more bits in the data unit have Change from 1 10 0 or from 010 1. Figur, I
“shows the effect of a sin gle-bit and a burst error on a data unit.

G O\_xe M\s )5,
(Lq-"’"{ Catiection S\ b
o

LY
Length of burst error (8 bits)
| |

Tvpes of Errors

T

ko

N

il
(ORI

Figure 10.1  Single-bit and burst error

glar

.-;3:& ) 5 ) J\zé(raf) o= | I
C L § DU o N sent [00]0J0Je]o]1]0] [o[roJoTafifo r[of1]0{o 0]OTT]T] sem
- - ted bit Corrupted bits
T Corrupted | ‘
N o\ Lo\ ¥ Received [0]0J00]1]0]1]0 [o]1]o]1]o 1 ojefo]1]1]0]0]OT1TT]Recei
S» SN ¢ Seele ytern) b Burstemor ) | oo
S LQ,U-'{ ) A e e = ool el
@:“"3 i A burst error isﬁﬁejk;l;to occur than a single-bit error because the duratio
v the noise signal is normally longer than the duration of 1.bit, which means that wi
Mwaw‘:; noise affects data, it affects a set of bits. The number of bits affected depends ont
. ¥ bps ! data rate and duration of noise. For example, if we are sending data at 1 kbps, a noist
oAl (wh)y 2# O\ 1/100 second can affect 10 bits; if we are sending data at 1 Mbps, the same noise
1w SR 10.000 bits. I .
\ \'r:.l.\;ﬂ \;; affect 10,000 bits “‘“as eoier € Badl Gid) A\ op Lot 4o (HiEdn ¥
= Ao b et 2 i o
g D 10.1.2 Redundanc S ()0 oMo o3
. 4 MPs  &ivr >« | The central concept in detecting or correcting errors imQ\g. To be able!
il SENY df.:tect or correct errors, we need td Send some extra bits with our datz. These redund
% e | k’ . bits are added by the sender and removed by the receiver. Their presence allows b
AMps 2L 5= °r_l"—* receiver to detect or correct corrupted bits, .

Durction J?- @
noise 5 P
m.l“,)| MJ%' f}i

TansmiFier

SP{Pd é "ﬁrangnl'lrl'l.ﬂn
rare =
—

=

}'t{;'é‘”']

10.1.3  Detection versus Correction
orl @Of crrors iSQHOrc difficul) than the detection, In error detection, ¥¢*

only Tooking to see if any error has occurred. The answer is a simple yes or no. We aref
even interested in the number of ¢

orrupted bi i ; - or us®

g%csf‘:ﬁg‘rﬁ:z;:iﬁ“tlx their location in the message. The number of efror ﬂndl;

data unit, we need to n?ormu.t factor 5‘_“ we need to correct a single error it - ¥
’ consider cight possible error Jocatjons: if we need to €O
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a\\!da X \"3

ke 2y

errors in a data unit of the same size, we need to conl;ldcr 28 (permutation of 8 by 2) g
possibilities. You can imagine the receiver’s difficulty in ﬁndmg 10 errors in a data unit of
1000 bits. 20 > Noise ijw oaz (O°\) = X G») o 1o

(Eﬂ""").lw w{..m O VS U"‘"’-— (mu) N ek 0 [” (C‘r'p—.,r-)
. Cudm .SLD.- Crror) =) = "U...n.....-u-_-ﬂ ap (oh UL\JJS ko (wur")/l,,.
& (errov) oy >

Redundancy 15 achieved through various codmu schemes. Thg/sender adds|redundant “‘"’9‘

bits through a process that ci that creates a rcldllonshlp between the redundant bits and the C %
—_—————— ik
actual data bits. Th@t_{:l\ﬂdlccks the relationships between the two sets of bits to
detect errors. The ratio of redundant bits to data bits and the robustness of the process - ‘:-\ \o)
are important factors in any coding scheme. > Sl s
We can divide coding schemes into two broad categories: block coding and convo- “"’-’:’mq
lution coding. In this book, we concentrate on block coding; convolution coding is imge

: _J__) s ySiee
more co 2 .
mplex and beyond the scope of this book ¢ 55 Sl s
) mrg——

—

o R R e AR LV
10.2 BLOCK CODING —B&¢ %=
In block coding, we divide our message , each of k bits, callc

We add r redundant bits to each block to make the ]ength:n =k + r)The resultmg n-bit

A —blocks are called gadewords.) How the extra r bits are chosen or calculated is some-

7

thing we will discuss Tater. For the moment, it is important to know that we have a set
of datawords, each of size k, and a set of codewords, each of size of n. With k bits, we
can create a combination of 2* datawords; with n bits, we can create a combination of
2" codewords. Since n > k, the number of possible codewords is larger than the num-
ber of possible datawords. The block coding process is one-to-one; the same data-
word is always encoded as the same codeword. This means that we have 2" — 2%
codewords that are not used. We call these codewords invalid or illegal, The trick in
error detection is the existence of these invalid codes, as we discuss next. If the

receiver receives an invalid codeword, this indicates that the data was corrupted dur-
ing transmission.

10.2.1 Error Detection <« -
How can errors be detected by using block coding? If the following two conditions are
met, the receiver can detect a change in the original codeword.

1. The receiver has (or can find) a list of valid codewords.

2. The original codeword has changed to an invalid one.

Figure 10.2 shows the role of block coding in error detection. The sender creates code-
words out of datawords by using a generator that applies the rules and procedures of
encoding (discussed later). Each codeword sent to the receiver may change during
transmission. If the received codeword is the same as one of the valid codewords, the
word is accepted,; the corresponding dataword is extracted for use. If the received code-
word is not valid, it is discarded. However, if the codeword is corrupted during trans-

mission but the received word still matches a valid codeword, the error remains
undetected.
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Example 10.1 ; %y . 8- fﬁ;j Tllcq=
Let us assume tha k = Aand[n =3\ Table 10.1 shows the list of datawords and codeworg, l

we will see how to derive a codeword from a dataword.

: jon_in Example 10.1
Table 10.1 A code for er:‘!?r‘{:f‘t"ﬁfﬂgrjwul P

‘ [ Dataword < Eodevord Dataword Codeword
e 00 000 10 \ 1011
01 011 11 110

Assume the sender encodes the dataword 01 a@md sends it to the receiver. Considery

¥ —
following cases: A

2o ; ; is aalid) e
" ¥1. The receiver receives Q_l_l. -Itis alvalid codeword. The receiver extracts the dataword 01 frogi

AP = = B . . ;
\p/;’f : . - The codeword is Sorrupted during fransmission, and 111 is received (the leftmost bit is;
- - " . . T
g rupted). This is fiot a validicodeword and is discarded.

3 ; . The C()-d(:\\'(‘ll‘d.ls corrupted during transmygsion, and 000 is reggived (the right two bisz

) corrupted). This is affalid codeword/ Th&Teeiver incorre (] '

¥ " : cuy extracts the dataword 00.Tv
y corrupted jnns have'made the emror undetectable, =

X & >
» a - -
T e

e j ;; i .
o i (ﬂf : .u‘/; ﬁnhe;ror-defemn code can{detect only the types of errors for
‘5’? q’/ J chitis designed; other types of errors may remain undetected.
Hamming Distance | L B
One of tl i i
o ie central concepts in coding for error ¢

. tance. The Hamming d; ontrol is the idea of the Hamming &

\7“0 ) differences between ti,f ::‘t::::;;:l?“e? Wo words (of the same ey 15 b num;;f”
; Ing bits, W, ; :

words xand y s d(x, y), We may wonder whe: 511_}?\:.- th'e Hal.nmmg distance betweent

reason is that the Hamm; Y Hamming distance is important for 7

ple, if the cod Ordis the number of bitg u]:fn glm"c“' between the received codeword?
, 1T the codew € Corrupt; 3 P i
0rd 00000 is sent ang ()] 101 s fﬁceisezd ;iu:;ilng lTIl‘ﬂSmlSSIOnaF;I e:;:;

- - DILS are 1n error and the

ming distance b, :
Ce between (he Wo 15 d(OOUUO,OHOI) =3. In ol -
= . In other words, if the Ha

Scanned with CamScanner



222

Hammin )
Distonce

CHAPTER 10 ERROR DETECTION AND CORRECTION 261

distance between the sent.and the received codeword is not zero, the codeword has been
corrupted during transmission. =

The Hamming distance can casily be found if we apply thc@ll grpc ration (@) on the

two words and count the number of 1s in the result. Note that the Hamming distance is
a value greater than or equal to zero.

The Hamming distance between two words is the number
of differences between corresponding bits.

Example 102 2245

Let us find the Hamming dist ncg between two pairs of words.

1. The Hamming distance(@000, 011) is@ hecause (000 & 011) is 011 (twa 1s).

2. The Hamming distance (10101, 11110) isGbecause (10101 @ 11110)is 01011 (three 1s).

= 280 M) e\ G

Minimum Hamming Distance for Error Detection [~ ‘{e:l 1 = :
In a set of codewords, tho('_minimum Hamming distancg is the smallest Hamming dis-
tance between all possible pairs of codewords. Now let us find the minimum Hamming
distance in a code if we want to be able to detect up to s errors. If s errors occur during
transmission, the Hamming distance between the sent codeword and received codeword

is 5. If our Sdctect up to s errors, the minimum distance between the valid

codes must t do that the received codeword does not match a valid codeword.
In other words; & minimum distance between all valid codewords is (s + 1), the
received codeword cannot be erroneously mistaken for another codeword. The error
will be detected. We need to clarify a point here: Although a code with dy;, = s + 1 may
be able to detect more than s errors in some special cases, only s or fewer errors are
guaranteed to be detected.

To guarantee the detection of up to s errors in the minimum
Hamming distance in a block code must :t dpin =5+ 1. 5 5= Ma%
o 4

(5= Mo 2e8m e dmig2 TOW GOSN Qb g =

We can look at this criteria geometrically. Let us assume that the sent codeword x
is at the eenter of a circle with radius 5. All received codewords that are created by 0 to
s errors are points inside the circle or on the perimeter of the circle. All other valid
codewords must be outside the circle, as shown in Figure 10.3. This means that d,;,

must be an integer greater than s or d;;, =5+ 1.

Example 10.3

The minimum Hamming distance for our first code scheme (Table 10.1) is(2) This code guaran-
tees detection of only a single error. For example, if the third codeword (101) is sent and one
error occurs, the received codeword does not match any valid Codeword.@ oceur,
however, the received codeword may match a valid codeword and the errors are not detected.

Example 10.4

A code scheme has a Hamming distance W, = 4\ This code guarantees the detection of up o
mrceleno sWd=s+T1ors=3).

=9

Netmbe r
erfur
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Flgurc 10.3 Gcn,"e"-fc Cﬂnffpf Hp!ﬂfﬂfﬂg dmm_\

Legend
Any valid codeword
e Any corrupted codeword
with 1 to s errors

Linear Block Codes

Almost all block codes used today belong to 2 subse ;
codes. The use of nonlinear block codes for error detcct:c_m and. correction jg
widespread because their structure makes theoretical analysis and 1mp1°“{€ma1im
cult. We therefore concentrate on linear block codes. The fon:nal definitiop ¢
block codes requires the knowledge of abstract algebra (particularly Galojs g,
which is beyond the scope of this book. We therefore give an informal definit,

our purposes, a linear block code is a co
modulo-2) of two valid codewords creates ano

t of block codes called Jip,,

de in which the exclusive OR (adg.
ther valid codeword.

Example 10.5

The code in Table 10.1 is a linear block code because the result of XORing any Code'nﬁ-,
any other codeword is a valid codeword. For example, the XORing of the second and third,

words creates the fourth one.

Minimum Distance for Linear Block Codes

It is simple to find the minimum Hamming distance for a linear block code. Then
mum Hamming distance is the number of 1s in the nonzero valid codeword wit
smallest number of Is.

" Example 10.6

In_ our first code (Table 10.1), the numbers of 1s in the nonzero codewords are 2, 2, and 2.¥
minimum Hamming distance is d;;, = 2. ,

Parity-Check Code

:eﬁ:?;s. ltjl;.c n]:osl familiar error-detecting code is the parity-check code. This o
i =0;+clod{:_illn this code, a k-bit dataword is changed to an n-bit coft*
number of 1s in :[hc Ce ;Xtra bit, called the parity bit, is selected to make the®
S s gt odeword even. Although some implementations specify ¥'

» We discuss the even case. The minimum Hamming distance for i

€gory is dp;. =2, whi .
min = <, Which means that the code is a single-bit error-detecting code:”

first code (Table 10.1) g
; .1) is a parity- ve .
is also a parity-check code?,y i[hykilic:ncdo:;li (;c =2 and n = 3), The code in Teb® |

.
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wf P FENEEN, Mp G (Chermek) o Ner Tedgjo e ivsw

After discussing the general issues related to the data-link layer in Chapters 9 to 12,
itis time in this chapter to discuss the wired LANs. Although over a few decades
many wired LAN protocols existed, only the Ethernet technology survives today. This
is the reason that we discuss only this technology and its evolution in this chapter.

. . ol § ( Futmat) 2
This chapter is divided into five ssciions.:%%‘w G"'ﬁ”/g‘i\‘ﬁv’&” g - L Fsiat

Q  The first section discusses the|Ethernet protocol|in general. It explains that IEEE
Project 802 defines the LLC and MAC sublayers for all LANs including Ethernet.
The section also lists the four generations of Ethernet.

(1 The second section discusses mem.] Although this generation is
rarely seen in practice, most of the characteristics have been inherited by the fol-
lowing three generations. The section first describes some characteristics of the
Standard Ethernet. It then discusses the addressing mechanism, which is the same
in all Ethernet generations. The section next discusses the access method, CSMA/
CD, which we discussed in Chapter 12. The section then reviews the efficiency of

* the Standard Ethernet. It then shows the encoding and the implementation of this
generation. Before closing the section, the changes in this generation that resulted
in the move to the next generation are listed. :

QO  The third section describes the{Fast Ethernet[ the second generation, which can still
be seen in many places. The section first describes the changes in the MAC sub-

layer. The section then discusses the physical layer and the implementation of this
generation.

O The féurth section discusses the (Gigabit El]]&met.& with the rate of 1 gigabit per

second. The section first describes the MAC sublayer. It then moves to the physical
layer and implementation.

21 The fifth section touches on the |10 Gigabit Ethernet| This is a new technology that
can be used both for a backbone CAN or as a MAN (metropolitan area network).

The section briefly describes the rationale and the implementation.

361
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13.1 ETHERNET PROTOCOL

In Chapter 1, we mentioned that the TCP/IP protocol SU'I]EE ld);}lc;;a ‘nol define an bro,
for the data-link or the physical Iayer.} In other words, ; f;‘C_CBpls ﬂn.y = .
these two layers that can provide scr\-'n:cs to }he nclworl\’]aycr.- hc. data-lip) 'ilye:i' i
the physical layer are actually the territory of the local. .md W'ldc area netyq, Iy
means that when we discuss these two laycrs: we are talking about Detwork lh-alr
using them. As we sce in this and the followmg two chapters, we can have irc;
wireless networks. We discuss wired networks in this chapter and the pey, ang
pone the discussion of wireless networks to Chapter 15. _ ﬁ
In Chapter 1, we learned that a local area network (I.JA'N) 1S 2 computey ey
that is designed for a limited geographic area such as a building Or a campyg, tr
a LAN can be used as an isolated network to connect computers in an Orga”iZaLignf
the sole purpose of sharing resources, most LANSs today are also linked (g 4 Wil ,_.
network (WAN) or the Internet. ; :

In the 1980s and 1990s several different types of LANs were useq. All of 4.

LANs used a media-access method to solve the problem of sharing the

L LCess BIRN Ethernet used the\CSMNa)\qppmach. The Token Ring, Token Bus, and

ediy, 7,

FDDI 5,
nélhed Distribution Data Interface) used the u?kcn—passing appr_oach. During this pf::
. Ay another LAN technology, ATM LAN, which deployed the high speed WAN ‘echnulug

“IE lzg)y-"«"r’fw = (ATM), appeared in the market. .
p charing ' Almost every LAN except Ethernet has disappeared from the marketplace beg,

Ethernet was able to update itself to meet the needs of the time. Several reasons for
success have been mentioned in the literature, but we believe that the Ethernet Prole
was designed so that it could evolve with the demand for higher transmission rates, |
natural that an organization that has used an Ethernet LAN in the past and now ne}
higher data rate would update to the new generation instead of switching to an

technology, which might cost more. This means that we confine our discussio;
wired LANS to the discussion of Ethernet,

| w 13.L.1 (EEE Project 802 :-
_@j;_; 2 B we discuss the Ethernet

protocol and all its generations, we need to bricfly dit

Sis i oo e IEEE standard that we often encounter in text or real life, In 1985, the ComputerSe
s .w—_ 5 ety of the IEEE started a project, called Project 802)\to set standards to enable intex
$s12-5] Ey}ﬂam{] munication among equipment from a varie A

ty of manufacturers. Project 802 does mi¢
TE N Ly Elﬁﬁ?cﬁ%?ﬁeﬁi !fflmdcl-or{'if(]ll’f([i&prlotomsuue. Instead, it is a way ﬂli#"'
=500 : sical layer and the data-link layerlof maior LAN protocols.
A Techrelogy A £l The relationship : d -

f the 802 Standard 0 the 1 suite is show

s 88 icadion 5 S protocol suite ,_
At Communitahion Fllgure 13.1. The IEEE has subdivided the data-link layer into two sublayers: log¥
5_5 55 faen Jink control (LLC) and media access contrg

!
i C). IEEE has also created 5
hysical-l . ;
sey) ¢Sy el D SCalver standards for different LAN protocols, SlyZ A s ?'f.-‘"-fv
| TeGnoanee Logical Link Conrol (LLC) ¢ = Paysendy T aher 2
| e ier iscussed 4,

dadst ;
1l " link e
flow contr d gta Qutrol. We said that data link control handles fr:l[r
fan Of control, In JEEE Project 802, flow control, error controh
®

@)
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Figure 13.1 JEEE ﬂandardfor LANs

(_Pﬁ\ﬂ“ ﬂ,p\.ﬁ-9 -0 -3 4 ;
O] P U ‘.— LLC: Logical link control | | MAC; Medin aceess control i Jg_,g_wt N 2%,
Qdf of 9% f’ G, =S
' o4 Data-link | 5 . 6,0 P
ta-li P .
Pmtandeiii s ol \ Ethernet | Token Ring| Token Bus | | | — 7 - m\'):(‘&)\
== MAC MAC MAC o) BUE .
_______ T
Ethernet | Token Ring| Token Bus : U“’:B e
Physical layer physical | physical physical | *== Py C:‘\' B!
L=l layer layer laycr k—\'};f
(J. Transmission media. ) ____Transmission media .. ) ¢
OSI or TCP/IP Suite IEEE Standard

part of the framing duties are collected into one sublayer called the IOW
(LLC) s handled in both the LLC sublayer and the MAC sublayer.

The LLC provides a single link-layer control protocol for all IEEE LANSs. This
means LLC protocol can provide interconnectivity between different LANSs because it
makes the MAC sublayer transparent.

Media Access Confrol (MAC)

Earlier we discussed multiple access methods including random access, controlled
access. and channelization. IEEE Project 802 has created a sublayer called media
access control that defines the specific access method for each LAN. For example, it
defines [CSMA/CD\as the media access method for Ethernet LANs and defines the
token-passing method for Token Ring and Token Bus LANs. As we mentioned in the
previous section, part of the framing function is also handled by the MAE/ layer.

ey
13.1.2 EEthernet Evolutlon—j -
The Ethernet LAN was developed in the 197028)/ Robert Metcalfe and David Boggs.
Since then, it has gone ! ough four generation Standard Ethernet (10 Mbps)Fast D
Ethernet (100 Mbps}; Glgablt Ethernet|(1 Gbps), andiT0 Gigabit Ethernet \

(10 Gbps), as shown in Flgure 13. 2 We briefly discuss all these generations. @

Figure 13.2  Ethernet evolution through four generations

_. Ethemet
5 }’evolution T J}'U
2,
P s | -1 < | \ °J"V
Standard Fast Gigabit 10 Gigabit p.‘:))
Ethernet Ethemnet Ethernet Ethemet '
10 Mbps 100 Mbps 1 Ghps 10 Gbps

—

AoV (B = Ay Il i ol

erQ },a)o»ﬂﬂ L

uﬂ M) 'W-ﬂef‘.JL PrS ERr I JJW; rrL‘#L' [?hy::c:.;‘]_,; A X

BV 1 L1 an
" g b w1 ue dlhels
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Min [ Max
Lidd (€]
Sk A fied

RS 2
. ".6\5 i (Perkp) WS Fels Laby po ¥
v ,i’ O Preamble. This field contains 7 bytes (56 bi

NS

s ¥
) A v—
132 [STANDARD ETHERNET] ey

We refer to the original Ethernet technology .wiih the data rate of %s i
dard Ethernet. Although most implementations have moved to otherTeg Inol i,

th ar i

the Ethernet evolution, there are some features of the Stand d Ethernet thy hi-:xt
: ion. We di . this standard version to pav k

changed during the evolution. We discuss pave the Way,’

understanding the other three technologies. ,J

13.2.1 Characteristics

Let us first discuss some characteristics of the Standard Ethernet.

Connectionless and Unreliable Service

ce, which means each frame sent is inde

i i ervi
Ethernet provides a connectionless s : ; |
of the previous or next frame. Ethernet has no connection es-labhshmcr.n OF Conneg;
frame whenever it has it; the receiver may "
L

termination phases. The sender sends a fr : ! :
not be ready for it. The sender may overwhelm the receiver with frames, which mgy fey

in dropping frames. If a frame drops, the sender will .not 'know about it. Sincfe 13 whig,
using the service of Ethemet, is also connectionless, it will not know about it er_lher. I,
transport layer is also a connectionless protocol, such as UDP, the frame is Jog,,
salvation may only come from the application layer. Hov‘uever, if the transport laye;
TCP, the sender TCP does not receive acknowledgment for its segment and sends it agg;
Ethernet is also unreliable like IP and UDP. If a frame is corrupted during i,
mission and the receiver finds out about the corruption, which has a high level of i
ability of happening because of the CRC-32, the receiver drops the frame silently.Ii
the duty of high-level protocols to find out about it.
7 paleen

fF rame Formad >
L3

The Ethernet frame contains seven fields, as shown in Figure 13.3.

p

. T N
(oo 0th 3 sza Y

Figure 13.3 {Erhew;er frame )
V oSO\t o %mcq‘?g_g;&;\_"w E

p——— e P
e -
'E))’j)ﬂ OSSN 5 o himurm payload length: 4p bytes
Maximum payload lehgth: 1700 bytes

Preamble; 56 bits of alternating 18 and 0s
SFD: Start frame delimiter, flag (10101011 i 7 !

) oy o

= "S-W‘
?; Destination Soutlce T iy
D address | YP°

LY
7 hyics\v .,fl byte @ﬁ\:c 6‘1;1‘% 2 bjtes

= =
| k%_:_* Minimum frame length: 512 Bits or(odby1es
Maximum frame/length: 12,144 bits or 518 by
RP = {ur,

S

o

—_—

receiving system to the coming frame an
OWOH. The pattern provides/only ap®alert and a nm—igg,ll‘ilsc'
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pattern allows the stations to miss some bits at the beginning of the frame. The pream-

&wuddcd at the physical layer and is not (formally) part of the frame.
Q “Start frame delimiter (SFD). JThis field (1 byte: 10101011 signals the I’EM
of the frame. The SFD warns the station or stations that this is lhcﬁasl chance for
Mg ’ SJ“Q*JNI_;i_;gIl@n. The last 2 bits are (1 1), and alert the receiver that the nexl ﬁcld is
o5 ffa- v the destination address. This field 1s actually a flag that defines the beginning of
' )o*:‘ the frame. We need to remember that an Ethernet frame is a variable-length frame.

é:% It needs a flag to define the beginning of the frame. The SFD field is also added at
NS m@ﬁh yer,

J( Destination address (DA).) This field is Gix byie.;' X48 bits) and contains the link-

Tayer address of the destination statibn or stations to receive the packet. We will

discuss addressing shortly. When the receiver sees its own link-layer address, or a
multicast address for a group that the receiver is a member of, or a_broadcast
address, it decapsulates the data from the frame and passes the data to the upper-
layer protocol defined by the value of the type field.

a M(SA}. This field is also six bytes and contains the link-layer address

. of the sender of the packet. We will discuss addressing shortly.

) 22
2+ ) ;
Zf, % 5)_\ a @.jﬂﬁs field defines the upper-laye whose packet is cg,c_a_pgfl_glt_:d in
; O‘;’/ the frame. This protocol can be IP, ARP, OSPE. and so on. In other words, it serves
the same purpose as the protocol field in a = d the port number in a seg-
ment or user datagram. It is used for multiplexing and demultiplexing.

A¢ Data.) This field carries data rom the upper-layer pro%ggls. Itis a

i minimum of 46 and a maximum of 1500 bytes. We discuss the reason for these

o aPAS minimum and maximum values shortly. If the data coming from the upper layer is

)r"f 7 e more than 1500 bytes, it should be fragmented and encapsulated in more than one

" 5% 4> frame. If it is less than é}gﬁrbyles. it needs to be padded with@xtra 0s) A padded

: " g data frame is delivered 0 the upper-layer protocol as it is (without removing the

i AN padding), which means that it is the responsibility of the upper layer to remove

s . or, in the case of the sender, to add the padding. The upper-layer protocol needs

\ b// to know the length of its data. For example, a datagram has a field that defines the
P D,"%Lu*‘) length of the data.

\Q
2%/ fz_cvj;) Q¢ CRC. fihe last field contains error detection information, in this case a CRC-32. The

)f’,\ j? 0;&” s CRC is calculated over the addresses, types, and data?i_t_ald. If the receiver calculates

)) P - ] = . . - -

v 8 the CRC and finds that it is not zero (corruption in transmission), it discards the frame.

o / l‘;m.}f‘if 2 seme gp v Career ic:ense) Nawpfe ;%anjf/
Frame Length £ = OS2+ P e C2lligim ocHon -

Ethernet has imposed restrictions on both the minimum and maximum lengths of a frame.
The minimum length restriction is required for The correct operation of CSMA/CD;as

we will see shortly. An Ethernet frame needs to have a minimum length of 51;?)bits or
yics, Parf of this length is the header and the trailer. If we count 18 bytes of header

and trailer (6 bytes of source address, 6 bytes of destination address, 2 bytes of length

or type, and rtes of CRC), then the minimum length of data from the upper layer is
64 — 18 =<6 byles/If the upper-layer packet 1s less than 46 bytes, padding is added to

make up the difference.

[Owac o Fimme A opp had & >
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The standard defines the maximum length of a frame (without preamb), .
ficld) as If we subtract the 18 byles of header and trailer, (e ang %
length of the payload is 1500 bytes. The maximum length restriction hyg lwun::.lxim,‘\‘
reasons. First, memory was very expensive when Ethernet was designed: , ]M“'l'{;
length restriction helped u{:;cducc the size of the huffcﬂ Second, the Inaximumaxirﬂ.‘_‘_
restriction prevents one station from _n}q_nnpol Wﬂdium. block; “ﬂg.
stations that have data to send. R Ing

e S R ==

>

ol
Mini : i ini
inimum| [rame/length: 64 bytes Minimum/data ength; 4¢
Maximunj fram¢ length: 1518 bytes .~ Maximunj dat l‘!l'lglh:ISuI:}"%r
+— =y
13.2.2 Addressing

Each station on an Ethernet network (such as a PC, workstation, or printer) hyg ;

network interface card (NIC). The NIC fits inside the station and provideg llie Bt‘f‘

with a link-layer address. The Ethernet address is 6 bytes normally wrii[ 3
j

hexadecimal notation, with a colon between the bytes. For example, the follgy:
shows an Ethernet MAC address: "y

@A§010:21:10:1A

The way the addresses are sent out online is different from the way they are wriy;
hexadecimal notation. The transmission is left to right, byte by byte; however, foné;
byte, the least significant bit is sent first and the most significant bit is sent last. 7y
means that the bit that defines an address as unicast or multicast arriv

Transmission of Address Bits

] ; . . : es first gt
receiver. This helps the receiver to immediately know if the packet is unicast or multipg
Example 13.1 2?‘-"9"9, DI
Show how the address @@Eﬁ;@f{@@ s sent out online.

Y c']] ~

Solution = I 54')

The address is sent left to right{byte by bytc) for each byte, it is sent right to left, bit by b
shown below:  Mest & least —=

erxadecxmal Z u‘4'5' = 20 1B 2E ; 08 EE
Bmary 3 000110] 00100000 QD_?_I..Q_.OJ'.].' 00101110 00001000 11101l

Transmitted (71100010 00000100 11011000 01110100 00010000 011101

w m!la
U mgrs!, Mu:‘{_{u'asf. and Broadcast Addresses
A source address is alwa

s a unicast address—the Iy one st
R \0 g Y e frame comes from only one s
)sr’ o 0?/37/“. :hhe ?e}ilmallon.ac—ldrcsis. ho\s*gver, can be unicast, multicast, or broadcast. Figtt I',:
e > Shows how to distinguish a unicast address from a multicast address. If the least S
: A 1cant bit of the first byte in - it : . Wi
z oo : SLbyte n a destination address is 0, the address is unicast; othe
* 1t 1s multicast,
X J 11 ' o ﬁ
L W j bit v:-fi)}c;lha[ With the way the bits are transmitted, the unicast/multicast bitis |
v N q{u““ Is transmitted or received, The broadcast address is a special case 0
3 ~
P Y
b L> /D\:F\[' %\\‘ W - >*
A e » >0
o g A K
& 7 N - w0 ¢ d
3)/ RS \ (o b il ¥ 7 *: &"b@/\]/ 3':' |40 i
& T @ S R o, AL
7o Al _15"‘(0\0/ 2 >
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Figure 134 Unicast and multicast addresses

@5'535-6 Muiticg_;;:/..l J
) ) - T

Byte 1 Byte 2 Byle 6

multicast address: the recipients are all the stations on the LAN. A broadcast destina-
tion address is forty-eight Is.

Example 13.2

uniCes t
Define the type of the following destination addresses: —~—s m wthi cast
A 2. 4A:30:10:21:10:1A > bread (ast:
~ b. 47:20:1B:2E:08:EE
€. FF:FF:FF:FF:FF:FF

- Solution

To find the type of the address, we need to look at the second hexadecimal digit from the left. If it
is even, the address is unicast. If it is odd, the address is multicast. If all digits are Fs, the address
is broadcast. Therefore, we have the following:

a. This is a unicast address because A in binary is 10 @even}.

b. This is a multicast address because 7 in binary is 011] odd).

¢. This is a broadcast address because all digits are Fs in hexadecimal.
— B e

Distinguish Between Unicast, Multicast, and Broadcast Transmission

Standard Ethernet uses a coaxial cable (bus topology) or a set of twisted-pair cables

with a hub (star topology) as shown in Figure 13.5. '

We need to know that transmission in the standard Ethernet is always broadcast, no
matter if the intention is unicast, multicast, or broadcast. In the bus topology, when sta-
tion A sends a frame to station B, all stations will receive it. In the star topology, when
station A 'sends a frame to station B, the hub will receive it. Since the hub is a passive
element, it does not check the destination address of the frame; it regenerates the bits (if
they have been weakened) and sends them to all stations except station A. In fact, it
floods the network with the frame.

The question is, then, how the actual unicast, multicast, and broadcast transmis-
sions are distinguished from each other. The answer is in the way the frames are kept or
dropped.

0 In a unicast transmission, all stations will receive the frame, the intended recipient
keeps and handles the frame; the rest discard it.

11 In a multicast transmission, all stations will receive the frame, the stations that are
members of the group keep and handle it; the rest discard it.
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- i
o2 - 1
) - : Mbps3
XOn (V\aa‘ Figure 13.5 Implementation o standard Ef;i:ncf DD__;_;E'
s’ RO .
v A
\l; e :
Qe 9'3 K P57 c D E ¥ G 3 "g‘fu Jcad
2 : =
\e¥ P
A %Lt,‘/j l
/./-j = K
% . 9 R S‘Vlt\f'.
}L’-ﬂ‘(-‘e" a. A LAN with a bus topology using a coaxial cable o e 1
e e ]

f:; » A host (of anyy, :
. |

vy

= A cable lap

a

== Coaxial cable
—— Twisted pair capy;

A cable epd

R e
P sy

b. A LAN with a star topology using a hub

d In aansmission, all stations (except the sender) will receive the £
and all stations (except the sender) keep and handle it. E

T e
13.2.3 CAccess Method ™) - B

Since the network that uses the standard Ethernet protocol is a broadcast net:
we need to use an access method to control access to the sharing medium. Thes:
dard Ethernet chose %SMAKCD}with 1-persistent method, discussed earli:

. Chapter 12, Section 1.3. Let us use a scenario to see how this method works fu:
Ethernet protocol.

3 Assume station A in Figure 13.5 has a frame to send to station D. Station Af
should check whether any other station is sending (carrier sense). Station At
sures the level of energy on the medium (for a short period of time, normalli:
than _100 us). If there is no signal energy on the medium, it means that no stat
sending (or the signal has not reached station A). Station A interprets this st
as idle medium. It starts sending its frame. On the other hand, if the signd**
levell s not zero, it means that the medium is beine used by anotilcr station. St
continuously monitors the medium until it becgmes idle for 100 ps. It the®
.;endlngl l.'ht_? frame. However, station A needs to keep a copy of the frame inf”
J'zztu:it: c;:qfussl:rs{::?l there is no collision. When station A is sure of this is ¥

J  The medium sensing

does not stop aft : ding the i
Station A needs to se p after station A has started sendillz

nd and receive continuously. Two cases may occur:
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a. Station A has sent 512 bits and no collision is sensed (the energy level did not
go above the regular energy level), the station then is sure that the frame will go
through and stops sensing the medium. Where does the number 512 bits come
from? If we consider the transmission rate of the Ethernet as 10 Mbps, this
means that it takes the station 512/(10 Mbps) = 51.2 ps to send out 512 bits.
With the speed of propagation in a cable (2 x 10% meters), the first bit could
have gone 10,240 meters (one way) or only 5120 meters (round trip), have col-
lided with a bit from the last station on the cable, and have gone back. In other
words, if a collision were to occur, it should occur by the time the sender has
sent out 512 bits (worst case) and the first bit has made a round trip of 5120
meters. We should know that if the collision happens in the middle of the cable,
not at the end, station A hears the collision earlier and aborts the transmission.
We also need to mention another issue. The above assumption is that the length
of the cable is 5120 meters. The designer of the standard Ethernet actually put a
restriction of 2500 meters because we need to consider the delays encountered
throughout the journey. It means that they considered the worst case. The whole
idea is that if station A does not sense the collision before sending 512.bits,
there must have been no collision, because during this time, the first bit has
reached the end of the line and all other stations know that a station is sending
and refrain from sending. In other words, the problem occurs when another sta-
tion (for example, the last station) starts sending before the first bit of station A
has reached it. The other station mistakenly thinks that the line is free because
the first bit has not yet reached it. The reader should notice that the restriction of
512 bits actually helps the sending station: The sending station is certain that no
collision will occur if it is not heard during the first 512 bits, so it can discard
the copy of the frame in its buffer.

b. Station A has sensed a collision before sending 512 bits. This means that one of
the previous bits has collided with a bit sent by another station. In this case both
stations should refrain from sending and keep the frame in their buffer for
resending when the line becomes available. However, to inform other stations
that there is a collision in the network, the station sends a 48-bit jam signal. The
jam signal is to create enough signal (even if the collision happens after a few
bits) to alert other stations about the collision. After sending the jam signal, the
stations need to increment the value of K (number of attempts). If after incre-
ment K = 15, the experience has shown that the network is too busy, the station
needs to abort its effort and try again. If K < 15, the station can wait a backoff
time (T in Figure 12.13) and restart the process. As Figure 12.13 shows, the
station creates a random number between 0 and 2% — 1, which means each time
the collision occurs, the range of the random number increases exponentially.
After the first collision (K = 1) the random number is in the range (0, 1). After
the second collision (K = 2) it is in the range (0, 1, 2, 3). After the third collision
(K=3)itisin the range (0, 1, 2, 3,4, 5. 6, 7). So after each collision, the proba-
bility increases that the backoff time becomes longer. This is due to the fact that
if the collision happens even after the third or fourth attempt, it means that the
network is really busy; a longer backoff time is needed.
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Encoding and Decoding

All standard implementations use digital signaling (baseband) at 10 Mbps. At the
sender, data are converted (o a digital signal using the Manchester scheme; at the
receiver, the received signal is interpreted as Manchester and decoded into data. As we saw
in Chapter 4, Manchester encoding 1s self-synchronous, providing a transition at each
bit interval. Figure 13.6 shows the cncoding scheme for Standard Ethernet.

Figure 13.6 ' Encoding in a Standard Ethernet implementation

10 Mbps data ' 10 Mbps data
¥ ' }
Manchester Manchester
encoder decoder
Station I— — I
11
Media

10Base5: Thick Ethernet Bp Boter

The first implementation is called 1 0BaseS,(thick)Ethernet, or T ‘hickngt. The nick-
name derives from the size of the cable, which is roughly the size of a garden hose

and too stiff to bend wiml{}BaseS was the first Ethernet specification to
use a bus topology with an external transceiver (transmitter/receiver) connected via a
tap to a thick coaxial cable. Figure 13.7 shows a schematic diagram of a 10Base5

implementation.
Tk Ceax
T~
Figure 13.7( 10Base5 iu}plememmion _
S A5 o) Base 5y
10BaseS _—

Transceiver cable
maximum 30 m

10 Mbps — lu-sooml f f

Baseband Cable
(digital) end
P )

Tansceive ahlc

maximum 500 m
e

The transceiver is responsible for transmitting, receiving, and detecting collisions.
The transceiver is connected to the station via a transceiver cable that provides separate
paths for sending and receiving. This means that collision can only happen in the
coaxial cable.

The maximum length of the coaxial cable must 11ot, otherwise, there

is excessive degradation of the signal. If a length of more than 500 m is nee. to
five 'Eéments. each a maximum of 500 meters, can be connected using [repeaters.
_Repeaters will be discussed in Chapter 17.
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.

*

N
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10Base2: i‘!u'u Ethernet | =~

The second implementation is called 10BaseZ, ﬂ'ffn Ethernet, f)r Ch:?ape,-n " t, :
also uscs a bus topology, but the cable is much thinner and more flexjbje
be bent to pass very close (0 the stations. In this case, the transceiver js “Orma hg‘
the network interface card (NIC), which is installed inside the statiop, Fi Vi

shows the schematic diagram of a 10Basc2 implementation, U |

» .'_-'—-_‘
Figure 13.8 (.’ 0Base2 | Frp!mmman'on

Cable
end
lUBEIStZ _
IOMbpS—] '—\T"}’ﬂ
Baseband
(digital) =
—_

@coaxial cable,
«~ “maximum 185 m |Cost Qj’

: S ;
i‘:ﬁ;"‘ o }\;; wﬁ//;y ﬂ-): i’??:m £
X '\)/}',\ ‘.s’l" 8’-’/
. &'p S N

Note that the collision here occurs in the thin coaxiaf cable. ThlS lmplementam
more cost effective than IOBaseS because thin coaxial cable is less expensive tha
coaxial and the fee connections are much cheaper than taps.]Installation is sy
because the thin coaxial cable is very flexible. However, the length of each seam
cannot exceed 185 m (close to 200 m) due to the high level of attenuation in thin e
cable.

10Base-T: Twisted-Pair Ethernet

The third implementation is called 10Base-T or twisted-pair Ethernet. 10Base-Ti

physical star topology. The stations are connected to a hub via two pairs of tw
cable, as shown in Figure 13.9.

Figure 13.9  10Base-T implementation

10Base-T
10 Mbps Twisted pai
sted pair Ty
Baseband of
(digital) UTP cabie

‘6_}_})1 ‘IH" -’._x:]:} S-: E&dwﬁpy Co"'rslm 9““5 _j“’{:\f}
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]
e

7

Note tha{ iwo EairA of twisted cable create two paths Wding and(onk for

Iecaving) between the station and the hub. Any collision here happens in thé hub,
Compared to 10BaseS or 10B

1 10Base2, we can see that the hub actually replaces the coaxial
cable as far as a collision is concerned. The maximum length of the twisted cable here
is defined as 100 m, to minimize the effect of attenuation in the twisted cable.

10Base-F: Fiper Ethernet

Although there are several types of optical fiber 10-Mbps Ethernet, the most common

n called Z0Base-F. 10Base-F uses a opology lo connect stations to a hub. The sta-
tions are connected to the hub usin £ two fiber-optic cables, as shown in Figure 13.10.

?ﬁ :
Fig“.l = 1" 1{] ]”B se-F II J{l cnla .()
. ase- y’ﬂp i Hon

A TE—

10Base-F

10 Mbps

Baseband
(digital)

10Base-F hub

: N RN Se g e WY P
13.2.6 &Changes\in the Standard *— _ W d s
Before we discuss higher-rate Ethernet protocols, we need to discuss the changes that

occurred to the 10-Mbps Standard Ethernet. These changes actually opened the road to
the evolution of the Ethernet to become compatible with other high-data-rate LANs.

Bridged Ethernet

The first step in the Ethernet evelution was the division of a LAN by bridges. Bridges
have two effects on an Ethernet LAN: They raise the bandwidth and they separate colli-
sion domains. We discuss bridges in Chapter 17.

Raising the Bandwidth

In an unbridged Ethernet network, the total capacity (10 Mbps) is shared among all sta-
tions with a frame to send; the stations share the bandwidth of the network. If only one
station has frames to send, it benefits from the total capacity (10 Mbps). But if more
than one station needs to use the network, the capacity is shared. For example, if two
‘stations have a lot of frames to send, they probably alternate in usage. When one station
is sending, the other one refrains from sending. We can say that, in this case, each sta-
tion on average sends at a rate of 5 Mbps. Figure 13.11 shows the situation.

The bridge, as we will learn in Chapter 17, can help here. A bridge divides the net-
work into two or more networks. Bandwidthwise, each network is independent. For
example, in Figure 13.12, a network with 12 stations is divided into two nelwnrks,icaﬁfh
with 6 stations. Now cach network has a caPacity of 10 Mbps. The 10~MbPS capacity in
each segment is now shared between 6 stations (actually 7 because the bridge acts as a
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E e o s station in each segment), not 12 stations. In a network with a heavy load, eacsh st
Device M v _, theoretically is offered J0r7 Mbps instead of 10/12 Mbps.

(e °‘""" . It is obvious that if we further divide the network, we can gain more bandwidthf

é:(ﬁ' i each segment. For example, if we use a four-port bridge, each station is now offu

Py 51 "L;' 8>  10/4 Mbps, which is 3 times more than an unbridged network.

K
@ more \oYia)

el Je ; o 5
BW w25 Separating Collision Domains

Another advan‘tgge of a bridge is the separation of the collision domain. Figure I3
shows t!;lt? collision domains for an unbridged and a bridged network. You can see!
the collision domain becomes much smaller and the probability of collision is red®

trrjmc.ndously. Wilh'out bridging, 12 stations contend for access to the medium; ¥
bridging only 3 stations contend for access to the medium

Switched Ethernet
¢ The idea of g bri't_i ed itct . :
(}:9—'-' ~ to four netwgfkﬁ’gﬁﬁl__hN can be extended to a switched LAN. Instead of having"

not have - i [
= LAN? In other w . N networks, where N is the number of stations

ords, if w : 5 i
ol Calisin switch? In this way, the ba?ldc\ilild}l;l}:“;: :h?:;glple-port bridge, why not have 2 N

A . oWl
Q\ Jomam (5 Mbps each). In addition, the collision domaonly between the station and the

in is divided into N domains. i
additional sophistication that alloW® 7
ged Ethernet to a switched Ether?®

A layer-2 swit

chi 2 - i
handling of the pa o bridge with

ckets. Evolution from a brig

:ZL_}_J (» ﬁﬂl 'J“P/U{ Switcha
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E “a big step that opened the way to an even faster Ethernet, as we will see. Figure 13.14
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One of the limitations of 10Base5 and 10Base2 is that communication is half-duplex
(10Base-T is always full-duplex); a station can either send or receive, but may not do both
at the same time. The next step in the evolution was 1o move from switched Ethernet to
full-duplex switched Ethernet. The full-duplex mode increases the capacity of each
domain from 10 to 20 Mbps. Figure 13.15 shows a switched Ethernet in full-duplex
mode. Note that instead of using one link between the station and the switch, the con-
figuration uses two links: one to transmit and one to receive.

No Need for CSMA/CD
In full-duplex switched Ethernet, there is no need for the CSMA/CD method. In a full-
duplex switched Ethernet, each station is connected to the switch via two separate links.
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//ﬂ

Figure 13.15 Full-duplex switched Ethernet :

o Switch

@ Tmns m“ @
_____.._-——-—'P"
|

WUSURIY

ive i ithout worryin
. . d receive independently w1 ITying abhoy,
station or switch can send an : : \
?:1?::1 Each link is a point-to-point dedicated path chchnl the station :;d the Suiy
'11"h c is no longer a need for carrier sensing; there 18 no onger a ne f_of col
d :rctic:n The job of the MAC layer becomes much easier. The czrnér sensing angy;
etection. : i
lision detection functionalities of the MAC sublayer can be turn

MAC Control Layer a connectionless protocol at the MAC subly

dard Ethernet was designed as '
?&fn is no explicit flow control or error control to mfor.m the sepder that the frame},
arr?\:zd at the destination without error. When the receiver receives the frame, it g

ositive or negative acknowledgment. -
" S’T‘I;dpi];{:i%c for flow and error control in full-duplex switched Ethernet, amt
sublayer, called the MAC control, is added between the LLC sublayer and the My

sublayer.

( Bridse 13.3i FAST ETHERNET!(IOO MBPS) :-

v @ s tj.li.’l-‘:"" In the 1990s, some LAN technologies with transmission rates higher lhalldlg‘f:;
Q— ) H@ fu’:!-r-rf"f’m such as FDDI and Fiber Channel, appeared on the market. If the Standard Ef¥

'M i i big %
d —"  wanted to survive, it had to compete with these technologies. Ethernet made & fJ :
neration was ¢il

by increasing the transmission rate to 100 Mbps, and the new gencr iible ¥
Fast Ethernet. The designers of the Fast Ethernet needed to make 1t compt o
z the Standard Ethernet. The MAC sublayer was left unchanged, which mﬂlf;ﬂ ool
U‘j’;’) 14 P F oo mat and the maximum and minimum size could also remain unchanged- 1)::.11 i
¢ & <anfed~2BS  the transmission rate, features of the Standard Bthernet that depend on the fFastEd}f
&;‘ i ;& rate,access method, and implementation had to be reconsidered. The goals © i
gaﬁﬁ-'q e u_(i.) - et can be summarized as follows:
.

“‘__zf L 1. Upgrade the data rate to 100 Mbps.
2. Make it compatible with Standard Ethernet.

3. Keep the same 48-bit address.

4. Keep the same frame format.

y
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13.3.1 |Access Method)\ =

We remember that the proper operation of the CSMA!CD\cIepcnda on the transmission
Tate, the minimum_size of the frame, and the_maximum_network length. If we ve want to
keep the minimum size of the frame, the maximum length of the network should be
changed. In other words s, if the minimum frame size js still 512 bits, and it is transmitted
2910 times faster G@@needs to be detected 10 {times soon{?q which means the max-
imum Tength of the network should be[Q times shorier (the ‘propagation speed does not
ek ) o > change). So the Fast Ethernet came with two solutions (it can work with either choice):
\ 007~ L The first solution was (o totally drop the bus topology and use a passive hub and
('y oxd ';v)' Star topology but make the maximum size of the network 250 meters instead of

A '_,, 25.{}0 meters as in the Standard Ethernet. This approach is kept for compatibility
f,‘f > with the Standard Ethernet.

cﬁ}‘;/'/ 2. The second solution is to use a link- -layer switch (discussed later in the chapter)
with a buffer to store frames and a full-duplex connection to each host to make the
transmission medium private for each host. In this case. there is no need for
CSMA/CD because the hosts are not competing with each other. The link-layer
switch receives a frame from a source host and stores it in the buffer (queue) waiting
for processing. It then checks the destination address and sends the frame out of
the corresponding interface. Since thé connection to the switch is full-duplex, the
destination address can even send a frame to another station at the same time that it

is receiving a frame. In other words, the shared medium is changed to many Pmnt-
(,,p} o '.,.-p to-point media, and there is no need for contention.

fo0 r"f-—f—‘ﬂ. 10
] @) [ ] gmossn [
N,w(ﬁ"‘* e

s _EL-'\-' P g-vs_rsluﬁi ede
J'.) u_.-L- A new feature added to Fast Ethernet is called autonegonanon It allows a station ora

s hub a range of capabilitics. Autonegotiation allows two devices to negotiate the mode

78 w i or data rate of operation. It was designed particularly to allow incompatible devices to
oY ; connect to one another. For example, a device with a maximum data rate of 10 Mbps
Recgiver  can communicate with a device with a 100 Mbps data rate (but which can work at a
@d[y& L3 lower rate). We can summarize the goal of autonegotiation as follows. It was de51gned

- particularly for these purposes:

d  To allow incompatible devices to connect to one another. For example, a device with

a maximum capacity of 10 Mbps can communicate with a device with a 100 Mbps
capacity (but which can work at a lower rate).

(]

To allow one device to have multiple capabilities.

U

To allow a station to check a hub’s capabilities,

13.3.2 { Physical Layer

To be able to handle a 100 Mbps data rate, several changes need to be made at the phys-
ical layer.

* -

Scanned with CamScanner




378 PART lll  DATA-LINK LAYER

Topology

Fast Ethernet is designed to connect two or more stations. If there are only ¢
they can be connected point-to-point. Three or more stations need 1o e CG:D s.talin11
ey,

star topology with a hub or a switch at the center. i
I

Encoding

Manchester encoding needs a 200-Mbaud bandwidth for a data rate of 100
makes it unsuitable for a medium such as twisted-pair cable. For this r
Ethernet designers sought some alternative encoding/decoding scheme, Howeye, . &
found that one scheme would not perform equally well for all three implem;r’ g
Therefore, three different encoding schemes were chosen (see Figure 13| 6. Mlatj,

8, wh
Eaﬁnn' th hl(“l

—

Figure 13.16  Encoding farIFnst Ethernet )mplemeumrion
13; JB” 25 o @ 22 T 5/V0 U Jar ) g‘ﬁ;w I
1 m » ol 100Base-FX
A%BS Mops "4 25 Mops 4 % 25)Mbps _""‘__"_5-1\_‘13}?“‘
by 0
Do S — oM 4 Lt 4 4 44 YV V¥ T
s Manchesker || 4B/SBfencoder | 4B/SB decoder | | 4B/5B encoder | 4B/5B decod
% a0 B\ —'-..:ha.)\ Jt Mbps 125 Mbps A Y125\Mbps 125 Mbps
MLT-3 decoder NRZ-T decoder
" VS e B
-\a-b = ‘3_:_2' "-—F, >

R Soal \O pep T tation /"4_ e ?): ?__El'\r
= v . =
oCcephable 3P ‘) W3 ,
bers |

. ﬁ ?‘-3 \P;y Two UTP category 5 fé @ﬁlﬁ Two ;‘5

v
5.5 ) (,/ 35 . g‘*‘? e
B 5)’"&—) » "’?:\ IIOOBasc—fﬁ S\ T er?l S d::“';—
=

Q‘&% ,’P) Y e 100Mbps 100 Mbps
‘f:’ﬂ € ' t ' t :
WYy 8B/6T encoder 8B/6T decoder
q_\‘f‘ ,)\ Y ‘
s I

Station r"""

4 category 3 UTP

100Base-TX uses two pairs of twisted-pair cable (either category 5 UTP o Sﬂjﬂl
For this implementation, the MLT-3 scheme was selected since it has good bal'jd\“
Pel’fom‘lancﬁ (See Chapter 4). However, Sll'lCe MLT"3 iS nOt a self-SyHChI'OﬂO'-]S l]ﬂec.
ing scheme, 4B/5B block coding is used to provide bit synchronization by prcveﬂ |
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CHAPTER 17

= 1-Connecting Devices

Rrrdye
L of7,2?| =1 and Virtual LANS =

4

Hosts or LANs do not normally operate in isolation. They are connected to one
another or to the Internet. To connect hosts or LANs, we use connecting devices.
Connecting devices can operate in different layers of the Internet model. After discuss-
ing some connecting devices, we show how they are used to create virtual local area
networks iVLANsiI

The chapter is divided into two sections.

O The first section discusses connecting devices. It first describes hubs and their fea-
tures. The section then discusses link-layer switches (or simply switches, as they
are called), and shows how they can create loops if they connect LANSs with broad-
cast domains. '

O The second section discusses virtual LANs or VLANS. The section first shows
how membership in a VLAN can be defined. The section then discusses the VLAN
configuration. It next shows how switches can communicate in a VLAN. Finally,
the section mentions the advantages of a VLAN. '
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@¥" " ®  Ahubisadevice that operates only in the physical layer. Signals that carry infomsjy
X o ' \»$# 7 within a network ca ﬁxed distance before attenuation endangers the integg

@}” p 3 ¥ 4 of the data. A repeater receive_s a signfil and, before it becomes too weak or comy .
7 % M regenerates and retimes the original bit pattern. The repeater then sends the refrey
o2 signal. In the past, when Ethernet LANs were using bus topology, a repeater wasui

to connect two segments of a LAN to overcome the length restriction of the coutf
cable. Today, however, Ethernet LANS use star topology. In a star topology, a repeit
is a multiport device, often called a hub, that can be used to serve as the connecliri
point and at the same time function as a repeater. Figure 17.2 shows that whent
packet from station A to station B arrives at the hub, the signal representing the fran
1s regenerated to remove any possible corrupting noise, but the hub forwards i

Figure 17.2 Ahub . ‘ : |
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packet from all outgoing ports except the one from which the signal was received. In
other words, the frame is broadcast. All stations in the LAN receive the frame, but
only station B keeps it. The rest of the stations discard it. Figure 17.2 shows the role
of a repeater or a hub in a switched LAN.

The figure definitely shows that a hub does not have a filtering capability; it does
not have the intelligence to find from which port the frame should be sent out.

A repeater has no filtering capability. *
——

A hub or a repeater is a physical-layer device. They do not have a link-layer
address and they do not check the link-layer address of the received frame. They just
regenerate the corrupted bits and send them out from every port.

17.1.2 (Link-Layer Switches |

A link-layer switch (or thch) perates in both the physical and the data- link layers.
As a physical-layer devicg;rTegenerates the signal it receives. As a link-layer device,
the link-layer switch can check the MAC addresses (source and destination) contained
in the frame.

Filtering

One may ask what the difference i tionality is between a link-layer switch and a
hub. A link-layer switch has ffiltering capability} It can chmww

a frame and can decide from which outgoing port the frame should be sent.

A link-layer switch has g {table ised in filtering decisions.
——

Let us give an example. In Figure 17.3, we have a LAN with four stations that are
connected to a link-layer switch. If a frame destined for station 71:2B:13:45:61:42
arrives at port 1, the link-layer switch consults its table to find the departing port.
According to its table, frames for 71:2B:13:45:61:42 should be sent out only through
port 2; therefore, there is no need for forwarding the frame through other ports.

Figure 17.3 Link-layer switch

v
Sw llCh f ” Switching table

Address Port
mf\ 8 / 71:2B:13:45:61:41 | 1
N s T1:2B:13:45:61:42 | 2
‘ 64:2B:13:45:61:12( 3
J: 64:2B:13:45:61:13 | 4
1. ZB 13:45:61:41 {1:2B:13:45:61:42 64:2B:13:45:61:12 642B:l3:4$:6l:l3
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L change thelinkayer (MAC) adree

A link-layer switch does no

vitches . : =
Transparent S¥ itch is a switch in which the stations are completey
) ' i
A transparent sV

ich is added or deleted from the system, L
seah! i .IfaswllCh Is a ; ; Mgy ali
e cxls?:n:l:nccessary. According to the IEEE 802.1d spe, Tatjoy

the stations

icaty,
, ol g
d with transparent switches must meet three criteria: Sy
i \ am T
E]q I;PC es must be forwarded from one station to another.
rames

Q' The forwarding table is atomatically made by learning frame my,, -
c

network.
Q Loops in the system must be prevented.

" ok
%:Vn%dairgﬁl)switch must correctly fo_r_vgv_ard the frames, as discussed in the Previoy ol
%:r:;:lgcst switches had switching tables that were static. The system
would manually enter each table entry during switch setup. Although the Process
simple, it was not practical. If a station was added or deleted, the table had 10 be oy
manually. The same was true if a station’s MAC address changed, which js not a
event. For example, putting in a new network card means a new MAC address.
A better solution to the static table is a dynamic table that maps addresses to pge
(interfaces) automatically. To make a table dynamic, we need a switch that gradugy
learns from the frames’ movements. To do this, the switch inspects both the destinage \
and the source addresses in each frame that passes through the switch. The destintia
address is used for the forwarding decision (table lookup);
for adding entries to the table and for
cess using Figure 17.4.
1. 'When station A sends a frame to sta
D or A. The frame goes out from
ever, by looking at the source ad
nected to port 1. This means that

miniS( dlor

the source address is u
updating purposes. Let us elaborate on this g

tion D, the switch does not have an entry foreib

all three ports; the frame floods the network Ho |

dress, the switch learns that station A must be o

frames destined for A, in the future, must be sem°‘§

through port 1. The switch adds this entry to its table, The table has its first enry %

2. When station D sends 3 frame to station B, the switch has no entry for B. soit 149

the network again, However, it adds one more entry to the table related to stie" D

;he le?mmg Process continues unti] the tapje has information about every K

i =P e g,
entry in the taple, out a frame (a rare situation), the station will neve

Loop Probley,

X

Transparent Swit o
ches work £ . ros i 109
tem. Systems adminjg 1€ as long as there are no redundant switches

. I‘ators . . s an _
swiich between g pir o L.&:Iowever’ like to have redundant switches (10 ful
another switch of

c o ewllC
takes Over untj] ih ¥ !pake o system more reliable. If dd;::(;anc)'
€ System, whic}ﬁ failed one i repaired or replaced. R¢ i

create loops ip th e
s very undesirable, LOW§
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Figure 17.4  Leamning switch

> ¥*
, ¥ Gradual building of table s
¢ P e
, g7 .’ ~7 / :)\
"’7;_.-‘ [ Address [ Por | Address ot | &7 2y
a. Original . A G12B3as61dl)) 1 9%
A o)
a,»ﬁ:"‘f::).‘ ;,"‘ b. Afte@cndsa E’in’lfloD
Address Port Address Port Address Port
A [71:2B:13:45:61:41) 1 A[71:2B:13:45:61:41] 1 A [71:2B:13:45:61:41] 1
© [64:2B:13:45:61:13] 4 o [64:2B:13:45:61:13] 4 0 l64:2B:13:45:61:13 4
c. Aﬁel‘DEndsafme wB g 71:2B:13:45:61:42] 2 .3 71:2B:13:45:61:421 2
d. Afte{B Jiends a frame to A c|64:2B:13:45:61:12) 3
e. Afte(C):ends aframe to D
Switch
1 == 4
2l |3
A
71:2B:13:45:61:41 71:2B:13:45:61:42 64:2B:13:45:61:12  64:2B:13:45:61:13

two or more broadcasting LANS (those using hubs, for example) are connected by more
than one switch- L
Figure 17.5 shows a very simple example of a loop created in a system with two
LANSs connected by two switches.
1. Station A sends a frame to station D. The tables of both switches are empty. Both
forward the frame and update their tables based on the source address A.

5. Now there are two copies of the frame on LAN 2. The copy sent out by the left
switch is received by the right switch, which does not have any information about
the destination address Dj it forwards the frame. The copy sent out by the right
switch is received by the left switch and is sent out for lack of information about D.
Note that each frame is handled separately because switches, as two nodes on a
broadcast network sharing the medium, use an access method such as CSMA/CD.
The tables of both switches are updated, but still there is no information for
destination D.

Now there are two copies of the frame on LAN 1. Step 2 is repeated, and both copies

are sent to LAN2.

4. The process continues on and on. Note that switches are also repeaters and regen-
erate frames. So in each iteration, there are newly generated fresh copies of the
frames.

Spanning Tree \lgorithm - . =
5 solve the looping problem, the IEEE specification requires that switches use the

spanning tree algorithm to create a loopless topology. In graph theory, a spanning

w»
:
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Figure 17.5 Loop proble
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o

on LAN1
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¢. Both switches forward the frame

c. Both switches forward the frame

tree is a graph in which there is In a switched LAN, this means creatingd
topology in which each LAN can be reached from any other LAN through on¢ '
ofily (no loop). We cannot change the physical topology of the system becase™

physical connections between cables and switches, but we can create a logical 0F%
ogy that overlays the physical one. Figure 17.6 shows a system with four LANs
five switches. We have shown the physical system and its representation in graph 8
ory. Although some textbooks represent the LANs as nodes and the switches
connecting arcs, we have shown both LANs and switches as nodes. The cO™ 0
arcs show the connection of a LAN to a switch and vice versa. To find the P
tree, we need to assign a cost (metric) to cach arc. The interpretation of the ¢
up to the systems administrator. We have chosen the minimum hops. HOW'™ i
will see in Chapter 20, the hop count is normally 1 from a switch to the LA

the reverse direction.

The process for finding the spanning tree involves three steps:

1. Every switch has a built-in ID (normally the serial number, which i
switch !’ToadC_aSts this ID so that all switches know which one has th tree):
The switch with the smallest ID s selected as the oot switch (root of ¢

as &
nnec |V!‘~

cisl

N and

uniun)' 3
e sma
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il TS, TS

Figure 17.6 A system of connected LANs and (s graph representation )
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S4 A LAN{

a. Actual system . \
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b]. — £S33 s LANZ
3 /l\ >
£ 0 L 1
i / s b. Graph representation with cost assigned to each arc
9 \./ & s‘ pa —;—
Sl ,1/'  assume that switch S1 has the smallest ID. It is, therefore, selected as the root , i
v f / 7, switch. v TS
Y L 7 2. The algorithm tries to find the shortest path (a path with the shortest cost) from the root 2 v
Ny ,% switch to every other switch or LAN. The shortest path can be found by examining th QOS\’ 13
R4 AUy

S 8oz oNY Sledy % T
N DJ’*) ame.

Figure 17.7 Finding rhe shortest paths and rheépanning tree ft a sysTem of mgc‘-?z*e\‘v

\ ; total cost from the root switch to the destination. Figure 17.7 shows the Shotiest paths. -
We have used the Dijkstraalgon escribed in Chapter 20. | w..:ill
. 1Y

e —
1 = 1
1
: @
2 2
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O 0. Y
S5 5% "Note that there is

7

ion of the shortest paths creatcs the shortest tree. g, .
10 i S0

3 The combina
inFigare 1.1 ning tree, we mark the ports Ahefmm gty
4. Based on the span hat the switch receives. We glgq

. frame t :

ports, which fo?fa:seaspanniﬂ g tree, the blocking ports, which |,
e al:dnt(:t It)ha:=,1s)\sritch Figure 17.8 shows the logical systems qf
received DY .

rding ports (solid lines) and blocking ports (broken lines),
wardi

¥ 17.8 fonwarding and locking ports after using spanning tree algoyirp,,,
igure 17.
\/

? th [ﬂrw
Ak the, W
lock thﬂse
I..AN,\ !}

N

of bridoe S3 are blocking ports (no frame is sent out of these
B e

Ports 2 and 3 Isoa blocking port (no frame is sent out of this por).

Port 1 of bridge S5isa

Root bridge
S1

7,

g . &7
only one path from any LAN to any other LAN in the spa nning
tree system. This means there is only one path from one LAN to any other LAN.Ng
loops are created. You can prove to yourself that there is only one path from LAN 18
LAN2,LAN 3, or LAN 4. Similarly, there is only one path from LAN 2 to LAN 1, LAN&
and LAN 4. The same is true for LAN 3 and LAN 4.
We have described the spanning tree algorithm as though it required man

entries. This is not true. Each switch is equipped with a software package that aries
out this process dynamically.

Advantages of Switches”/ 1~

. -layer switch has several advantages over a hub. We discués only two of thed
ere.

Collision Elimination

As we mentioned in Ch isi
- apter 13, a link- i o collision-
means increasing the gy k-layer switch eliminates the :

: : : rork-
switched LAN, there is nerage bandwidth available to a host in the networ

n?
i ! : s fon: eac host
Can transmit at any time, g S
Cor?necting H eterogenoys Deviceg
A link-layer switch ¢

an ¢ . hySE=
layer (data rates) apq di oL devices that use different protocols af o

A e
fferent transmission media. As long as the format of t

i
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at the data-link layer does not change, a switch can receive a frame from a device that

uses twisted-pair cable and sends data at 10 Mbps and deliver the frame to another
device that uses fiber-optic cable and can receive data at 100 Mbps.

17.1.3 (Routers ) i

We will discuss routers in Part IV of the book when we discuss the network layer. In
this section, we mention routers to compare them with a two-layer switch and a hub. A
router is a three-layer device: it operates in the physical, data-link, and network layers.
As a physical-layer device, it regenerates the signal it receives. As a link-layer device,
the router checks the physical addresses (source and destination) contained in the
packet. As a network-layer device, a router checks the network-layer addresses.

A mutef@l, data-link, and network) device.
S e

A router can connect networks. In other words, a router is an internetworking
device; it connects independent networks to form an internctwork. According to this
definition, two networks connected by a router become an internetwork or an internet.

There are three major differences between a router and a repeater or a switch.

~ 1. A router has a physical and logical (IP) address for each of its interfaces.

2. A router acts only on those packets in which the link-layer destination address
matehes the address of the interface at which the packet arrives.

} changes the link-layer address of the packet (both source and destination)
it forwards the packet.

¥

Let us give an example. In Figure 17.9, assume an organization has two separate buildings
with a Gigabit Ethernet LAN installed in each building. The organization uses switches in
each LAN. The two LANSs can be connected to form a larger LAN using 10 Gigabit Ether-
net technology that speeds up the connection to the Ethernet and the connection to the
organization server. A router then can connect the whole system to the Internet.

Figu>8\17.9 Routing example
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"
Figure 17.11 A swirch using VLAN Software
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VLAN 2, it receives messages sent to VLAN 2, but no longer receives dit?
broadcast messages sent to VLAN 1. il

It is obvious that the problem in our previous example can easily be solved by
using VLANSs. Moving engineers from one group to another through software
than changing the configuration of ihe physical network. O

VLAN technology even allows the grouping of stations connected to different

switches in a VLAN. Figure 17.12 shows a backbone local area network with two
switches and three VLANS. Stations from switches A and B belong to each VLAN.

Figure 17.12  Two switches in a backbone using VLAN software
e
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" building can be in the same .,

ilding and people 1 fhc second i .
31“;; arf connected to different physnc.flnL:Aer::l,m . 3
From these three examples, .wc can § b 'fjcﬁncs h“M
VLANSs group stations belonging to one or i _th”ICal e )
domains. The stations in a VLAN communicate with one i ,r%g

ork P

“”,’ 1:

belonged to a physical segment g

17.0.1 (Memhership )

What characteristic can be used to group stations in a VLAN? Vendo,,

characteristics such as interface numbers, port numbers, MAC addre

IP multicast addresses, or a combination of two or more of these,

D) , achmber.r)
Some VLAN vendors use switch interface numbers as a membership ¢,
example, the administrator can define that stations connecting to ports 1,2,
to VLAN 1, stations connecting to ports 4, 10, and 12 belong to VLAN 2

/> IAC Addresses> :

Some VLAN vendors use lh@l_MAC address as a membership Characteriggie
example, the administrator can stipulate that stations having MAC addre; .
E2:13:42:A1:23:34 and F2:A1:23:BC:D3:41 belong to VLAN 1. 3

/) AP Addresses
Some VLAN vendors use th@itﬂidgtgs’s,ﬁsﬂz Chapter 18) as a membership chg,

acteristic. For example, the admifiistrator can stipulate that stations having IP adqre
181.34.23.67, 181.34.23.72, 181.34.23.98, and 181.34.23.112 belong to VLAN |,

/‘b Mulficast IP Addresses

Some VLAN vendors use the multicast IP address (see Chapter 21) as a membe w
characteristic. Multicasting at the IP layer is now translated to multicasting at the da
link layer.

/5> Combination

Recently, the software available from some vendors allows all these characteristics®

be combined. The administrator can choose one or more characteristics when instali
the software. In addition, the software can be reconfigured to change the settngs:

sseq, . i
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/_ D anual Configuration
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. In a manual configurati e ware (07
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W figur?
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5 ifferent _ Later migra
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it is a logical i
:;::on ilumbce(::ﬁ(itr?: Ol(ll.dThc term manually here means that the administrator types
) addresses, or other characteristics, using the VLAN software.

2 Automatic Configuration

an automatic ; :
::lom a VLAN u:iznii.l::apo;’ the stations are automatically connected or disconnected
can define the r0'§ct ria defined by the administrator. For example, the administrator
e proj number as the criterion for being a member of a group. When a
ser changes projects, he or she automatically migrates to a new VLAN.

Semiautomatic Configuration

A :emlz:}lctoma?c conf'lguralion is somewhere between a manual configuration and an
automatic con iguration. Usually, the initializing is done manually, with migrations
done automatically. —_— : &

17.2.3 Communication between Swiiches

Ina n_mlli-switched backbone, each switch must know not only which station belongs
1o which VLAN, but also the membership of stations connected to other switches. For
example, in Figure 17.12, switch A must know the membership status of stations con-
nected to switch B, and switch B must know the same about switch A. Three methods
have been devised for this purpose: table maintenance, frame tagging, and time-

division multiplexing.

Tuble Maintenance

In this method, when a station sends a broadcast fr
creates an entry in a table and records station m
tables to one another periodically for updating.

ame to its group members, the switch
embership. The switches send their ’

Frame Tagging
In this method, when a frame is traveling between switches, an extra header is added to
the MAC frame to define the destination VLAN. The frame tag is used by the receiving

switches to determine the VLANs to be receiving the broadcast message.

Time-Division Multiplexing ( TDM)
In this method, the connection (trunk) between switches is divided into time-shared
channels (see TDM in Chapter 6). For example, if the total number of VLANs in 2
backbone is five, each trunk is divided into five channels. The traffic destined for
VLAN 1 travels in channel 1, the traffic destined for VLAN 2 travels in channel 2, and
so on. The receiving switch determines the destination VLAN by checking the channel

from which the frame arrived.

IEEE Standard

11 1996. the TEEE 802.1 subcommittee passed a standard called 802.1Q that defines the

format for frame tagging. The standard also defines the format to be used in multi-
switched backbones and enables the use of multivendor equipment in VLANS. IEEE
for further standardization in other issues related to

802.1Q has opencd the way
VLANs. Most vendors have already accepted the standard.
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 Aoxily o r_j
& 'ﬁpf_b.'w ,7";';.)2.4 Advantages

[v) \Cost and Time R
1 the migration ;
VLANs can_reducc - takef Time) 75 costly. Instead of physically rm,.;. ,

[ Securits '.
' security. People belonging to the same romge

DAm-uNKMYER

ral advantages 10 using VLANS.

There are S€VE
eduction

cost of stations going from one gr,,,
Y

Physical reconfiguratio hymas ok
- -~ switch. it is much easier
tion to another segment OF even ther and quicy,,

it by using software.

10 ano :
w .

reating Virtual Work Grou,
VLANS can be used t0 create Virtual work TOUpS. For example, in a campy, o
ment, professors working on the same. project can send broadcast messages g
another without the necessity of belonging to the same department. This can rejygpy,

fic if the multicasting capability of IP was pmious]y used.

VLANs provide an extra measure of
ith the guaranteed assurance that users in other groupsy

send broa ssages
not receive these messages.
-

17.3 END-CHAPTER MATERIALS

17.3.1 Recommended Reading

about subjects discussed in this chapter, we recommend the follows

For more details :
reference list at the end of the texl.

books. The items in brackets [...] refer to the

Books
Several books discuss link-layer issues. Among them we recommend [Ham 80, [Z‘
[Ror 96]. [Tan 03], [GW 04], [For 03], [KMK 04], [Sta 04], [Kes 02], (PD 03], (k&%
(Spu 00], [KCK 98], [Sau 98], [Izz 00}, [Per 00], and [WV 00).

17.3.2 Key Terms

blocking port
connecting device :z]::::cr
filtering i
4 spanning tr

{‘or:ardmz port s?vitch Sk

. i

- ) : transparent switch
link-layer switch virtual local area network (VLAN)

17.3.3 Summary
A repeater § . _ o
modfl zi;c:(:s @ connecting device that operates in the physical fayer of ¢ lo i
ing ca;mbilirc d/t\c I regenerates a signal, connects segments of a LAN, and has ™. 40
and data-linky'la)’cl:: k-fIaymr switch is a connecting device that operates i td and

of the Internet model. A transparent switch ¢1 forwar
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CHAPTER 18

The network layer in the TCP/1p protocol suite is responsible for the host-
delivery of datagrams.

- ! It provides services to the transport layer and recei
vices from the data-link layer. In this chapter, we introduce the general conc
1ssues in the network layer. Thj

to-host
ves ser-
epts and

pter 2. This chapter prepares the way

Dilie yer issues, which follows in the next four chapters.
The chapter is divided into five sections, , 3 ‘ :

g

The first section introduces th network layer by defining the se
this layer. It first discusses packetizing. It then describes forw

and compares the two. The section then briefly explains the o
flow, error, and congestion control.

QO The second section discusses‘;acket switching) which occurs at the network layer.

The datagram approach and'the virtual-circuit approach of packet switching are
described in some detail in this sectio

rvices§ provided by
arding and routing
ther services such as

The third section discusses petwork-layer performance\ It describes different
delays that occur in network-layer communication. It also mentions the issue of
packet loss. Finally, it discusses the issue of congestion control at the network
layer. 2.

O The fourth section dis¢ussei IPv4 addressing&probab]y the most important issue in
the network layer. It first describes the address space. It then briefly discusses :
classful addressing, which belongs to the past but is useful in. understandinfg class-
less addressing. The section then moves to classless addressmg and explains sev-
eral issues related to this topic. It then discusses DHCP, which can be used to

dynamically assign addresses in an organization. Finally, the section discusses
NAT. which can be used to relieve the shortage of addresses to some extent.
’

O The fifth section discusse\forwarding of network-layer packets) It first shows how
forwarding can be done based on the destination address in a packet. It then dis-
cusses how forwarding can be done using a label.

511
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ETWORK-LAYER SERVICES * -

Before discussing the fetwork Jayer 1n the Internet today, let’s briefly g;
in general, are expected from a MetWOrk-layey Scug
)

network-layer services that, 1 gC1™ '
Figure 18.1 shows the communication between Ahce and Bob at the oy
This is the same scenario We used in Chapters 3 and 9 t0 show the compyy;

the physical and the data-link layers, respectively.

Catigy,

sion at the network layer

Figure 18.1 C ommunica

Sky Research Alice
i Application ;
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I
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&elwork J
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= ~ oy
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. § T . ‘ 0,4»:,"l ISP R
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K Tt g 1ps " D G Datalink
o avn = :
2 Legend R7¢ Physical

Ll yor BnGR @ 2
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=
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5"\-15)\ QJ*?‘ PEEYARC I J_W_ Bb
— -
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. e VO
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—F entation shows that t 2 ] nned’d'
C@ through the connecting dcf"";‘—clmemet Is made o ‘ (or links) € e 3
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—
N pS Transt-H) anbis {,Z i s 3
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A

combination of LANs and WANS. To
~fheinteTAetwork Tayer), we need 1o think 1 stand the role of the network layer (or
switchGS;] lh?t conm;.lct 8ie LANs an WANs out the connecting devices (routers or
As the figure shows, the networl .
host.’aﬂ d Meﬁ in the ith,(‘;;t R4, RS, anaRi‘;g Agt lh_e source host, dcg-tirlation
o oS & packet from affansportJyersrmprt i o] LeCh e
gram, and}_iC]l\'ers the pac!‘et to the data-Jink layer. ’Al the d - 'cs’l" i
Jatagram i an A s oy A estination host (Bob), the

et s extracted and delive
i red ( 3 i
ing transport fayer. Although the source apq destination host ki
_layers of the TCP/IP suite, the routers sts are i
ever, they may need the transpory

router in the path is normally shown wi

; o=\ i i .+ 6 Lpen
_;e“,,cf- T o\eet 2 % comn
/{'18.1.1 .\ Pa(.l\etlzmg 5 Ve & 2 =5 ek g

The first duty of the network layer is deﬁnilel& packetizing: encapsulating the payload
/ (data received from upper layer) in a network-layer packet at the source and decapsulat-
\
oﬁc

& . ‘j‘ng the payload from the 1.1etwork-layer packet at the destination. In other words, one
. ff 7 Mulﬂ duty of the network layer is to carry a payload from the source to the destination with-

, out changing it or using it. The network layer is doing the service of a carrier such as

) § . 5
1 L o o the postal office. which is responsible for delivery of packages from a sen‘ldf_r_l.a_aH
[ 4" receiver without é%mm B | e

* that contains the-source and destination addresses and some other information that is

required by the network-layer protocol (as discussed later) and delivers the packet to
the i@@_—ligklayer. The source is not allowed to change the content of the payload p
5,’, . unless it is too large for delivery and needs to be fragmented. ”:?é;"’;j |
N4 osx The destination host receives the network-layer packet from its data-link layer,
the packet, and delivers the payload to the corresponding upper-layer pro-
5\9“,»9‘:2 tocol. If the packet is fragmented at the source or at routers along the path, the network
74 layer is responsible for waiting until all fragments arrive, reassembling them, and
delivering them to the upper-layer protocol.
The routers in the path are not allowed to decapsulate the packets they received,
unless the packets-need to be fragmented. The routers are not allowed to changy source

and destination addresses either. They jus_t_i_nipect the addresses for the purpose of for-
tion addresses

warding the packet to the next network on the path. However, if a packet is fragmente:d,
the header needs to be copied tofall fragments and some changes are needed, as we dis-
~cuss in detail later. .
. “Z‘ S \BZ” Sy oy V2 ysos Sls yERIl e ¥
8.1.

5 I Routing and Forwarding | & ey o) =
R - st .
) 985 ther dutics of the network layer, which are as important as the { r t, are routing and
2

o -
'a:/_' forwarding, wé)ich arc directly related to cach other. (\.J _gu’\,;»-_ft?’ ‘m (g W
Rackion S1g) Preyss g o, Sk 3\

Fave
outing the packet from its source (o the destina-

y The source host Teceives the payload from an upper-layer _protocol, ad@r

—_—
uting S,

orks (LANs and WANs) and routcrsp 9 ;;:

. ‘ ~e g nedC )
- »l S Lveaypy
& Y

T

The network layer is responsible fqr o it
tion. A physical network is a combination 01 ne

Ny !
Wt
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Tolole -

t them. This means that there is more than one route from the

S ;
g::tn(::t‘:)cnc The network layer is responsible f ndin li}f]'le best one amg 01;;::“_
sil;le routes. The network layer ne?d.s to havg S?—:_]l::;jsfecs : rﬁwgs* or S’Sﬁninx o
best route. In the Internet today, this 18 done by " igh uting Protocolg to |
_ the routers coordinate their knowledge abou.t t e-nThg g bO_Ihooq and 10 comy ol
consistent tables to be used when a packet arrives. e routing protocols, Which y, ‘g
cuss in Chapters 20 an

d 21, should be run before any communication oceyys i

S\ pus? S o "‘ Forwardinhif)
Q2

—

unning some routing protocols to e .
= the

— . ; 4§
If routing i applying ategies an
g i dingan be defined as the acy -

decision-making tables for each router, AL -
Wwﬂacket arrives at one Of 18 mtcrfm b
“a router normally uses for applying this action is sometimes called the Jorwarding g
and sometimes the routing table. When a router receives a packet from one of it
attached networks(it needs to forward the acket to another attached network
unicast routing) or to some attached networks (in multicast routing). To make this des.
sion, the router uses a piece of information 1 eader, which can be the egg.

nation address or a label, to find the corresponding outpw numberin
forwarding table. Figure 18.2 shows the ideaof the forwarding process in a router,

Figure 18.2 Forwarding process
we

2"\ Forwarding table
L 4

o
€7 Eor gl
iy i

Forwarding
valuc

Output -
‘interface -

A

1

Note:

B and C can be the
same or different.

_).B

2 et

"Send the packet
out of interface 2

.
afocps ¥
anopu)) nLv

o—2 Qq J’?)" ".’J'p \"’:\,

Redsy 2P @
Pllfen i3 T3
oD apaSls I swil v oD (R)

Ve =i (NE'S)

by S 18.1.3 Other Services "‘8@}@ . =
:/”-e (1 o ”— . . .
T T geT o A gy6  Letusbriefly discuss other services expected from the network layer.

—

<rror Control) +—

|

c* In Chapter 10, we dj . ol 8
A VS SR bepim e ® td;sc,“ssed error detection and correction. Although error contfe {he
U < ernet i ﬁ : nted in the network layer, the designers of the network Laye" ol
e for this gci(;riz this issue for the data being carried by the network 12yer :;:ntéd
l'"sc\\o*" - Y EALHTORNE ik é r:hat the packet in the network lgyermay be fragM—~
L 5 S~ or checking at this layer ineffrct
z N
2
2 5 ((o'r >\7
e / V“v-
i
. ) P2 i d)\ 7 4
)97 }’p /s

B
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The designers of the network layer, howewer, have a@o the
b ram to control any corruption in thbut not in the m&m. This
ecksuh may of the datagram.

We need to mention that although the network ayer 1n the Internet does pot
directly provide @ the Internet uses an auxiliary prolocolat
provides some kind of error control if the datagram is discarded or has some unknown
information in the header. We discuss ICMP in Chapter 19.

Flow control regulates the ggount of data 3 source can send wimhglmingihe
De

receiver. If the upper layer at the source computer produces datg y than the upper
layer at the destination computer can consume it, the receiver Wit

with data. To control phe flow of data, the receiver needs to send some fegc_lgack to the
sender to inform the latter that it 1s overwhelmed with data

e ',,u:o‘ﬁ; ¢ The network layer in the Internet, however, [does not directly provide oW con
Y 377" trol. The datagrams are sent by the sender when they are ready, without any attention to
'.»5; - diness of the receiver. :

few reasons for the lack of flow control in the design of the network layer can be
entioned since there in,IMS layer, the job of the network
layer at the receiver is so simple that it may rarely be overwhelmed. §econd) the upper
¥ layers that use the sewic@&q&l@g can implement buffers to receive data

e from the network lgyer as they are ready-and do not have to-consume the data as fast as
{7"5’ QQA\» “  itis received. ﬂow control ior most of the upper-layer protocols that
’ & use the services 0 th'émlayer, so another level of flow control makes the net-

e work layer more complicated and the whole system less efficient.

"_,f' Congestion Control ) =~
Wz A § -
8977 Another issue in a nétwork-layex protocol is congestion control. Congestion in the net-
{'; % work layer is a situation in which too many datagrams are present in an area of the
\o

¢ ¥ Internet. Congestion may occur if the number of datagrams sent by source computers is
o’ beyond the capacity of the network or routers. In this situation, some routers ma)
wp’ some of the datagrams. However, as more datagrams are dropped, the situation may

5 l,w'" bec&ﬁg because, due to the error control mechanism at the upper layers, the

(}“g sender may send duplicates of the Iﬁﬁme congestion continues, sometimes

a situation may reach a point where the system collapses and no datagrams are deliv-

ered. We discuss@@@m the network layer later in the chapter although it

is not imp]emented in the Internet. |
UDP —» servie y\sig) “;9‘-'*‘&"’ ‘

Quality of Service .= = o
S the Internet has allowed new applications such a§ multimedia communicatiop) (in

particulaf{feal-ime co ; of audio and video), the'quality of service (QoS) of

el the communication has bwnWt. The Internet has thrived by

. providing better quality of service to support these applications. However, to keep the
A network layer untouched, these prov;smns a:lca zo;itizulmp;emeln.tcd :jn the upper layer.
(L AIRRN We discuss this issue in Chapter 30 after we ssed multimedia.

. Througpe 0 W 96! 2w
P et Wo 2%
: P i Pelay 1

and of Doy T Qaker \oss 1
>—=f:_.:.

7
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a2
- ;;? 5¢&
o __ ~ ’
’ L 3
55 -, Another issue related to communication at the network layer js fCcuriry,

E'C"‘s\q ; 98,?/ not a concern when the Intc:rﬂf_!)j;vz—.‘—s‘cp:l"gl gall%dﬂsmm‘ed. t.’ecau\ﬂé iy,

9 5 5\9“ N small number of users at universities for research activities; Other |, i,
v Il - ((e’( - cess to the Internet. The network layer “"If‘s 651,339‘! With no o " gy
: ! . m. To provide security T, Y Doy
W X er, security is a big.goncern. To provide security fo, , -/ IMoyjge

; oday,| however, s : L

& 2 (Todauln [another virual Teve]Vhat changes (j,. " “ling

72 L,
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5;) ﬂ_etwork layér because the unit of data-at-this layeris a packet. Circuit swiichjny
> )

S

Cr
network layer, we need to have -

service to a connection-oriented service. This virtual layer, calleq | PSec nv“ |
b AR RN | {78
in Chapter 32. g

18.2 PACKET SWITCHING

From the discussion of routing and forw'grg,ing_in _the Egevious section, we infer (g
kind of swirching occurs at the network layer. A router, in fact, is a switch that cre
connection betweemnan input port and an output port (or a set of output por) ]
an electrical switch connects the input to the output to let electricity flow,

Although in data communication syitching techniques ivided/nio o g
categories, circuit switching and pack witching,®nly packet switchingis used g

fmostly used at the phiysical laye; the electrical switch mentioned earlier is 3 kg,
circuit switch. We discussed circuit switching in Chapter 8; we discuss packet s ’
ing in this chapter. .

At the nefwork laze.r, a message from the upper layer is divided into managed
packets and each packet is sent through the network. The source of the message sead
the packets one by one; the destination of the message receives the packets one by o
Theestination waits for all packets belonging to the same message to arrive befl
delivering the message to the upper layer. The connecting devices in a packet-switche
network still need to decide how to route the packets to the final destination. Todaj
packet-switched network can use two different approaches to route the packcts:
datagram approach and the virtual circuit aeproach. We discuss both approachesiﬂ_

18.2.1 Datagram Approach: Connectionless Service 1
When the Internet started, to make it simple, the network layer was designed to PO

a connectionless service in which the network-layer protocol treats each Padfet
pendently, with each packet having no relationship to any other packet. e ;dc?d‘
that the network layer is only responsible for delivery of packets from the source
destination. In this approach, the packets in a message may or may not travel the S
path to their destination. Figure 18.3 shows the idea:

When the network layer provides a connectionless service, each pac
the Internet is an independent entity; there is no relationship between packets

Lo the same message. The switches in this type of network are called raufé”;e %

l:logﬁff“g to[a message may be followed by a packet belonging to th S“mf ihe SA2
a different message. A packet ming {rof

from a different source, ¥ may be followed by a packet cor

ket travele;
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Figure 18.3 A connectionless packet-switched network

Legend
ey A connectionless (data
‘ gram) 413 Packets ’
packet-switched network (. l E] m -
( —E1-E ’
§ Sender I—

X /\/‘

e 2
D

'IQf) 2 ()/ RS/ Out of order Receiver

. / ]\ -

g Each packet is routed based on the information contained in its header: source and

destination addresses. The destination address defines where it should go; the source
/—-’\‘ - - -

address defines where it comes from. The router in this case routes the packet based

only on the destination address. The source address may be used to send an error mes-

sage to the source if the packet is discarded. Figure 18.4 shows the forwarding process

in a router in this case. We have used symbolic addresses such as A and B.

Figure 18.4 Forwarding process in a router when used in a connectionless network

Forwarding table

Destination | Output -
address iy SA: Sour(.:e afidress
DA: Destination address

Legend

A 1
B 2 —
Destination H 3 Send the packet

address B out of interface 2

A DA [IDatal B 5 [SADINTERY —>

In the datagram approach, the forwarding decision
is based on the destination address of the packet.

18.2.2 Virtual-€ircuit Approach: Connection-Oriented Service

In a connection-oriented service (also called virtual-circuit approach), there is a relation-
slm)_hcmtccn—all-paeketsbelongingum message. Before all datagrams in a message can
be sent, a virtual connection should bg set up tg e the path for the datagrams. After
connection setup, the datagrams can Ir'f n this type of service, not
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4
7

and destination addresses, it ny, ;
S

in the sO S '
onl the .packet CO“ittai dentifier that defines the'wrlual path the pack il op
virtual €IrEHt © - label is determined, but for th Clshoy)
Ay, we will show how this flow Ja AT € Momey,, ., Ol
Shortly, rries this Jabel. Although it 100Kks as ough the use o s We ppad
addresses unnecessary during the day, lr':c Ly
ang

ley

at the packet € S
= i and destination
;IS()” ]'\[

ake the source
s he network

arts of the Internet at t Jayer still keep these addresses. One
P

of the packet path may still be using the connectionless service. Another Yo,
) S

protocol at the network layer S designed with these addresses, and it mgy () "4
before they can be changed. Figure 18.5 shows the concept of c°nnccti<,,,f0a. i
service. fi

packer-swilched network

Figure 18.5 A virtual-circuit

e
=]
elwork ‘
A connection-oriented
packet-switchcd network

/

comfca;:npg;l;i;; ;:sriwardese based on the label in the packet. To follow the ideadf
when it reaches the routgn;:o' ooy htemeg we assume that the packet hasa e

sion is based on the val . £ igure 18.6 shows the idea. In this case, the forwarding
To create a connc::i: lhe: e Wf’“‘” circuit identifier, as it is sometimes & el
e In!;:;nented service, a three-phase process is used: setup, 0
sender and receiver arf; used tosem[:(phase, the :?‘ource and destination addresses °f_
In the teardown phase, the Soumma 2 Lable. ent:ncs for the c0nncction-orientcd Senss
sponding entries. Dati; transf e and destination inform the router to delete the O
anster occurs between these two phases. ;

Setup Phase

In the setup phase, a p
_—
p outer creates an entry for a virtual circuit. For example: S 't‘{f

source A needs to
create a vi S
avirtual circuit to destination B. Two auxiliary packets n i
e a o=

be exchanged bet
ween th
edgment packet. ¢ sender and the receiver: the request packet and
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Figure 18.6 Forwarding process in a router when used in a virtual-circuit network

m table

Forward
Thcontifig | Outgoing

Legend

Port |Label| Port

SA: Source address
Label

L1

see

e

DA: Destination address

L2 L1, L2: Labels

.
.
.

/
L2 : In the virtual-circuit appro

h, the forwarding decision
_ is based on th ab9)f the packet.

Regquest packet

=

A request packet is sent from the source to the destination. This auxiliary packet carries
the source and destination addresses. Figure 18.7 shows the process.

B .. "

Figure 18.7 Sending request packet in tgvirmal-circuit network) °—
T S N _—m—

AtoB

Incoming | Outgoing

Network Port |Label| Port | Label

Legend

Request packet
B Virtual circuit | &7

Incoming | Outgoing
Port |Label| Port |Label

Incoming | Outgoing
Port |Label| Port {Label
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: RI. \
A sends a request packet to router . |
1. Source A S packet. It Knows that a packet going from .

R1 receives the request . ik
2. Router he router has obtained this information jg 5 -

s out through port 3. How i
£0cs 0 ghp assume that it knows the output port, The o ™

covered later. For the moment ) L1 v ¢
creates an entry in its table for this virtual circuit, but it is only able to fjj] “t

the four columns. The router assigns the incoming port (1) and chooses i _-
able incoming label (14) and the outgoing port (3). It does not yet know the o -
ing label, which will be found during the acknowledgment step. The routes 0.
forwards the packet through port 3 to router R3.

. Router R3 receives the setup request packet. The same events happen here E
router R1; three columns of the table are completed: in this case, incoming pmas._”
incoming label (66), and outgoing port (3). (),

4. Router R4 receives the setup request packet. Again, three columns are cop s

incoming port (1), incoming label (22), and outgoing port (4). Peted;

5. Destination B receives the setup packet, and if it is ready to receive packets '

A, it assigns a label to the incoming packets that come from A, in this case om
shown in Figure 18.8. This label lets the destination know that the packets gor
from A, and not from other sources. cs Come

-

€

Acknowledgment Packet
A special packet, called the acknowledgment packet, completes the entries

switching tables. Figure 18.8 shows the process. in the

Fio :
igure 18.8  Sending acknowledgments in a virtual-circuit network
i

w_ady
AtoB Fegeni on - dew
Incoming | Outgoing :
N
etwork Port [Label| Port |Label D Acknowlcdgmenl packet
1 |14 [ 3 |66 . B Virtual circuit

Incoming i =

= L::c : ;)utgomg Incoming | Outgoing

L grl Lz;t:el Port | Label| Port |Label
2 1 22 4 77

o AtoB
- AtoB
—
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| 'I:he destination sends an acknowledgment to router R4. The acknowledgment car-
ries the g!obal source and destination addresses so the router knows which entry in
thc.table 18 10. be co.mpletcd. The packet also carries label 77, chosen by the desti-
nation as the incoming label for packets from A. Router R4 uses this label to com-

-plete thf: outgoing label column for this entry. Note that 77 is the incoming label
for destination B, but the outgoing label for router R4.

2. Router R4 sends an acknowledgment to router R3 that contains its incoming label
in the table, chosen in the setup phase. Router R3 uses this as the outgoing label in
the table.

3. Router R3 sends an acknowledgment to router R1 that contains its incoming label
in the table, chosen in the setup phase. Router R1 uses this as the outgoing label in

. the table.

4. Finally router R1 sends an acknowledgment to source A that contains its incoming
label in the table, chosen in the setup phase.

5. The source uses this as the outgoing label for the data packets to be sent to
destinati -

Data-Transfer Ph.

The second phase is called the data-transfer phase. After all routers have created
their forwarding table for a specific virtual circuit, then the network-layer packets
belonging to one message can be sent one after another. In Figure 18.9, we show the
flow of a single packet, but the process is the same for 1, 2, or 100 packets. The
source computer uses the label 14, which it has received from router R1 in the setup

Figure 18.9 Flow of one packet in an established virtual circuit

AtoB Legend

i 8 R
: .-A 1310718 Y| Datagra
Port |Label| Port |Label ] R

etwork . 1 14 3 | 66 EEEEE Virtual circuit
v
- R! R2

= 2

- mn Dala| i €
b)

L8 ) (@

Network

. ’ Otgoing b ()4“"@

Incoming | Outgoing Incoming

Port |Label| Port|Label Port |Label| Port [Label oY e

1 66 3 32 1 22 4 77 —_—
AwB AtoB
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ter R3, but chang

s the packct to rou £es the 1. .

Rl forwards outer R4, but ch.anges the Tabe] IZ ];ll\c] gl
destination with the labe] 77 /\Il]z' ':‘ii:

vards A

Router R3f -r\ Settoits final de 2 i
s equence of labels, and the packets arpiy, . ¢ pagh

n Org 3

Teardown Phase ' :
In the teardown phase, source A, after sending all p'alc]kets to B, Sends a specig| 1
nIlc:d a teardown packet. Destination B rCSP.onds with a confirmation icker Al
Ca clete the corresponding entries from their tables. o

J

ersd
LAYER SERFORMANCE

The upper-layer protocols that use the service of the network layer expect to rapa
an ideal service, but the network layer is not perfect. The performance of a

can be measured in terms of delay, 1hrough;§ur. and packet loss. Congestion co
an issue that can improve the performance.
x D N —_—

'-—-
]

18.3 NETWORK

y- - [ d“ ¥ b' N‘j’? \
18.3.1 [ Delay |\ o= > fﬁ,: B 57
All of us expect Tnstantaneous response from a network, but a packet, from its sourceyg

delays. The delays in a network can be divided into fog

its destination, encounters
ation delay, processing delay, and queuing del

types: transmission delay, propag
us first discuss each of these delay types and then show how to calculate a packet delay

from the source to the destination.

A source host or a router cannol send a packet instantaneously. A sender needs to pu
the bits in a packet on the line one by one. If the first bit of the packet is put on the "'?
at time t, and the last bit is put on the line at time t,, transmission delay of the pac et
(t,— ty). Definitely, the transmission delay is longer for a longer packet and sho erif

the sender can transmit faster. In otﬂegnwords, the transmission delay is
o e .

Delay,, = (Packet length) / (Transmission rate).

- Fc?;'l .exam.p]e, in a Fast Ethernet LAN (see Chapter 13) with the transmission rat'ef
i (;1[1)1 ion bits per second and a packet of 10,000 bits, it takes (10,000)/ (100’000”
microseconds for all bits of the packet to be put on the line. 4

Propagation Delay \ (nede +o ndde) :

Pro i : _ A
propagation deiay ofpmiaga“o" delay for a packet-switched network depends %7 3
1 g ;acf network. (LAN or WAN). The propagation delay depei® g
normally much leI; d of the media, which is 3 x 10® meters/second in 2 vacuum £

S In a wired medium; it also depends on the distance O the ink. 10

other words, propagation dglayis\_m

Delay . = (Di ; e
Yo, = (Distance) / (Propagation speed).

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

CHAPTER 18 INTRODUCTION TO NETWORK LAYER 823

For example, if the distance of a cable link in a point-to-point WAN is 2000 meters
and the propagation speed of the bits in the cable is 2 x 10% meters/second, then the
\ propagation delay is 10 microseconds. ls JJ, headt X 2o CD)

ocess z) oz P r)’lJ”/‘ =0 Ei
\fl}’(l’mccmn;' Delai' &"’ v Dﬂf‘ a, s 4 AT
,,‘)f ORTE =

The processing delay is the lnnc |cqu1rcd for a router or a destination host to receive a

fﬂ packet from its input port, remove the header, perform an error detection procedure, and
deliver the packet to the output port (in the case of a router) or deliver the packet to the
upper-layer protocol (in the case of the destination host). The processing delay may be dif-
ferent for each packet, but normally is cache.

o — e —
@ = Time required to process a packet in a router or a destination host
—__
N =

Queuing D

/ Queuing delay can normally happen in a router. As we discuss in the next section, a
)/ router has an input queue connected to each of its input ports to store packets waiting to
L@ ; ‘ be processed; the router also has an output queue connected to each of its output ports

. to store packets waiting to be transmitted. The queuing delay for a packet in a router is
VQ” L measured as the time a packet waits in the input queue and output queue of a router. We
} M can compare the situation with a busy airport. Some planes may need to wait to get the
J7 QD\P landing band (input delay); some planes may need to wait to get the departure band

/ (output delay).
/*.#M-’\_”—\-/_\
¢ Delay Delay,, = The time a packet waits in input and output queues in a router

Total Delay, 2~

Assuming equal delays for the sender, routers, and receiver, the total delay (source-to-
destination delay) a packet encounters can be calculated if we know the number of
routers, », in the whole path.

& Vo
% . )‘/ 4 Total delay = (n)+ 1) (Delay,, + Delay,,, + Delay,,) + (n) (Delay,,)

Note that if we have n routers, we have (n + 1) links. Therefore, we have (n + 1)
transmission delays related to n routers and the source, (n + 1) propagation delays
related to (n + 1) links, (n + 1) processing delays related to' n routers and the destina-

_ tion, and only n queuing delays related to # routers,
Sy S2e——
= 18.3.2{ Throughput

Throughput at any point in a network is defined as the number of bits passing through
the point in a second, which is actually the transmission rate of data at that point. In a
path from source to destination, a packet may pass tilrough several links (networks),
each with a different transmission rate. How, then, can we determine the throughput of
the whole path? To see the situation, assume that we}gmlbhrec links, each with a dif-

y &)

ferent transmission rate, as shown in Figure 18.10
In this figure, the data can flow at the rate of 200 kbps“in Link1. However, when

the data arrives at youter R1, it cannot pass at this rate. Data needs (o be queued at the =
router and sent at{ 100 kbps. When data arrives at router R2, it could be sentatthe rate
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of 150 kbps. but there is not enough data to be sént. In other words. the average r,,
the data flow in Link3 is also kbps. We can conclude that the average daaryag,
three different data rates. The figirz

1< oath is 100 kbps, the minimum of the three different €2 r
late the behavior of each link with pipes of different sizes; g

shows that we can simu !
average throughput is determined by the 3 ipe with the smallest iags
i inks in series, wé have ‘ p

ter. In general, in a

1€

Although the situation 1n F1g : :
when the data is passed through several links, the actual situation in the Intemetis &

the data normally passes through two access networks and the Internet backbone;

shown in Figure 18.11.

Figure 18.11 A path through the Internet backbone
. p P

» Q":w?\o o

@g TR: Transmission rate

— The Internet backbone has a very high transmission rate. in the range O €20
per s.econd. This means that the|throu i sfined as the minimi™
mission rate of the two access li at connect the source and destination ©°° °3 '
’l;%ne. Izgure 18.11 shows this situation, in which the throughput 1% the mimml“” N

; and TR,. For example, if a server connects to the Internet via a Fast Emerfl; ¥

with the data e .onfes
rate of 100 Mbps, but a user who wants to down]ot_m) file con™® o

o oW :
Internet via a dial-up telephone line with t!l‘l?m’ the e

,‘4_(_)_1('bps. I'he bottleneck is definitely the dial-up line ) f
We né mention another situation- x : i £ tbe mroughp“l' *
hich we think abou may colledt ™

link between tw .
o routers is not always dedicated to one flow. A router
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flow from several sources or distribute the flow between several sources. In this case
the transmission rate of the link between the two routers is actually shared between the
flows and this should be considered when we calculate the throughput. For example, in
Figure 18.12 the transmission rate of the main link in the calculation of the throughput

. is only 200 kbps because the link is shared between three paths.

Figure 18.12  Effect of throughput in shared links

) TR: Transmission rate
Sources Destinations

Main link
r -

ulobye?, o)

£ Z ; r [ 1=

7 ; 7 U o0

1833 (Packer o5/ i

Another issue that severely affects the performance of communication is thc(numbe} of

packet?/lost during transmission. When a router receives a packet while processing
another packet, the received packet needs to be stored in the input buffer waiting for its

turn. A router, however, has an input buffer with a imited size~A time may come when
the buffer is full and the The effect of packet loss on
the Internet network layer is that the packet needs Sent, which in turn may create

overflow and cause more packet loss. A lot of theoretical studies have been done in
queuing theory to prevent the overflow of queues and prevent packet loss.

18.3.4 Congestion Control< "~

Congestion control is a mechanism fo@ In Chapter 23, we will
discuss congestion at the transport layer. Although congestion at the network layer is
not explicitly addressed in | the Internet model, the study of congestion at this layer may
help us to better understand the cause of congestion at the transport layer and find pos-
sible remedies to be used-at the negwork layer. Congestion at the\network layer )is
related to two issues, which we discussed in the previous section.
Figure 18.13 shows these two performance measures as functions of load.

When the load is much less than the capacity of the network, the delay is at a min-
imum. Thisiminimum delay is composed of propagation delay and processing delay,
both of which 1 are negligible. However, when the loadTeaches the network capacity, the

delay increases sharply because Mneed to add the queuing delay to the total
delay. Note that the delay becomeq infinit when the load is greater than the capacity.

When the 16ad is below the capacity of themmm-
portionally with the load. We expect the throughput to remain constant after the load
reaches the capacity, but instead the throughput declines sharply. The reason is the dis-
carding of packets by_the routers. When the load exceeds the capacity, the queues

S
\I4

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

N
(¥

6  PARTIV NET“'ORKMYE\; o

and throughput as finctions of load ____

2 et delpy

ure 18.13 Packet de ‘

= pro7g Gok 0 POk
= Throughput < et i ol

. e
S

b A 4
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\ ave to discard some packets. Discarding packets doeg 5

the network because the sources retransmit the pack
when the packets do not reach the destinations,

;.)('fa become full and the routers h

7
\ B -
\o‘% \o-vb) o@’i)reduce the number of pack.ets in
' ;‘ o e, using time-out mechanisms,

N2 N o 44
fy Y ) fé\_"/\:) Eongestion Control) *~
e OV Congestion control refers to techniques and mechanisms that can either prevent conges.
tion before it happens or remove congestion after it has happened. In geéfml' weol
divide congestion ntrol mechanisms ir&%;two broad categories: open-Ioop conges.

tion control vention)and closed-loop ngestion control (removal).
= 3 Congeston O (olas

ipen-Loop Congestion Control 4 LYl Sas Ous

In open-loop congestion control, policies are applied to—@gmion before it

happens. In these mechanisms, congestion control is handled” ither the source orthe

igﬁnation. We give a brief list of policiesghat can prevent congestion. b
o ol

/b (Retransmission Policy) Retransmission is sometimes unavoidable. If the sender
..« feels that a sent packet is fost or corrupted) the packet needs to be_rettanshuit

Yo P :

i/"\ 5 Retransmission in general may increase congestion in the network. However, &

- 2 e good retransmission policy can prevent congestion) The nsmission policy ané:
o O)J/ % g B g .

e retransmission timers must be designed to opfimiz efﬁciency) and at the samcl

fifide preseul congestion.
gestion. The

@@4@_&1&'—‘ The type of window at the sender may also affect con

. Selective Repeat window is better than the Go-Back-N window for congestion controk In'
L XGo-Back-N windowlsthen the timer for a packet times out, several packets rf\ay'b‘
eiver. This dupllca“_m:
n the other hand,

7o

c‘(ﬁ)\"ﬁ 09 2% i
e* resent, although some ﬁfay have arri

¥ v e d_safe and sound at the rec
o : Rt
& p2? endt  may make the congestion worse. ThefSelective Repeat windowy/0

2
y\ v A { ) / & R
4 w’ g™ ﬁ » Yo send the specific packets that have been lo . c ot pactd /15 &7
) 0 M et b stqrco""}u_ Ve v
o o3 W ane = Tho v avs! 28 il > < Livel
a/f" 05'5 Ké%\ Jy::, =" also aﬁ'ecfcgmem I_’ohcn The acknowledgment ;’0"‘:}’ imposed by the L “et?lvcs,.i‘ ‘
yout Tadt s e ongestion. If the receiver does not acknowledge every packet recel'e s
BINE ?‘G,p\’ may slow down the send acxnowlecs y hes are used
O T U this cage. A the sender and help prevent congestion. Several appro2¢ L
; 5\ : €. A receiver may send an ack 1 P acket O be s
i o 227" special timer expires, A receive in acknowledgment only if it has a pa o
> 55 L 1l LImeT, expires. A receiver may decide to acknowledge only.V packe
e(g & S\ ’ . u'") ; L
/<‘* ’il /'\f ‘e ' g > )) =
/ s\ i )\V’ WaZ 20, W' o6 o 55 0 mesme 31 e ey -
A St W ) " e BPE T |
o V7, Oy g rewer g\ paro 277
¥4 = Y
v % é”)"*’ &’
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3\
Py ;Ve ;eedft?y knovlv( that the acknowledgments are also part of the load in a network.
ending fewer acknowledgments mearis imposing less load on the network.

. fyz’ .
o / 6)‘5 - = R s
4 o g Discarding Policyy A good discarding policy by the routers may prevent congestion

.ﬂ _‘,{)\,\ 9’:’ and.att:he :ﬁme tlmfafmay no-t hatl’m the integrity of the transmission. For example, in
‘ s M ‘% O :“}]\ ;O " ans 1ssmn},‘1 the POI’CY Is to d'iscard less sensitive packets when congestion is
‘”'ﬁ’) . M ngen, the quality of sound is still preserved and congestion is prevented or
v alleviated. pue)
\ ¥ — S "‘:«w"_
T/; @@m@ An admission policy, which is a quality-of-service mechanism dis-  “\ @
f:ussed in Chapter 30), can also prevent congestion in virtual-circuit networks. Switcheg™> ‘“;, [‘
in a flow first check the resource requirement of a flow before admitting it to the net- B) Y
work. A router can deny establishing a virtual-circuit connection if there is congestion in® ey
the network or if there is a possibility of future congestion. 3 b el Buy S -3
’ $ P LS S\ 020 GAL\;‘\,\-Q\ \-:y_,. AR q:;,.h c_;{nx\l |
” : - —_— o .ch_quw)'biﬁ_wu“
(‘C),«,\\ /\>‘) Closed-loop congest19n control mechanisms try to alleviate congestion after it hap-
d /v\ 52" pens. Several mechanisms have been used by different protocols. We describe a few of
L %9\3’ them here.
& o 5 »@ The technique of backpressure refers to a congestion control mecha-
.z ism in which a congested node stops receiving data from the immediate upstream node
@,uy ?" [ornodes. This may cause the upstream node or nodes to become congested, and they, in
o b turn, reject data from their upstream node or nodes, and so on. Backpressure is a node-
7 to-node congestion control that starts with a node and propagates, in the o ite direc-
: tiom=oT data flow, to the source. The backpressure technique can b@gm X ‘
S,j kol circuit networks, in which each node knows the upstream node from which a flow of ‘
v data is coming. Figure 18.14 shows the idea of backpressure. i
P sw,.n _ , — |
(.f“y e Figure 18.14 Backpressure method for alleviating aﬁiesnon |
A = w® S 3 vk
ﬂ Backpressure Backpressure . V- - S&n <~
o L — & @ s
Gd/ S o n Cangestion Destinatioz_'dﬁ’w'
[ oSG L s Bk g e @
(nphn g ot o )1 s (o 2 fouder ) AR t g S s
7 e Bio 0 at ' Jithal \ O
] \YCW

EO) WS (ot rf,ﬁ_u%_/‘a___J.E——dﬂ,’— -
[ more input data than it can b ndle. It d@ome packets

Node I1I in the figure has :
ode S de II to slow down. Node II, in turn, may be congested

in its input buffer and informs 0O : co)
because it is slowing down the output flow of data. If nqde 11 1§£g¥:gg§,ted, it informs
node I to slow down, which in turn may create congestion. If so,@@m the
source of data to slow down. This, in time, alleviates the congestion. I\{ote at the pressure
on node 111 iswmbvéafbackward to the sourcil(_? _f>¢rff_19\_/9_tjle congestion.

T Itisim =< that this type 0f congestion control can only be imple-

is 1IMportani > : i i
Iti IUSEN o Th ‘M implemented in a dafagram network,

have the slightest knowledge of the upstream router.
’_’_”‘ —_—
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. ‘/? We need to know that the acknowledgments are also part of the load in 2 network.
/‘,j o Sending fewer acknowledgments means imposing less load on the network.
7 / ,y’i.é @ A gqod discarding policy by the routers may prevent COﬂgesﬁ‘{n
7 )\‘f_(,” anc at the same tume may not harm the integrity of the transmission. For example, In
3',\ NS audio transmission, if the policy is to discard less sensitive packets when congestion s
3 p,,r’ g&*o) likely to happen, the quality of sound is still preserved and congestion is prevented or ,
CoF alleviated. ~c
9
L;v\ WJ An admission policy, which is a quality-of-service mechanism (dis- ;:é o{
/ cussed in Chapter 30), can also prevent congestion in virtual-circuit networks. Switchey™= e C.‘

in a flow first check the resource requirement of a flow before admitting it to the net- B,
work. A router can deny establishing a virtual-circuit connection if there is congestion in =
the network or if there is a possibility of future congestion. yebighl, Bwy 2 WS

. ‘..,.,\s\é,df»‘bdf‘cﬁll
2 S ears g G a0 T e

W - Closed-Toop congestion control mechanisms try to alleviate congestion after it hap-—
C’&/\a Sj,\’ pens. Several mechanisms have been used by different protocols. We describe a few of
%9\3’ them here.

Q,ms\/

vEBackéressures The technique of backpressure refers to a congestion control mecha-

gy\’; = ism in which a congested node stops receiving data from the immediate upstream node

w7 [ornodes. This may cmdes to become congested, and they, in

ad turn, reject data from their upstream node or nodes, and so on. Backpressure is a node-

7 to-node congestion control that starts with a node and propagates, in the o ite direc-
@ tion of data flow, to the source. The backpressure technique can b@lﬁ?tfﬁl Tt

Z f ke circuit networks, in which each node knows the upstream node from which a flow of

v data is coming. Figure 18.14 shows the idea of backpressure.
)\ o - - :
¢ ,{6‘5‘:\6 Je Figure 18.14 Backpressure method for alleviating cqugestion
A b ; :_K FR Detva 3\ 'Qp_mcuk Sy b
o : - . e :
ﬁ Backpressure I Backpressure I Backp slje/ﬂﬁ v e Xs 3&3?"‘1“0 ‘
& 3 — e et o
Z St oM _linls Vg Bleck g2 ‘Qgesﬁoy Dcslinaliocn—'llsy .
bt S g0 Rl . s A K
g ol S Ao o 2P Youker 0 e e 10"’ S>s5 2t
~ ’ == .

" : lo a2 2. Ji ) \
p ao Yo D yzz Bleck g2 pa e

Node III in the figure has more input data than it can handle. It d@ome packets
in its input buffer and informs node II to slow down. Node I, in turn, may be congested
because it is slowing down the output flow of data. If node II is congested, it informs
node I to slow down, which in turn may create congestion. If so,n/&d;_l/h forms the
source of data to slow down. This, in time, alleviates the congestion. Note that the pressure
on node III is moved backward to the source to remove the congestion.

It is important o STess that this type of Congestion control can only be imple-
virtual-circuit.)The technique cannot be im]ﬂﬁnﬂglmmmam network,
ich a node (router) does not havi}h_esfli_gﬁtgikg_owledge of the upstream router,
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%zplicit Signaling\ In implicit signaling, there is no communication between the

L

. t by a node to the g,
cket is a packet sn BECR
/D'Clmkf Packet )A choke pa between the backpressure “"am‘)kc-,;a Wi
congestiolt. i

¢ the difference Chey g

one node 1o its upstream node, ahh‘)lmh 1"” N

|y reach the source station. In th,e cho!cc-packct method, th. he . ,

ing may eventually ! h has encountered congestion, directly to the Source o, Mgy

from the .rolllcr« wh:;roug.h which the packel .has trth’:led are not warpeq m’; " Thy
intermediate nod.CS‘ e of control in ICMP (dnscus.scd n Cl.mptcr 19), Whey, ;’-rmll :

an example of this rzvphc]mc 4 with 1P datagrams. it may discard some lhc;f,mq“

‘h(f: Imer:;::: ;Zu(:'z:. host, using a SOUrce quench ICMP message. The vy, rn ‘bn,

informs : Mg

oes directly to the sou
ﬁrc 18.15 shows the idea of a choke packet.

arning is from
In backpressurc. the warning 18 fi

3
-3

rce station; the intermediate routers do not take any azu,,n o

Figure 18.15 Choke packet

» P Zﬁﬁ

(I

Choke 3825

packet -
a Conggstion
Source

Data flow L

: S N\ 0,0 jol)\ Afra® S
.-

congested node or nodes and the source. The source guesses that there is congestioa
somewhere in the network from other symptoms. For example, when a source sends
several packets and there is no acknowledgment for a while, one assumption is that the

network is congested. T, in receiving an acknowledgment is interpreted as cos-
, ion in the-aetwork, the source should slow down.\We saw this type of signalisg
wediscuss TCP congestio ol in Chapter 24. '

The node that experiences congestion can explicitly send a siga?
to the source or destination. The explicit-signaling method, however, is different iro®
the choke-packet method. In the choke-packet method, a separate packet is used for f‘
purpose; in the explicit-signaling method, the signal is included in the packets that CiX
data. Explicit signaling can occur in either the forward or the backward direction. 155
type of congestion control can be seen in an ATM network, discussed in Chapter 4

aJ{ka
Connethed

is

184 IPV4 ADDRESSES ¥ #%%s

The identifier used in the IP la R L& /?ﬁé\’ . th onnec”
. yer of the TCP/IP protocol suite 10 identify ¢ = o
tion of each device g the Tnternst i EtP___,__ < AnlPY
il e f\—iis -Lhe. et is called théInternet address 6r IP address:- 7 ¢

o J0 ; ree ,(
host or a roui; = addrfﬁs hat uniquely and universally defines the CO“D,CCU?L»
—=" 4 Ioller to the Internet,\The IP address is the address of the coanection ==

14 55 .
U\& (i d
(=)
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CHAPTER 18 INTRODUCTION TO NETWORK LAYER 529

host or the router, because if the device is moved to another network, the IP address
may be changed. o e o

IPv4 addresses are unigue in the sense that each address defines one, and only one,
connection to_the Internet. If a device has two connections to the Internet, via two
networks, it hns\_ two IPv4 \addresses. 1Pv4 addresses arg universalin the sense that the
addressing system must be accepted by any host that waniis to be connected to the
Internet.

A protocol like IPv4 that defines addresses has an address space. An 2
the total number of addresses used by the protocol. If a protocol uses b bits to define an
address, the address space is 2° because each bit can have two diff nt V3
IPv4 uses 32-pit addresses, which means that the address space i 4,294,967,296) L=>>
(more than four billion). If there were no restrictions, more than 4 billion devices couldySw?! o

is

5ol ik Wy, ) Y]
be connected to the Internet. addvess spase= 2 m}q‘i:‘:s“ il
Notation ) g @ : "2*:?:" :\’ L 158 Ens s
There are three common notatjons to show I'Imddrex;s: binary Tiotation (base 2),) = )",:‘S;'\
@dottcd-dccimm @ , and D%gimaanmion (base 16). In binary th:’h_;,.
notation, an IPv4 address is displayed ag32 bits| To make the addrcﬁdfc@, one | 7y o g
or more spaces are usually inserted between each octet (8 bits). Each octet is often | = ay)
IPA

ally written in decimal form with a decimal poin eparating the bytes. This format is
referred to as dorted-decimal notation. Note that because each byte (octet) is only 8 bits, Sew
each number in the dotted-decimal notation is betweefi 0 and 255:] We sometimes see an

referred 10 as a byte. To make the 1Pv4 address rfiore compact and casierYo read, it is usu-

IPv4 address in hexadecimal notation. Each hexadecimal digit is equivalent to four bits. i )|
This means that a 32-bit address has 8 hexadecimal digits. This notation is often used in \'?—”
network programming. Figure 18.16 shows an IP address in the three discussed notations. ! y\ @
2
Figure 18.16  Three different notations in IPv4 addressing ' Lo /1

0 ) N
»Q&ﬁ}< y@l'IOOOOOOO 00001011 00000011 (ooonn_y?

) L__‘L* Hrj
o V@@B\mlm e il v 3 o 31]
w‘;“tv'&g

i :
? 4 ]

eO‘

N 4L
o Y A~
4 »*b/ i «
exadecima) | 80 0B 03(F |

Hierarchy in Addressing

In any communication network that involves delivery, such as a telephone ’J_w’ork ora
postal network, the addressing system Is fhierarchicall In a P-‘:@W@Tﬁ'o‘rﬁ. e postal
address (mailing address) includes the cou mgﬂatc, city, street, house( numbez','k:md"{ﬁe
—_——— =1 1 2

e —

des OV \erachy M\ >0 Ao, sl @awdloBi s 36 8% 0 21
Ty s

ey 3\ e 5 Croew o w0 o ([22]]
&BJ&:‘)’ V—‘b)/»\t W Bl 1) ']

WAl g NSRBI

= ol o
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* 42 .“.T‘;a telephonenumber is divideq into (b
W i} 'Slmlandt ‘connection. °°“"lry
nam P‘“'l xchange, .
e. lo l-e
d

e i

c
—nical/ ivided only i ‘
COW'mMca ch’!ﬁ. ddress i alsoﬁqzlllcféiiﬁvcsutthdelvxie::wo:lk'y ::::0:;((: ;ns ' Theﬁ'!l
: ; T e ; the ¢ nE .
alled the ¢ ction of a device ¢ th Part

art of the address, € fines the node (cqgﬂe_'_,__*lxo_ -e»]"le{ne‘
I::ddrcss. called the ;: a';d suffix of a 32-bit IPv4 address. The prj )-Fig
ure 18.17 shows the

fix len 8
n bits and the suffix length is (32 - n) bits.

&th j,
G e address% /\
Figure 18.17 fierarchy in addr

& S TN . 7\
< wbis )

Defines connedtion
to the node

= B LT E
@eﬁncs networa

pf D=

b
\ 7’R X 2,9
G o .
5% W RS
5 7(‘; Pl

A“‘C\i\é\ prefix)can be(ﬁxed length or variable lengﬁ). The network identifier in the [py
C / was signed as™a fixed-length prefix. This’scheme, which is now obsolete, is
: referred to as classful addressing. The pew scheme, which is referred to as classless

addressing, uses a y'_aﬁ'ziﬁleiengtp network prefix. First, we briefly discuss classful
addressing; then we concentrate on classless addressing

~—T842 Classful Addressing

When the Internet started, n IPv4 address was desi

L W

s 3

th prefix, but

0 gccomt'nodate both small émd lg_[ée networ 's,%hrmeﬁx’_\_gg_.l\e[}gt_h’preﬁxes Were.
~'1.¢ Lp’(o\a\ o Aesigned instead of one @5 6. and @£ 245, The whole address space Was.
L)}k %, (a2 fdivided into five classes (¢ D, and

class A, B, €7D, and E)3 as shown in Figure 18.18. Thif

5 Fised 1 Bcheme is referred to as classful addressing, Although classful addressing belongs
—7 the past, it helps us to unders s addressing, discussed later.

tand classles

n class A, the network Tength s 8 bits, buy Sic, the first bit, which is 0. &5
g:ﬁ;lzafs-’ o oAb iy the network identifier. This means then.,’

- atcan have a class A address. o

(10) Indzl;-:;:g’ thle 16 bits, but since the first two bits, w-l?whm;
ther:’are onl 2e;4c_a y 14 bits as the network identifier. This &

i addy = 16,384 networks in the world that can have a class B address: work

length is 24:;3-8888 that start wigp (110), belong to class C. In class C, the net¥e

Lt idenlilt?érb;t;lme three bits define the class, we can have only 2! b“fhz: ]

A i " » - £

have a class C 4 " Teans there are 221 2,097,152 networks in the world &5

network length ig
S8, We can have op

ddress.
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\R}/ .

Figure 18.18 .Occupation of the address space i;(classﬁal addressing )
——

_
[ Address space: 4,294,967,296 addresses . J
I
AR 4 , } v
R e T an
50% 35%
; W,
l 8bx}s)| 8 bits | 8bits | 8bits |
l I (Ias rde/

)" ! & |

Cl:ssA ‘ b,@ = 1 -

i -)B n€10h 12810 191 |- 2 :\M

Class C SENERE meﬁx‘.,, AT , C |n=24bits 19210223 |- 2> = ! a? \S
ass D|J110 Multicast addmsscs

11 1/ Reserved for future use

20
k* D [Not applicable | 224 to 239 ;/‘-%'

E [p E | Not applicable | 240 to 255 P vy
/ N e
2 Q,SB / - ‘Z—
{X’ﬁ 9 : ;
@o Class D is not divided into prefix and suffix. It is used for WT&‘M]
addresses that start with 1111 in binary belong to class E. As in Class D, Class E is not

divided into prefix and suffix and is used as reserve. % Class M~ 5,52 5.6, NN < xS 355

; ‘d % . - — \°‘5§ < —5s WF_)‘ ~~2
Z(}n)tf‘f. Address Depletion\* \go P YO o0 ,ve (Class) B a3 TR aVall oL a2

addref’ The reason that classful addressing has become 9§solete[xs address depletxon Sincethe] L= o
&N S J“" addresses were\not distributed- pmperl)a the Internet was fg(&(/thth_lhE problem of the| o550
‘N‘\ )vd‘ addresses being rapidly used up, resulting in no more addresses available for organiza- SN
=z tions and individuals that needed to be connected to the Internet. To understand the prob-| { n=28 9“:‘,1 |
lem, let us think about class A. This class can be assigned to only_128 organizations in [;‘ 24
the world, but each organization needs to have a single network (seen by the rest of the| o
world) with 16,777,216 nodes (computers in this single network). Since there may be Lo “31’ =1
only a\few organizationshat are this large, most of the addresses in this class were C“’”D_Z_E;
wasted (URUSEd): ddresses were designed for midsize 6rdanizations, but many| . ;_-:,
of the addresses in this class also remained unused. Class C addresses have a ¢ p]etely N} 2=
dlﬁ'ercnt flaw in design. The number of addresses that can be used in each network (256){  o—32)
was SO S y small that most companies were not comfortable using a block in this address| — <
class Class E addresses were almost never 1@ :

aiari \
09,9") F ubnetting and Supernett mgs >\ (n D‘l{;;;?.‘i)_n_) ;hi:’.bu-‘” C;—ﬁ) *

Qo To alleviate address depletion, two strategies were proposed and, to_some_extent, [, L.
hLz xmplemented subnetting and supernetting. In(subAetting, a class A or class B block is sle
~) z ,«."” d mtoM Each subnet has a larger p preﬁ‘( length than the original Kl
L2y ;'5 ? network. For example, if a network in class A is divided into four cubnets ‘each subnet w6
)ﬂ has a prefix of ng, = lO At the same time, if all of the addresses in a network are not L
* used, subneiting allows the addresses to be divided among * several oroanlzatlons This a3 = :
ide dm@iﬁm large organizations were not happy ‘about dividing the . ’lnl.
'block and giving some of the ufiused addresses to smaller organizations. e 5
While subnetting was devised to divide a large block into smaller ones(&dpernetd) - b cond
ting was devised to combine seveml class C blocks into a larger block [jwc to J\Sﬁr
\als Cups
—

. a67 (3)
(c MDY SO B S5 Cusnd) &
Lo au)’/*’”/xi I/ o) gy wie B VS 00 T T e\ T
¢"’)of VI Gam e D 00sp 462 (2) 2 P — e
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an th - ",
- need more thar of packe .-~ Olock
0@3“1? “orfvg;a.t cither because it makes the routin ficyl, M
idea(did no ’ _
. dressing e
sanfacc 0 (.IﬂSSf"‘!_/_‘Ad__M,/ “
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N4 Subnetting and supernetting in classful
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k Spafe‘ .
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L fgrsies (27)
Internet Seruie

oo Yaple

prefix length or ach C1a88 Ay e T TaBereAl 0 (e address: no ey, i?lfo?

¢ 256 addresses available in a clagg o)

he dd - |
Although classful 2 casily find the class of the address yng < Ol
. s, wd can . ddress ang {

advantage: Gl_\ﬂ\jl’,‘l@gr—‘ﬁ @e we can find the Plﬁﬁx-_lcggth immedisi, % I,;ce J]be
words, the prefix Jength in ‘
mation is needed 10 extract

18.4.3 lClassless Addrcssiné o |
addressing did not really solve the address

M\Vﬂh the growth °,f the Internet, it (;:ljas clear that a larger addregs
space was needed as a long-term solution. The larger address space, however, reqyjp:
that the length of IP addresses also be 1Crease W.thh means the fof_mat of the [p
packets needs to be changed. Although the ong-ranmas already pegy
devised and is called TPv6 (discussed later), a short-term solution was also deviseq
use the same address space but to change the distribution of addresses to provide 3 f;;
share to each o'rganization. The short-term solution still uses IPv4 addresses, but it s
called classless addressing. In other words, the class privilege was removed from the.
distribution to compensate for the address depletion.
There was another motivation for classless addressing. During the 1990s) Intemet
tvice Providers (ISPs)jcame into prominence. An ISP is an organization that pro--
vides Internet access for individuals, small businesses, and midsize organizations that
do not want {0 create an Internet sit¢ and become involved in providing Internet ser-
vices (EU?ﬁﬁlﬁFo“m?nﬁﬂﬁtf/kﬁeir employees. An ‘@ an provide these serviegs.
An ISP is granted a large range of addresses and then subdividés the addresses (in-
groups of 1, 2, 4, 8, 16, and so on), giving a range of addresses to a household ora
small business. The customers are connected via a dial-up modem, DSL, or cable
modem to the ISP. However, each customer needs some IPv4 addresses. !
In.1.996, the Internet authorities announced a new architecture called classless’
addressing. In classless addressing, variable-length blocks are used that belong to 10
classes. We can have a block of 1 address, 2 addresses, 4 addresses, 128 addresses, and s008-
blocll(: ?11;251:; :(Eressiggr, the whole address space is divided into va'riab]e lenfg
(devicé). Thzoreﬁca“an address defines the blocko(nelwork); the suftix defines thel;
Sons, e dié)cI;J ;’vel can have ablock of 2,2!, 22, .., 232 addresses. One oma
Bisian 5 o § later, 1s that the number of addresses in a block needs @ £
ganization can be granted one block of addresses. Figure 18.19 she ‘
ole address space into nonoverlapping blocks. '
Qo W togw F
-length blocks ir(classless )'ddressing_ a2 asls 4P P

s \,——4 Suﬂ?-,\JL@; Qrefla_\~w s s sl

the prefix and the sufﬁ;. Py

Figure 18.19  Varighye

Block | Block 2 ¢eo [EEEEHe oo :
\ Block i Block (m—1) Block ™ -
Address space
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Unlike classful addressing, the prefix leng

can hav'c a prefix length that ranges fro 0 32.\The size of the network is inversely
proportional to the length of the prefix, 1)

~small M_s,a_lnrgcmctwk; a large %
prefix means a smaller network, —_—

We need to gmphasizc that the idea of classless addressing can be easily applied to
cla§sful addressing. An address in class A can be thought of as a ¢lassless address in
which the prefix length i€ 8 )An address in cfass B can be thought of as a classless
address in which the prefixds 16)and so on. In other words, classful addressing is4 spe-

" cial case of classless addrés3in

T S —— g'

I—’Eﬁx Length: @Iash Nolafiw.a\ -

The first question that we need to answer in classless addressing is how to find the pre-
fix length if an addrgss is given. Since the prefix length is not inherent’in the address,
we need to separately give the length of the prefix. In this case, thé prefix length, n, is
added to the address, séparated by a slasB) The notation is informally referred to as
slash notation=amd formally as clgssless interdomain routing or CIDR (pronounced
cider) strategy. An address in classless addressing can then be represented as shown in

in classless addressing is yariable. We

Figure 18.20.
P Woetatlon n) 3| B 55
Figure 18.20 Slash not(zliarﬁCIDRﬂ T —— & g,"-'t N dsuo

- ' CoeCXion |\ Avs om o Ly fpemae M Wk gaf :
)\ /v,’)’ Oary p /g8 ?'Q\o):) <« Examplesy Aﬁ’ gl A2 o"-’ .
. NC)“““\" Ravk | byte [o] byte [of bye [of byte 23 13 Zg 9,8 Pl =
. lmk Prefix 220.8.24.25@% GBS g
Tengur

(::’J H(Q{&l‘\ S\ s %(@ ~ *:“_! - \:\\'(_\1 _a’;(}-?) ‘;-‘-51;7" m > l
i
i
|

%1391 (ool 6IN)T *@%e\_\%ﬁq == 554 i issen
In other words, an address in classless addressing does not, per se, defi eblock o

L2 Y
or network to which the address belongs; we need to give the prefix length also. L 5
‘ é’ .p ) 22-12
Extracting Information from an Address . sl fo
e

Given any address in the block, we normally like to know three pieces of information
about the block to which the address belongs: the number of addresses, the first address
in the block, and the last address. Since the value of prefix length, n, is given, we can
easily find these three pieces of information, as shown in Figure 18.21,

1. The number of addresses in the block is found as N = 232-",

2(To find the first address) we keep the n leftmost bits and set the (32 — n))rightmost

3 _To find the last addresg, we keep the n leftmost bits and set the (32 — n) rightmost
" bits all to Is.
—_—

Example 18.1 .
A clasiless addresg: given 34 167.199.170.82/27, We can find_the above three pieces of infor-

mation as follows.{The number of addressesyn the network is 2*2~7 = 2° = 32 addresses.

’ 2? :

number 09 M(xs n-= Qf 9‘9’17\
) H 4 [yﬂﬂ’c‘“on g
9 ~ b Lold
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ion in classless addressing
tion extraction inc
Figure 18.21 Informa 3
’;‘? “‘»QS) é\ (_))l-.>.{/~’ w n bits (32— n) bits
PO S \._’f\ .’
T  Number ok LddrEss Any address | ::;J:l m ‘
@.) Tirst address r ‘ ‘ 1
Aress. o [ s
@ Last = Profix — addrcss:m
First address
—

: LA =032-n -
Number of addresses: N=2 . _a
(€54 PP A #2 V.
o
g the first 27 bits and changing the rest of the

The first address can be found by keepin
Address: 167.199.170.82/27 10100111 11000111 10101010 \01@

&g@m.m.no.wn 10100111 11000111 10101010 010
X @f,kag\ﬂ S 0 S\ 280 S b
; The last address can be found by keeping the first 27 bits and changing the rest of the bits

\%& | to Is.

Address: 167.199.170.82/27

(Lasladdrc<és: 167.199.170.9527 10100111 11000111 10101010 010/11111
WS R

10100111 11000111 10101010 01011111

s Address Mask

3
Gﬂ/ Another way to mu%wwse the éddress mask,
x Network. mask 2= The addres@ a 32-bit number)in which the n leftmost bits are set 10 1s and the
Sed e prefis pbs 415 | rest of the bits (32 - n) are-sét to 0s) A computer can easily find the address mask
nd tne Subfix bits fog| because itis e Complement of (2%2- " _ 1). The reason for defining a mask in this Way
= | is that it can be used by a computer program to extract the information in a block, using

ax - 167 [49. 170 72/5;3 the three bit-wise operations NOT, AND, and OR. o
«~ pehx | 1. The number of addrességi/nThe block NW '/“‘m\o;éﬁ
; )

T, gt I W) 5. The : _ .
ey | m the block = (Any address in the block) AND (mask).

3 ® - s
ses. 256 255. 224 | 3. Theflast addressyn the block = (Any address in the block) OR [(NOT (mask)].
60?4'&"[&” d‘“ o P * xa
mple 18.2

: 32-29 _ 55 22
2z e
p Maskl] 322 £k

motes oCo00ORD C0EC

notation IS
] bytes usi"é

o5 E’Z‘:mTll)mlecAIIng using the mask. The mask in dotted-decimal
: » OR, and NOT o ;rations-c& plied to individua

ors and . 3
~ applets at the book websites i 23 65 = (IEXIX gy (a Wove +5 ero

N i ;
umber of addresses in the block: N=NOT (!mask) : 1=0.0.0.31 +.1 %32 ddresses

First address: P -
T irst = (address) AN, (mask) = 16719917052 b,
Last’= (dddress) OR \NOT mask) = 167.199.17078

R

5 ‘l((‘
) 0{05

™
/
S IP o
o ﬂﬁr&[ockan,);.,Tq) oSG s |
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_’/_',),:ol P S ~Megs D »*

N vg,,:‘( SN )\@—:rg"’-“é bﬂg *

» Example 18.3
e .
A e s In classless addressing, an address cannot per se define the block the address belongs to. For

s 43+ example, the addres§ 230.8.24.56 kcan belong to man blocks.me shown below " b"_,__‘_
/J,V w with the value of the prefix associated withThngy\‘ ce Cass SV AP W BF
> P a ck. M\ oos 2 3.\"‘“9 210 M VS5

>\C)1’ ri(, Prefix length: 16 \;‘:\% ﬁ?,o:k?* A58 o e Lo 230.8.255.255 :” poho ;
(-‘e}::&)(\o" Prefix leng;); &~  Block: 308,605 to 0 230830255 T =y
' m/ Prefix length26” g =  Block 2308240 “SoBag® e 230.8.24.63 5-.3—‘-(“\; .
7 Prefixlength:27 - Block: 23082432 to - ' 23082463 T 0 s
Prefix length:29 —  Block: 230.8.24.56 to 230.8.24.63 s D - :
Prefix length:31 — = Block: 230.8.24.56 to 230.8.24.57
(Network Addreia °-
The above examples show that, given any address, we can find all information about J
the block. The first Eddress, the \petwork address, is particularly important because it J
is usc@jW %ﬁ. For the moment, Jet us assume

that an internet is made of m networks and a router with m interfaces. When a packet
arrives at the router from any source host, the router needs to know to which network
the packet should be sent: from which interface the packet should be sent out. When the
packet arrives at the network, it reaches its destination host using another strategy that
we discuss later. Figure 18.22 shows the idea. After the network address has been

Figure 18.2& Network address
)

Network 1 Network m
: : sece -
$0PEERY S
m
e PG ¥ Router
pt ’?foa;")\ 4:2):&/ -

‘ ;_( Forwarding table_)
Q\Xetwork address | Interface

bl . C] . dl . € 1
bz *Che dZ - pp— Interfacc
coe number
mafel. & 27 |y oo Lg
T Cenpodity L] B =
~qdy able
(\dx —?‘ML‘&\\ ’\')._) owb) \Z)____.-z:_;
nod€ _— )

f J found, the router consults its forwarding table to find the corresponding interface from

L4 which the packet should be sent out. The petwork address is actually the identifier of
™ \()\/ the network; each network is identified by its network address.

&y >
We!

)
.ar‘% K%
a\®’: 2
%
-
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k allocation. How are the blocks allo
Cateq)

ing is bloc

The next issue Lo blo::’;ga’jocution is given to a global authority ¢q);
The ultimate respO

Inl::me: Corporation for Assigned Names fmfi _I;u“;blcrf (ICAN‘N)- However, Iced

does not normally allocate addresSes to individual i1 ernet users. It assigng 4

organization that is considered an ISp ; arge

10 thie

o ISP (or a larger o
IDR, two restrictions need to be applieg :‘
0 the

block of addresses (0 an 1970 C
case). For the proper operation of the
allocated block.
1. The number -sses, N, needs 10 be a power of 2. The reason i
N=22""0 If Nisnot a power of 2, we cannot have an i, thay
p eger
value for 7. v ot /
i to’b{ allocated where there is an adequate numpe,
T of

ted block need
es avai
he first address in the

ber of addresses in the b
prefix followed by (32

ess space. However, there is a regy;

block. The first address needs 1mc'
lock. The reason is that the(;bc
— n) number of Os. The deci:;::

2. The reques
contiguous address
tion on choosing t
divisible by the num
address needs to be the
value of the first address is then

(prefix in decimal) X 232-7 = (prefix in decimal) X N.

first address
. o&xample 18.4 . b G ;
I n ISP h . d?{a’f’ﬂ - g e
b : n as requeste ock of 1000 addresses. Since 1000 is not-a power of 2
R?/mn A3 . are granted. e.pre ix length is calculated as K ' _ 22. An ava dd;;sses
18.1 /22, is granted to the ISP. It can be se€ 5% Tirst address in d : oc!;, ;
302,910,464, which is divisible by 1024. N ceima
0
P oanpin)S SopsP Subnerting > W W g
‘wuo Mo i More levels of hierarch s Oi/
S of hierarchy can be created using subnetti st '
' Jgo - g subnetting. An organizatio
0 93\ c)_g:\:_ ] (hat is granted a range of addresses may divide the range into . / 0
o wi (E,M-\- assign each subrange to a subnetwork (or subnet). Note th ; i —
% S from creating more levels. A subnetwork can b. di ; at.nothmg slops tie L LS
ST A sih subretrork cat be divided Sl e divided into several sub-subnetworks.
== o several sub-sub-subnetworks, and so on.
Vo ) po Designing Subnets
\ The subnetworks in an
etwork should :
be carefully designed to enable the routing of pack

g 2 =T
ets. We assume the total
number of addre
sses granted to the organization is N, the pret

length is n, the assi

length for each subl;g;fo?l?xizber of addresses to cach subnetwork is Ny, and th° prefiX

to guarantee the Mt Then the following steps need . followed
proper operation of the subnetworksc PRTES corcfuly

2

3 The number of
addresses in each
bnetw
ey su ork should be a po f2
: power of 2.
__%-—ghth or each subnetwork should be found using the following formul2:
>

Esub =32- logZNsub_}
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o x

i\ a. The number of addresses in the largest subblock, which requires (120 addresses; is not 2

e N ~ 7 S—

\ask odd v v eNOREEeL,  G)00INNG0Y, [Q000eT0
0ooo\ll 6. 2 74 -

W 220 \1060 . oloololo, o

KN
. ek «dd oooo \\\o . ooo\'ziuoou ETRr YA A
v 8

\a‘:\' a“ . 0000\?\\0 oo-'\.\\ wloo\o 9“. A0 O000°
e s SN opeauio. townn
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\'&'i- 3 ] g8

O The starting address in each subnetwork should be divisible by the number of

addresses in that subnetw
ork. This can be ach ddresses to
{srepcaibwsinile: ieved if we first assign a

_Finding {nfqrmation about Each Subnetwork

Afctle]r dtesn ggmg the subnetworks, .the information about each subnetwork, such as first
and last address, can be found using the process we described to find the information
about each network in the Internet. =

de{;, = NC"G‘:;;(,;. .
ExampleﬂS.S e S ~~

An orgamzatlon is granted { blocgof addresses with the bw_addr_css(l4.24.74.0/24| The

organization needs to have 3 subblocks of addresses to use in its three @ one subblock of 10
the subblocks.

addresses, one subblock of 60 addresses, and one subblpck of 120 addresses. Demg}
luti 7} ?‘”s‘;_ x Nd;,z-d et el ’
olution_ g \a &
ic-——"' { LE !)f-"-“
There 2 M? dresses in this block. The first address is 14.24. 74@24 theTast addre

is 14.24.74£59247T0 satisfy the third gequirement, we assign addresses t& subblocks, starlmg

C:—'-

power of 2. We allocate dresses. The subnet mask for this subnet can be found as

256

L
Q /LU

) JSLVJ»

2—log 128 e first address in this block is 14.24.74.0/25;)the last address is S 0 coquived
4127725 o T "
yw need Yo X é"iro I N Maesub ~-Net®
b. The number of addresses in the second largest subblock, which requires 60 addresses, is DOt Afcup)

a power of 2 either. We alloca ddresses. The subnet mask for this subnet can be found
as n, = 32 — log,64 =@ The first address in this block is 14.24.74.128/26; the last address
c—

is 14 26. ‘
L3 ﬂ—c"lr;':]zuamql;%%g addresses in the smallest subblock, which requnres 10 addresses, is not a

power of 2 either. We allocate 16 addresses. The subnet mask for subnet can be found as
1y = 32 — Jog, 16 =(28) The first address in this block is 14.24.74{(97728; the Jast address is

g — -
14.24.7 28.00\‘/“ i /“L/“i"fd wodYaosa

o tNS*Q

\28

=

If we add all addr\e}sses in the prcvxous subblocT?s, the result is ”08 addresses _hu:h————"{y
means 48 addresses are lefti m >) The first address in this range i€<14.24.74208. The b
last addres%5 is 14.24.74.255.\We don’t know about the prefix length yet. Figure 18.23 v

ocks. We have shown the first address in each block.
P 0 \}
Address Aggregation N j,., _;.b.u

One of the advantages of me@ is Wn (sometires called

address summarizatign or_route SWill arization). When blocks of addresses are com-
“Touting can be done based on the prefix of the larger

shows the configuration o

“bined to create a larger block
b]ock of addresses to an ISP. Each ISP in turn divides its

block. ICANN assigns 2 large
assigned block into smaller subblocks and grants the subblocks to its customers.

Example 18. 6 : :
Figure 18.24 shows how four small blocks of addresses are assigned to four organizations by an

ks into one single block and advertises the larger block t
SP combines these four bloc & 0
:::r:::eo; e ARY packet destined for this larger block should be sent to this ISP. It is the

responsibility of the ISP 10 forward the packet to the appropriate organization. This is similar to

?(e?\f‘
1,»)"‘
“°‘(>x\

/
A

=
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(<) A plck w‘ouoo o© qu&\\ﬂ-\t@ =D \b +}o
odd ‘-),\ \60'10 _\‘-\ o i fi oo 3o Ul q /! 26
\ .
w3l &Y 0D ) 1) - gu\,b\eclt@ =7 |ko-F0- 14 .\27] 26
~ 7 J\po0-ro. M. [0} ©voo° o .o D 126
- ”/\60 .10 wivl \ S :upblx[@ => 160 ~7F° Al g
F e 0 .70 14.A0/6°°°°
e ,’I \?(,o.;g,lq vt ) - oo o 14 8., 26
538 PARTAY (VETWORK LAYE _~ fee 40114255 /26
i r’j 1L 0. W4 V1| o000 Subblack@ =
S 160 +Fo * 14 (o
g Figure 18.23  Solution 10 Example 18.5

14.24.74.0/24
C First > iR

ﬁJl/

14.24.
(Last address’\

48

a. Original block

& )

)

|
Ve
4,24.74.128/26
e

[

1 14.24.192.0/28
14.24.74.0/25 o
/v_—_——'
= . ahaln ()"‘;»\i\.‘}s QU A Ny el
~T NN " Aadd asiyus {
g\\;w > :0;

Figure 18.24  Example of\address aggregation
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a site
o ey’ 266 3 Sint s¥
supplo 2l

P¥70 ("\3 SIS (2 siEe Db ¥
160.70.14.0/26 DI Bioast o5 & AN »
3R &> = " .
Block 1 10 & pat )
160.70.14.63/26 All packets Wit Ar BS Y332,
destination addresses )

160.70.14.64/26
to

o3 \)n) 98

’ﬁ
%C(’:\
RN

X1 f K
160.70.14.0/24 XN
10

1160.70.14.255/24

r
2
e b ] \ \ 160.70.'14.1..7126 S S g
i T g ﬂ : Internet -
160.70.14.128/26 1
) s |
- 160.70.14.191/26 block
L 3
2z 64 [:7} 1160.70.14.192/26 ] /A S ¥
Block 4 to T o A
160.70.14.255/26 PA ’\a\vz}k deft site +
- -2 2 ) D "ﬁﬂﬁf/
ez ; =

routing we can find in a postal network. All packages
to the capital and then distrib

. Q =, ) ~ - 4

e Epccial Addresses \'-"‘ = I& r (3\“7'4 “’%H'\l ﬁs%\
-n Before finishing th . LC '“jf}ff’: @»@(\*ﬂ-lsﬂ “9':'"1;?\’ il
(e 34 LR e ¥ addresses th 'g ¢ topic of addresses in IPvd, ‘we need to mentiop five SpE
. J fai m= ol ‘I‘: '@ used for §6€Cia] purposes: tllis-ho;ﬁ address, Iiw{’
o ywording - » pback’address, private addresses, and W@Qd_@égj (pj--‘ v 7

— T G B S D, = P

J bo! FATE The only address in the bloc ey 3: D) 2= P eils ]
: ; q0.0. i ey i "

2,8 (1w ever a host ngeds to send an P ol Bis-hoss gudre L e

J1 s Qar U
Net weyk address =2

Inderbace I Lo W2

aw | en, U) =

L

yress. We will

?’V"""d;’ﬁ Yelsc

Y wehuole au \ Ttohec \

€C
3 +_Memery 5.

O
Wi o Smh‘:s‘i_).u. AL

coming from outside a country are sent first

o the corresponding destination.

E s
datagram but it does not know its own address 10 use

an example of this case in the next secti(;r;}fg_)
(iddl’esr Gue Jf—v_ (ORI gl

T
14 b 162

3.0

see
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\ask A 28125
QM/ @""?«.?3??1“@"4 \6:‘10 n.0SS /25 ’@h‘“ +30. om\\@coooom/!‘-l! ¢ |'6°,_°.}° ',%z ‘z S5 /25

0. 30.a0 13 45 o A6 LG TLE
L:rn:tcd-broadcachdmLJ | SO 3 .0/25 .

0 e (wcss in the block 255.255.255.25532 )s cz;hcd the limited- )roadcaﬁgdd%.sg“ i
A 2 ﬁ’“ It is used whenever a router of a host needs to send datagram to all devices in a networkgE, (0l3015.123]25

f&ﬂﬁfg/ The routers in the network, however, block the pack\t having this address ag the destina- =3¢ sieg 25
3 %ﬁ 45.57;5

tion; the packet cannot travel owork. W aal \\fw S ;
Loopback Addres, NS ot 2 L, i
" The 27.0.0. 0/8 s called the loopback address. A packet with one of the
2w ,s“" addrcsscs in this block as the destination address never leaves the host; it will remain in
>’ _\¢, the host. Any address in the block is used to test a piece of software in the machine. For %
'f;/ ’ example, we can write {client and { serve} program in which one of the addresses inthe  c)ass ©)
’ \}‘;\ block is used as the server address,We can test the programs using the same host to see. s an w‘g_—_‘;ﬁ
A if they work before running thent on different computers. $5 "nw;\

»o

)
(Private Addresscj oo e RTINS 5\‘1‘@ b 2 )\;}; '
968 o

Four blocks are assigned as private addresses: 10.0.0.0/8, 172.16.0. 0/12, @ .0.0/16 /5'
and 169.254.0.0/16. We will see see (he a ¢ applications of these addresses when we discuss NJﬂs
NAT later in the chapter. = \3*5"“\5"" M2l Pt SL i « —

( TS b oy
Multicast Addresses P (Gikat) (?“"3 r
The block 224.0.0.0/4 }s reserved fﬁcast addresses We discuss these addresses

later in the chapter. (Aepliction \ayer Pf'a‘)oco\) U G connechd g Lile

Loe
18.4.4 Dynamic Host Conﬁgumtmn} P{'otocol ‘BHCP) ( 7 Z
2 -/»Msd:!\—-‘\.-&
We have seen that a large organization or an ISP%an receive a block of addresses

directly from ICANN and a small organization can receive a block of addresses from an
ISP After a block of addresses are assigned to an organization, the network administra-
* tion can manually assign addresses to the individual hosts or routers. Howe
1 4Zssignment in an organization can bd done automaticallyy using th

v AL e
N L, : Configuration Protocol((DHCP). DHCP is an application-layer program,\using the
4 g ""P{f ’ mat actually helps TCP/IPW)(CY&MCI,J wdg.w] I C AN
I
~

r DHCP has found such widespread use in the Internet that it is often called a plug- I:_Q) 5
and-play protocol. In can be used in many situations. A network manager can configure
DHCP to assign permancnﬂ‘__lr_mdmssgs to the host and routers. DHCP can also be con- *““% z,f
ﬁgured to provide temporary, on demand, IP addresses to hosts. The second capability . .
can provide a temporary TP address to a traveller to connect her laptop to the Internet ¢ Nn
while she is staying in the . hotel. It also allows an ISP with 1000 granted addresses to
provide services to 4000 households, assuming not more than-one-forth of customers
use the Internet at the same time. '
In addition to its IP address, a computer also needs to know the network prefix (or -
address mask). Most computers also need two other pieces of information, such as the
address of a default router to be able to communicate with other networks and the address
of a name server to be able to use names instcad of addresses, as we will see in Chapter 26.  ,. -
In other words, four pieces of information are normally needed: the computer address, the S
prefix, the address of a router, and the IP address of a name server. DHCP can be used to
A provide these pieces of mformauon to the host.

a{d a2
| g Qf - /21 woo«U'Pﬁw Hw‘w’:oss‘_ TP Yis 659 ¥

" 2
\P},T’ Ve o)L /wo """\ob 050 “ﬁ_;l J,u (_‘on,necﬁon 0_8' ults
(—;‘/mmc adl]_l o> e J_f,',,,n» — =i il

S G NOSY  shibte  adhes sie 2 e
=

.

|
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XéHCI’ Mcx.\'a;rc Format i o

DHCP is a clien
server returns a res
show the general fo
explained in the figure, but
important role in DHCP.

t-server protocol in
ponse message-
rmat of the DHCP m
we need (o

which the client sends a request messa
Before we discuss the operation of DHngp
essage in Figure 18.25. Most of the ﬁ’
discuss the option field, which play

¢
elds are

Figure 18.25 (DHCP message format )%=

Natd wate

0 5 glewt 16 et 24

Opcode | (Hiype | Hlen | HCount

Transaction 1D

R

Fields:

(5@ Operation codc.or

Hiype) Hardware type (Ethernet, ...)
HLen: Length of hardware address

HCount: Maximum number of hops the packet can trave]

Transaction ID: An integer set by the client and repeated by the sery
er

Time clapsed: The number of seconds since the client started to hog

c}:"\ Lo\ e Time clapsed | Flags *= =
T el @ | oooo0 _ Client IP address
PR 2 “9)”9 - Your IP address
N P ‘):é Server 1P address
é = Gateway IP address
-~
Client hardware address

Flags)First bit defines unicast (0) or multicast (1); other 13 bits not
Client IP addreds: Sct to Qif the client does not know it s

Your IP address) The client IP_address sent by the server

Server name

Server IP address)A broadcast IP address if client does not know it
Gateway IP addres): The addres ault router

Boot file name

Server name: A 64-byte domain name of the server

Boot file name: A 128-byte file name holding extra information

Options

Options)A 64-byte field with dual purpose described in text

cuprek Vask
Do Ak e

O Dleck Nl
T oasyy

and a variable-length value field.
aetewsy TP aatdress

Dewdin name servev

. The 64-byte option field has a dual purpose. It can carry either additional informa-
tion or some specific vendor information. The server uses a number, called a magic
f:ookie, in the format of an IP address with the value of 99.130.83.99. When the client fin--
1sh<?s reading the message, it looks for this magic cookie. If present, the next 60 bytes are
options. An option is composed of three fields: a 1-byte tag ﬁeld,’a 1-byte length field,

There are several tag fields that are mostly used by -

;;c?ndors. If the tag field is 53, the value field defines one of the 8 message types showi in
igure 18.26. We show how these message types are used by DHCP i

(DNS) % e .0
s :‘”\’P ok Figure 18.26( Option format ) ’- ]
s -~
S omein Nowe ——
1 DHCPDISCOVER 5§ DHCPAC
5 S 9212 I T
p 2 D] UEST 7 DHCPRELEASE
A},l,_j\ o \L B: 4 DHCPDECLINE s\mfcmNFleac
YL 5 ‘
N i \ R
I g P T“g R e
e P o
/\N} (%\\ DHCP Operation N @ \
) ) Figure 18.2 gl ' '
/g }\ (é,_a gure 18 7showsasnmp1e scenario, X )\VJ
/ é\q)‘\ oY
o \ 7); o
W TN
Y ¥
AR57 ¢S
Sy
A
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Figure 18.27  Operation of DHCP

.9 2
@ IP Address: 1 > 2% bes IP Address: 181:1
DHCPDISCOVER &~ 7o 45— |

Transaction ID: 1001

Lease time: -
Client address:
|| Your address:
Server address; )
~ : 0 DHCPOFFER .
Source addrezs: 0.0.0.0 7 Transaction ID: 1001 1 Note: ial
| Destination address: 255.255.255.253) Lisie tie 3600 027" Only partia
< Client address: 6;’: ?nfcfrmanon
P AL b sy .J\P?';- Youraddn:ss: = is given.
?) —‘SEZJ ====1 Server address: 181.14.16.170 -
Mo Source port: 67, Destination pori: 68
_{DHCPREQUESTY Source address: 181,14.16-170 P g I\ Seareed
Transaction ID: 1001 Destination addresst 255.255.255.255.p DL
Lease time: 3600 @ ¢ N ; .
Client address: 181.14.16.182 i 327 4% D scavel
Your address: \o \ V7 0 _ L0~ L0 P
Server address: 181.14.16.170 3 7 o ) ;
SourcEport: 68 Destination port: 67, o D\"““""&ww
1 181.14.16-183 DHCPACK ﬁ’t_ﬂﬂ\ i
Destination address: 255.255.255.23§ Transaction ID: 1001 =

Lease time: 3600

Client address:

Your address: 181.14.16.182
Server address: 181.14.16.170
Saurce port: 67 Destination port: 68 ‘::é}\
Source address: 181.14.16.170 7
Destination address: 255.255.255.255.

— Y +- . .n
Time, . w\‘ix@ o $ ox ‘ o\\ Time U e S
N 2 T aY . v
(4 fi\ Py ’ /8‘?’~\V~\ ‘3\%:?6\7' t"[)\ '\?‘L‘Tg'é ’\\‘LCRQJ f Lt ) )“f N N
n DA

J__OF A S es 7 C7 ; '

1. The joining ﬁost creates a DHCPDISCOVER message in which only the transaction- — a<dress

ID field is set to a random number. No other field can be set because the host has

no knowledge with which to do so. This message is encapsulated in a UDP user

datagram with the source port set to 68 and the destination port set to 67. We will

discuss the reason for using two well-known port numbers later. The user datagram

is encapsulated in an IP datagram with the source address set to 0.0.0.0 (“this

host”) and the destination address set to 255.255.255.255 (broadcast address).

The reason is that the joining host knows neither its own address nor the server

address. 4
2. The IDHCP server\or servers (if more than one) responds with a DHCPOFFER

message in which the your address field defines the offered IP address for the join-

ing host and the server address field inC]l:ldCS the IP address of the server. The mes-

sage also includes the lease time for which lh'c host can keep the IP address. This

message is encapsulated in a user d.amgrzm? with the same port numbers, but in the

reverse order. The user datagram in turn is encapsulated in a datagram with the

server address as the source IP address, but the destination address is a broadcast

address, in which- the server allows other DHCP servers to receive the offer and

give a better offer if they can.
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g nd selects the best of them_ Ty, ;

joini jves one or Mor offers a Theigy

3. The Jommhg host rgqg;,el\’go message to the server that hag o Joip,
ing host then sends &%’

best offer. The fields with known va

sty S Ven the
Tue are set. The message is encapsulateq j,
. . The user data i
‘ s as the first message gram is ep,
m— ram with port number : ap-
us::r dgtiafan it with the source address set to the new client adclress' but
?l‘:ea:iistination address still is set to the broadcast address to let the other Serverg

w that their offer was not accepted.

4, ]}S;:ally, the selected server responds with @ DHCPAC Q me%srsag? to the cliens i
offered TP address is valid. If the server cannot keep its offer (for example, ¢ .
address is offered to another host n between). the server sends a DHCPNAck
message and the client needs to repeat the process. This message is also broadcag

to let other servers know that the request is accepted or rejected.

Two Well-Known Ports -

We said that the DHCP uses two well-known ports (68 and 67) instead of one well-known
and one ephemeral. The reason for choosing the well-known port 68 instead of an epher-
eral port for the client is that the response from the server to the client is broadcast.
Remember that an IP datagram with the limited broadcast message is delivered to every
host on the network. Now assume that a DHCP client and a DAYTIME client, for exam-
ple, are both waiting to receive a response from their corresponding server and both have
accidentally used the same temporary port number (56017, for example). Both hosts
receive the response message from the DHCP server and deliver the message to their cli-
ents. The DHCP client processes the message; the DAYTIME client is totally confused
with a strange message received. Using a well-known port number prevents this problem
from happening. The response message from the DHCP server is not delivered to the
DAYTIME client, which is running on the port number 56017, not 68. The temporary
port numbers are selected from a different range than the well-known port numbers.
The curious reader may ask what happens if two DHCP clients are running at the
same time. This can happen after a power failure and power restoration. In this case the

messages can be distinguished by the value of the transaction ID, which separates each
response from the other.

Using FTP

The server does not send all of the information that a client may need for joining the net-
w?rk. In the DHCPACK message, the server defines the pathname of a file in which the
client can find complete information such as the address of the DNS server. The client cat
then use a fille transfer protocol to obtain the rest of the needed information.

Error Control

DHCP uses the service of UDP which i ; . CP uses
t5%0 Sttatagion TR eics ich is not reliable. To provide error control, DHCF ™

requires that UDP use the check As we will see !

) € checksum.

S&iﬁe;n?:} trhee use of the checksum in UDP is optional. Second, the DHCP client 15%
ransmission policy if it does not receive the DHCP reply to a request- HO

ever, to preven :
Sfh plc))wer f;:;ut;:;ﬁ]g Jam when several hosts need to retransmit a request (for example
» DHCP forces the client to use a random number to set its timers:
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Transifion Ntares

The previous seenanios we dise ussed for the
provide dynamic address allocation, the
performs transitions from one state to
sends, Figure 18,

operation of the DHCP were very simple. To
DHCP client acts as a state machine that
another depending on the messages it receives or
28 shows the transition diagram with the main states.

Figure 1828 FSM for the DHCP client

p¥
Y
NS R S "
> o . 2.
. ‘.‘ - \ » - N 'E , = :
S DUHCPDISCOVE @1 el H—" a2

N ;
¢ < _SELECT l\(-
IS o

{1 l case time S0% expired /7 DHCY
DHCPREQUEST
s s

( RENEWING )—DUCPACK | DHCPACK ( TERTNDING )

Lc.m timd 75% c}pucdl
DHCPRE g JEST

\_,Jj

’/}7"/114
DHCPNACK

Dl l(,'l‘()

Lease time expired or

Lease cancelled/ | [ PHEPNACK

DHCPRELEASE

When the DHCP client first starts, it is in the INIT state (initializing state). The
client broadcasts a discover message. When it receives an offer, the client goes to the
SELECTING state. While it is there, it may receive more ofters. After it selects an ofter. it
sends a request message and goes to the REQUESTING state. If an ACK arrives while the
client is in this state, it goes to the BOUND state and uses the 1P address. When the lease is
S0 percent expired, the client tries to renew it by moving to the RENEWING state. If the
server renews the lease, the client moves to the BOUND state again. If the lease is not
renewed and the lease time is 75 percent expired, the client moves to the REBINDING
state. 1f the server agrees with the lease (ACK message arrives), the client moves to the
BOUND state and continues using the 1P address: othenwise, the client moves to the INIT
state and requests another 1P address. Note that the client can use the 1P address only when
it is in the BOUND, RENEWING, or REBINDING state. The above procedure requires
that the client uses three timers: renewal timer (set to S0 percent of the lease ime), rebind-
ing timer (set to 75 percent of the lease time), and expiration tinter (set 10 the lease time).

18.4.5 Network Address Resolution (NAT)

The distribution of addresses through ISPs has created a new problem. Assume that an
ISP has Lr.mlui a small range of addresses o a small huxm or a houschold. If the
business ¢ 1_1‘0\\'\ s or the lmuschnid needs a ldrg ger ral ee, Sthe ISP may not be able to arant
the demand because the addresses before and after the range may have already been
allocated to other networks. In most situations, however, only a portion of computers in

O la\s ‘—-6 : TP 5% ¥
he N (10 ) w0 WV T Sls sy 2 6w

slop )
Lo Gy o o W ) e bl i,
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s to the Internet simultaneously. This means t.hat the numpe,
d addresses does not have t0 match IP}C number of computers i the networy.
of allocated a tme—— business with 20 f;omputers the maximum NUmbey
For example, z:lslsum s the Internet simultaneously is only 4. Most of the Computers
of computers at ace task that does not need Internet access or communicating wjg,
are e:tl:;r d%:\iii :g:;’u business can use the TCP/IP protocol for both internal and yp;.
fr::a? ccfrrl‘lmunication. The business ?an use 20 (or 2:5 ) a'ddTe;ses ggrm the private
block addresses (discussed before) focll' Lﬂt;r)nalls‘;’mm“mca“on‘ 1ve addresses for upj.
b ication can be assigned by the 151 .
‘crsa::‘ctzgln;g;;u:?at can provfde the mapping between the private and universa
addresses, and at the same time support virtual private networks, which we discuss jp

3 . qé ion) . The technology allows a site
= ) g Chapter 32,$s Network Address Translation (NA:I‘) ! - 5
i bt e use E set of privaie =sses for internal communication and a set of global Interney
cennection NS aqdregses Mmﬁunicmion with the rest of the~weTTd—"The Site must
- have only one connection to the global Internet through a NAT-capable router that runs
(reat Tpaddess)d yoneico S L
NAT software. Figure 18.29 shows a simple implementation g

a small network need acces

0MN Lt Sl
N )qoj;‘ 6;_‘54\ Figure 18.29 NAT
G’“"af" adress)

pr——

) s?,\5\ S\ St W

172.18.3.30

ing privatcaddresses  s\p ) (2
i Q;(\%u\l\’qp,’ 5 Dol

As the figure shows, the pﬁvate network uses private addressess The router that
connects the network to the ses ong privafe a ss and one global
address. The private network is invisible to the rest of the Internet; the rest of the Inter-

net s ly the NAT router with the address 200.24.5.8.
&
&% Q‘dz‘%@ -

s All of the outgoin k - ; '
s Y ') 2 g0ing packets go through the NAT router, which replaces the source
A & a ess in-the packet with the globa P

p & ] AT) address. All incoming packets also pass
;\ 2 Q\ rough the NAT router,. which replaces the destination address in t‘;\e packet (the NAT
2 router global address) with the appropriate private address. Fi gure 18.30 shows an exam-
& \ ple of address translation,
(_,‘T} ¥ (]B : Translation Table

@ %\ The reader may have noticed that i Hutgoi

t . oing
(/.\) packet is straightforward. But how e el T O

does the NAT router know the destination addres®

for a packet coming from the Interne? There may be tens or hundreds of privatel
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SoWCe odd

172,183, : o
red I8 dsdemabicp

: 6( JH -
1721832\ oree: 200.24.53

address of the packet. Figure 18.31 shows the idea.

.

Figure 18.31 ( Translation \ -

- o o

: \ o - :
lPri\-ate network e “‘39\ s\p 3\.}?—‘ /\0 N soul )

i

| 1

| ¥ )

: 1S:172.18:3.1 el { S:200.2458 J ) \D 2?,12)

: D:2582.10 I D: 258210 ST

! — Data Bhe—— !

I

ISDEER TS ERERET R Legend

("S: Source address W
D: Destination address
(1] Make table entry
® Change source address
Py e : © Access table :
3 e 1 reply © Change destination address
>. @{@‘E.Privalc network ] L '
) TGS 3
Nz ! 5125820 : R
72 <= [Di172183] | g 2200248

| | Data

1 Data \

|

| _&

I

In thi teoy. communication must always be initiated by the private ne‘twgrk.
The I\?AtT i:gfaﬁ:s)rl;m described requires that the private network start the communication.
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As we will see, NAT is used mostly by ISPs that a%Sig" a single address to a Ccustomer,
The customer, however, may be a ML‘X\INI( lhat.h?s. many privae
addresses. In this case, communication with the Internet'is always initiated from the
customer site, using a client program such as HTTP, TI?LNET, or FTP 10 accegs the
corresponding server program. For example, when e-mail that originates from outside

the network site is received by the ISP e-mail server, it is stored in the mailbox of the
customer until retrieved with a protocol such as POP.

Using a Pool of IP Addresses .
The use of only one global address by the NAT router allows only one private-network

: host to access a given external host. To remove this restric':tion NAT router can yge
* s mﬂo\!c a resses. For example, instead of using ne global addregs
o

24.5.8), the NAT router can use four addresses (209:24.5.8, 200.24.5.9,
200.24.5.10, and 200.24.5.11). In this case, four private-network hosts can communicate
with the same external host at the same time m of addresses defines 5
separate connection. However, there are still some drawhacks. No more than four con.
nections can be made to the same destination. @;linetwork host can access twg
external server programs (e.g., HTTP and TELNET) at the same time. And, likewise,

W0 private-nelwork-hosts cannot access the same extew (e.g., HTTP
or TELNET) at the same time.

@b\ Using Both IP Addresses and Port Addresses
<le™To allow a many-to-many

relationship between private-network hosts and external
Server programs, we need more information in the translation table. For example, sup-
pose two hosts inside a private network with addresses 172.18.3.1 and 172.18.3.2 need
to access the HTTP server on external host 25.8.3.2. If the translation table has five
columns, instead of two, that include the source and destination port addresses and the

transport-layer protocol, the ambiguity is eliminated, Table 18.] shows an example of
such a table.

Table 18.1 Five-column translation table

J‘/“ e—/”(/z ,?f'.\jo\m) Private Private External External Transport
Cu SN[ _port address port protocol

AE 172.18.3.1 '\ 1400 25.8.3.2 80 'TCP

S 1721832 | 01
o 72.18.3. 25.8.3.2 80 TCP
(L’Q‘\ bé’“ S : : : :
~ "/;)g
" Note that when the response from HTTP comes back, the combination of source
2 address (25.8.3.2) and desti

nation port address (1401) defines the private network host

to whic €spons uld be directed. Note also that for this translation to work, the
ephemeral port addresses (1400 and 1401) must be unique.
I

g at the network layer earlier in this chapter. In

ept 1o include the role o IPmbm'ardi'fg'

As we discussed before, forwarding means 1o place the packet in its route to its destnation:
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ince the Intern i
:wans 5 deliveret;LOd:ykls made of g combination of links (networks), forwarding
iy connectiﬁ Cdet 1o the next hop (which can be the final destination or the
& device). Although the [p protocol was originally designed as a

connectionless protoco] toda i
i ; Y the tendency is t i ion-oriented
protocol. We discuss both cases. . PRS0 # sonncaiion

When IP is used as 3 connectj .
3 tionless prot T -
tion address of the IP data gram; protocol, forwarding is based on the destin

ress When the IP is used as a connection-oriented protocol,
forwarding is based on

the label attach vmrIPﬂmgmm\
- = ~ @
183.5.1\ Forwarding Based o Destination Address})'-« =T (Tp_a¥ra)
We first discuss forwarding based on i tination address. This is a traditional

ﬂPPTOi‘Ch,JNhiC.h is prevalent today. In this case, forwarding requires a host or a router to
have & forwarding table- When a host has a packet to send or when a router has received a
packet t0 be Torwar .

rwarded, it looks at this table to find the next hop to deliver the packet to.
In classless addressing, the whole address space is one entity; there are no classes.

This means that forwarding requires one row of information for each block involved.
The table needs to be searched based on the network address (first address in the
block). Unfortunately, the destination address in the packet gives no clue about the net-
work address. To solve the problem, we need to include the mask (/n) in the table. In
other words, a classless forwarding table needs to include four pieces of information: the

5 e IB_address of the next router
(needed to find the link-layer address of the next hop, as we discussed in Chapter 9).

However, we often see in the literature that the first two pieces are combined. For
example, if n is 26 and the network address is 180.70.65. 192, then one can combine the
two as one piece of information: 180.70.65.192/26. Figure 18.32 shows a simple for-
warding module and forwarding table for a router with only three interfaces.

Figure 18.32 Simplified forwarding module in classless address

ﬁ\\cﬁ? ae®
hq’ Y —_—
e Z/'Nd""’WF ok }1”* p
m, T % AT BT,
= Nt"‘g T e™ o‘f,sc‘\
my ms / UVR)‘O‘
N Forwarding table S 7
Network address Next4|0p
- inclufiing pfisk )| P address | CHace
Xtract fd
Packet —|»|(@EStim0 o Yozo gl o
— address X1.¥1.Z)43/n my
' Interface number and X2.Y2.2p.to/n ) 2
next-hop address
! ;

7 ¥ o g 5 o
- To other modules or protocols, 9 /‘ / PR? ij‘:’.'
%9;%@; SN
The job of the ‘forwarding module is to search the table, row by row. In each row,
the eftjmogt bits of the destination address (prefix) are kept and the rest of the bits
(suf@nlc) are s o 0s. If the resulting address (which we call the network address),

matches with the address in the first column, the information in the nexttwo columns is
/VM
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Internet
G o=
-
g§s 4o
DIP:S‘ZD.’-I-Q, B Solution Xb\\- g
'3 e, ¢ <" Table 18.2 shows the corresponding table. . ==
-\4:4—0 " (poo ll0® Table 18.2  Forwarding table for router %1 in Figure 18.33

L ;
¥ R R ),;f"/ 5 201.4.22.0/24 g 3
2 o s /‘h At 201.4.16.0/22 - =
pie 255 ) 0° 180.70.65.200 m2

- &),
N,
7}! A
< 3

IV NETWORK LAYER

extracted; otherwise the search continues. Normally. the last row has a default vaJye in
the Tirst column (not shown in the figure), which indicates all destination addresses that

did not match the previous rows. N .
mmc literature explicitly shows the value of the n leftmost bits that shoulq -

be matched with the n leftmost bits of the destination add're.ss. The concept is the same,
but the presentation is different. For example, instead of giving the a(_ldress-maSk combj-
nation of 180.70.65.192/26, we can give the value of the 26 leftmost bits as shown bejgy,

10110100 01000110 01000001 11

Note that we still need to use an algorithm to find the prefix and compare it wig,

the bit pattern. In other words, the algorithm is still neefied. but the presentation is dif-
ferent. We use this format in our forwarding tables in the exercises when we yge
smaller address spaces just for practice,

Example 18.7

Make a forwarding table for router R1 using the configuration in Figure 18.33.

Figure 18.33  Configuration for Example 18.7

1
201.4.22.0/24 '

201.4.22.372
oo o\ m2| R1

201.4.16.0/22

180.70.65.194/26

| 180.70.65.192/26

180.70.65.200/26

Rest of the » ‘

v N
\ Network address/mask ) Next ho, Interfuce
180.70.65.192/26 — m2

8. 9)/747 P , ‘:r\c\l;\ b9

s 2
O \orfnP s
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Example 18.8

d of Table 18.2, ;
Instea We can use Table 18.3, in which the network address/mask is given in bits

Table 18. sardi
3 Forw arding table for router R1 in Figure 18.33 using prefix bits

Leftmost bits in the destination address Next h
10110100 01000110 01000001 11 i» S efiee e 180 By
10110100 01000110 01000001 1 —p 256 __ m(2) 2509 W 0 ]
11001001 00000100 00011100 _, | zqbit — :3 (\%;’f ;j‘
11001001 00000100 000100 — . |22 wt — 1 VA
Default 180.70.65.200 - % B— .
.70.65. m2

e————-*?fv"—.__./s‘\ajff A 6

. . 2
;,;P”")\J(/)“/Wy‘ 2 32:4

) When a packet arrives whose leftmost 26 bits in the destination address match the ~ =4 =2
bits in the first row, the packet is sent out from interface m2. When a packet arrives @
whose left.most 25 bits in the address match the bits in the second row, the packet is sent = )
out from interface m0, and so on. The table clearly shows that the first row has the ° J'

longest prefix and the fourth row has the shortest prefix. The longer prefix means a
smaller range of addresses; the shorter prefix means a larger range of addresses. 5_.¢ c..p Su >

LR s = e
Example 18.9 gffix VI o NAY A 9_1@@)
. , . o2 i
Show the forwarding process if a packet arrives at R1 i)n Figu'f-e\l 8.33 with the destination 7
address!180.70.65.140.j . \ocoo ‘}\3393 y}jp/,;a ét;a’b '@ = 64) — (D) =
Solution & )
“o L5 i Jst
The router performs the fo]lo\\)yi{]g stjeps: . )ﬁ__\'g—\’ B @ 9(\ A
Lo e
1. The first mask (/26) i ,aﬁﬁﬁgd fo the destination address. The result is 180.70.65.( 28, which

does not match the corresponding network address.
2. The second mask @' applied to the destination address. The result is 180.70.65.128,
<ch Tatches the corresponding network address. The next-hop address and the interface

&2 ~ number mO are extracted for forwarding the packet. o

"X
Wos— -
% Address Aggregation \ e—

ng, there is only one entry in the forwarding table for

When we use classful addressi :
each site outside the organization. The entry defines the site even if that site is sub-
he router checks the corresponding entry

netted. When a packet arrives at the router, t orrespond;
and forwards the packet accordingly. When we use¢ classless addressing, it is likely that

the number of forwarding table entries will increase. This.is because the intent of class-
less addressing is to divide up the whole address space 1nto mapageable blocks. The
increased size of the table results in an increase in the amount of time needed to search
the table. To alleviate the problem, the idea of address aggregation.was designed. In

Figure 18.34 we have two routers.

R1 is connected to networks 0
somewhere far from R1. R1 has a lon
correctly routed to the appropriate 012
small forwarding table. For R2, any pac

f four organizations that each use 64 addresses. R2 is
ger forwarding table because each packet must be
anization. R2, on the other hand, can have a very
ket with destination 140.24.7.0 to 140.24.7.255
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ST D

QOQU‘ Navy Sols
'—::—. \5)\/:—"—

19226 | ——e | m3
()&Ji —q0.0.0.000 address of R2 | md
b 5

/ \\:j S\ \ﬁ”g

P "
&qgj;ent’(’)ﬁ/féfrom interface mO0 regardless of the organization number. This is called

Figure 18.34 Address aggregation

. [ ‘G‘E
] XA L X =z
Organization 1 n ;’}zijo{\‘ 3«3 yeJ’
\(/ o g ac B
Organization 2
m]
i it omewhere
Organization 3 in the Internet
Organization. 4
Forwarding table for R1 Forwarding table for R2
Network | Next-ho Network Next-hop il
address/mask :zddressp Intesface address/mask address Interface
140.24.7.0/26 — m0 140.24.7.0@ E— m0
12353;?3128/26 memm—— m; 0.0.0.0/0 default router ml
o, o -~ csssessens m

address aggregation because the blocks of addresses for four organizations are aggre-
gated into one larger block. R2 would have a longer forwarding table if each organiza
tion had addresses that could not be aggregated into one block.

Longest Mask Matching
What happens if one of the organizations in the previous figure is not geographically |
close to the other three? For example, if organization 4 cannot be connected to router
R1 for some reason, can we still use the idea of address aggregation and still assign :
block 140.24.7.192/26 to organization 4? The answer is yes, because routing in class-
less addressing uses another principle, longest mask matching. This principle states =
that the forwarding table is sorted from the longest mask to the shortest mask. In
other words, if there are three masks, /27, /26, and /24, the mask /27 must be the first
entry and /24 must be the last. Let us see if this principle solves the situation in which
organization 4 is separated from the other three organizations. Figure 18.35 shows
the situation.

Suppose a packet arrives at router R2 for organization 4 with destination address
140.24.7.200. The first mask at router R is applied, which gives the network address
140.24.7.192. The packet is routed correctly from interface m1 and reaches organizd-
tion 4. If, however, the forwarding table was not stored with the longest prefix first
applying the /24 mask would result in the incorrect routing of the packet to router RIS
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/\[“&\-2‘4.7. oo /26 JAAJ—\./B)’ J}a
Figure 13.45 Longest mask matching )J»Ju \;w('“‘)° 016090
P B AR < v W PRy vry
f e o o> 1402470726
y M " Organization 1 Forwarding table for R2
J,Jt BA = Network Next-hop Interface Y
’1]// ¢ N2 address/mask address
@”“ ol 140.24.7.19226 | -~ ml
M s ; 140.24.7.0 address of R1 mo0
2 SpEaons 00000 ] | default router i
7

Organization 3

Forwarding table for R1 . Q@ & )
_ adgreetsws/ox;};sk li?drl? R P! ;—:——"’,‘."
ozazois | —— | mi Sl HAeS
M | o | = ey
7 -
Hierarchical Routing Uy//

To solve the problem of gigantic forwarding tables, we can create a sense of hierarchy
in the forwarding tables. In Chapter 2, we mentioned that the Internet today has a sense
of hierarchy. We said that the Internet is divided into backbone and national ISPs.
National ISPs are divided into regional ISPs, and regional ISPs are divided into local
ISPs. If the forwarding table has a sense of hierarchy like the Internet architecture, the
forwarding table can decrease in size.

Let us take the case of a local ISP. A local ISP can be assigned a single, but large, block
of addresses with a certain prefix length. The local ISP can divide this block into smaller
blocks of different sizes, and assign these to individual users and organizations, both large
and small. If the block assigned to the local ISP starts with a.b.c.d/n. the ISP can create
blocks starting with e.f.g.h/m, where m may vary for each customer and is greater than n.

How does this reduce the size of the forwarding table? The rest of the Internet does
not have to be aware of this division. All customers of the local ISP are defined as
ab.c.d/n to the rest of the Internet. Every packet destined for one of the addresses in
this large block is routed to the local ISP. There is only one entry in every router in the
world for all of these customers. They all belong to the same group. Of course, inside
the local ISP, the router must recognize the subblocks‘anq route the packet to the des-
tined customer. If one of the customers isAa _largc-: Ol'gaanZillOl:l, it also can create another
level of hierarchy by subnetting and dividing its s_ubblock into smal.lcr subblocks (or
sub-subblocks). In classless routing. the levels of hierarchy are unlimited as long as we

follow the rules of classless addressing.
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Example 18.10

As an example of hicrarchical
16.384_addresses)starting fron

nt ‘ubblocks, cach with

let uy consider Figure 18.36. A regiona S granieg

120.14.64.0) The regional ISP has decided to divide this blocy
96-hddresses. Three of these subblocks are assigned 1, three

Dfor future use. Note that the mask for each block js 120
\

x \?
W - 73] ol
L w3 V/ A k &
o ‘.\’t\’) g;,a Toul Stz 120.14.80.0/20 .
f. t.)\ 4 o — Unused ol 4096 1

120.14.96.0/20
Total 4096

{Cocal

ISP2

. ’@ / i
N @que i ¥ 120.14.112.0/20 SN
% 9 Total 4096 | 16 384 {“&f
'S /@ addrecs
55 15 B
& §P ? 47 o 2 x i N :
& e, The first local ISP has divided its assigned subblock into 8 smaller blocks and assigned each
LE. ) 0}5'*;;\,“ to a small ISP. Each small ISP provides services to 128 households (HOO01 to H128), each using
; W four addresses. Note that the mask for each small ISP is now /23 because the block is further
/r divided into 8 blocks. Each household has a mask of /30, because a houschold has only 4
addresses (2% ~*" = 4). The second local ISP has divided its block into 4 blocks and has assigned
the addresses to 4 large organizations (LOrg01 to LOrg04). Note that each large organizatior? has
1024 addresses and the mask is /22. '
The third local ISP has divided its block into 16 blocks and assigned each block to a small
organization (SOrg01 to SOrg16). Each small organization has 256 addresses and the mask is /24.
There is a sense of hierarchy in this configuration. All routers in the Internet send a packet with
destination address 120.14.64.0 to 120.14.127.255 to the regional ISP. The regional ISP sends -
every packet with destination address 120.14.64.0 to 120.14.79.255 to Local ISP1. Local 1SPI
JL Wi sends every packet with destination address 120.14.64.0 to 120.14.64.3 to H0O1.
Cind quirpc«’\'"'W\ Geographical Routing s~

el fhe

- > even further, we need to extend hierarchical
; cographical outingsWe must divide the entire address space into
' #Yew large blocks. We assign a block to America, a block to Europe, a block to Asia, 8
4 1C 3 R ——r
bg § blocli. to’ Afma,, and S0 on. T.he routers of ISPs outside of Europe will have only one entry
. s -Europe in their forwarding tables. The routers of ISPs outside of America
N will have only one entry for packets to America in their forwarding tables, and so on. .

outing to includecs

S

\

9 z

i
Y
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Forwarding Table Search Algorithns

Ir.l Cléllzzieisuf:il;c;smg, there i§ 0 network information in the destination address. The
f:r?ﬁiscdssed befo:e)mg'shteei;ﬁmem, search method is called the longest prefix match (as
fix. The router fi - The forwarding table can be divided into buckets, one for each
pre L% sk iries the longest prefix. If the destination address is found in this
bucket, the s<.3arch 18 complete. If the address is not found, the next prefix is searched
and so on. It = Ob‘{lous that this type of search takes a long, time ’ ,
One solution is to change the data structure used for searcghing. Instead of a list
SUREAPELE S (such as a tree or a binary tree) can be used. One candidate is a i
(a special kind of tree). However, this discussion is beyond the scope of this book.

18.5.2 \Forwarding Based on @ L SN VAP
N Cg_»g;% & o f:;fs

In the 1980s, an effort started to somehow change IP to behave like a connection- ~—
oriented protocol in which the routing is replaced by switching. As we discussed earlier =
in the chapter, in a connectionless network (datagram approach), a router forwards a .
packet based on the destination address in the header of the packet. On the other hand,
in a connection-oriented network (virtual-circuit approach), a switch forwards a packet
based on the label attached to the packet. Routing is normally based on searching the
contents of a table; switching can be done by accessing a table using an index. In other
words, routing involves searching; switching involves accessing.

swntchi®S
———

Example 18.11

Figure 18.37 shows a-simple example of searching in a forwarding table using the longest
mask algorithm. Although there are some more efficient algorithms today, the principle is the

same. A I_P

Figure 18.37 Example I 8.11: Forwarding based p{ destination addreg
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Example 1812 {using a label to access switching table, g;

T v T nce th
: example © : o ' | ]
Figure 18.38 shows & S"::Fck:ablc {inding the information 1n the table is immediae, be]‘
index to 3
arc used as the I
— i label
; rding based on
2 le 18.12: Forwd
Figure 18.38 Examp )
bel used Switching Table
]:L“i,ilndl;-\' Interface | Next label
| Interlact - — ——
oo00 | —
0001
0002
0003
—-——((000!-_1\ 2 0012
/\“L. 5005
[ 3 /bl‘ 0006 ' :
Ve C Labe : : o
/C 4 1000 _ el mhiens

Multi-Protacol Label Switching (MPLS)

During the 1980s, several vendors created routers that implement switching technol
ogy. Later IETF approved a standard that is called Multi-Protocol Label Switching
In this standard, some conventional routers in the Internet can be replaced by MPLS
routers, which can behave like a router and a switch. When behaving like a routes

MI"LS can forward the packet based on the destination address; when behaving ike?
switch, it can forward a packet based on the label.

A New Header
I:ezzluzztfocgggecl}on-oriemcd switching using a protocol like IP, the first thing "
Bk Format do;: nl:::d ltlo the Packet that carries the label discussed 1315;: The ;}P;:
packet format, as \l"e w'?l ow this extension (although this field is provided in the 4
MPLS packc; G 1l see later). The solution is to encapsulate the [Pv4 packet 1" ¢
as lhOugh MPLS were a ]ayer between the dala-link layer andl

i
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network layer). The whole IP packet jg

: encaps .
and an MPLS header is added. Figure | .3;2?0]:/{: (tih?::sar;,ay]]of.d My MELS packet
Sulation.

Figure 18.39  MPLS header added to an 1p packet

o ‘»r’“); ol LS5 s
Ca Yory
2 & it < O
A .
/7Y : }
' Qbf/ V2 The MPLS header is actually a stack of subheaders that is used for multilevel hier-

archical switching, as we will discuss sh i '
R Y sy 3k ortly. Figure 18.40 shows the fi t of
¥ ?rf gy,,p" MPLS header in which each subheader is 32 bits (4ebytes) long. .

QQ?‘A : Figure 18.40 MPLS header made of a stack of labels

N/
Y .
D
' PO ok ' Exp
Label Exp

The following is a brief description of each field:

0O Label. This 20-bit field defines the label that is used to index the forwarding table
in the router. '

Q  Exp. This 3-bit field is reserved for experimental purposes.

0O  S. The one-bit stack field defines the situation of the subheader in the stack. When
the bit is 1, it means that the header is the last one in the stack.

QO TTL. This 8-bit field is similar to the TTL field in the IP datagram. Each visited
router decrements the value of this field. When it reaches zero, the packet is dis-

carded to prevent looping.

Hierarchical Switching

A stack of labels in MPLS allows hierarchical switching. This is similar to conventional
hierarchical routing. For example, 2 packet with two labels can use thie top label to for(;
ward the packet through switches outside an organization; the l?ottoni)label can be use
to route the packet inside the organization to reach the destination subnet.

18.5.3 Routers as Packet Switches |
w, the packet switches that are used in the network layer

be configured to act as either a datagram switch or a
cussed the structure of a packet-switch in Chapter 8.
be applied to any router used in the Internet.

As we may have guessed by 10
are called routers. Routers can
virtual-circuit switch. We have dis
The discussion in that chapter ¢an
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CHAPTER 19

Network-Layer Protocols

Orp -~ UN.Reielle 4 Covinadion \ess

=
®< TP~ s iR S 2w X
ZEMP ~Mbas g0 G0 SPL0 Ao 2P 1B

: . Apros S
In the previous chapter we Introduced the network layer and discussed
provided by this layer. We also discussed

the logical addresses used in this layer. In
this chapter, we show how the network layer is implemented in the TCP/IP protocol
suite. The protocols in the network layer have gone through a few versions; in this
chapter, we concentrate on the current v

7,

ler, we ¢ ersion (v4). The next generation, which is on the
horizon, is discussed in Chapter 22.

QO The first section discusses the It first describes the TPv4 datagram

format. It then explains the purpose of fragmentation in a datagram. The section
then briefly discusses options fields and their purpose in a datagram. The section
finally mentions some security issues in IPv4, which are addressed in Chapter 32.

d  The second section disqusses one of the auxiliary protocols used in the
network layer to help IPv4. First, it briefly discusses the purpose of each option.

The section then shows how ICMP can be used as a debugging tool. The section
finally shows how the checksum is calculated for an ICMPv4 message.

3 The third section discusses the{mobil whose use is increasing every day when
people temporarily move their compyters from one place to another. The section
first describes the issue of address change in this situation. It then shows the three

phases involved in the process. The section finally explains the inefficiency
involved in this process and some sofutions.

connechion address

the services

P G (TO) $5

G\‘;a_s\
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PART IV. NETWORK LAYER

19.1 INTERNET PROTOCOL (IP)

The network layer in version 4 can be thought of as one main r'otoco] anfi three auxil-
iary ones. The main protocol, Internet Protocol versio: is responsible for pack-
etizing, forwardi ivery of a packet at the network Tayer. The Internet Control
Message Protocol version $ICMPv4) helps IPv4 to handlg $SOME erTors that oceur

in the network-layer delivery. The Internet Group Management Progocol ( _#PUS
used to help IPv4 in- The Address Resolution Protocol TARP) is used to

glue the network and datr=tifik layers in mapping network-layer addresses to link-layer

"addresses. Figure 19.1 shows the positions of these four protocols in the TCP/IP proto-

col suite.

Figure 19.1 Position of IP and other network-layer protocols in TCP/IP protocol suite

Applicaﬁomﬁp FTP |[TELNET|[ DNs | [sNMP| ... | DHCP
layer / o :
Tl se ] | TCP | UDP I

ayer —

layer ' L . i)

Data-link

‘) \ | layer Underlying LAN or WAN
" Physical technology
\9 layer ?

We will discuss IPv4 and ICMPv4 in this chapter. IGMP will be discussed when

we talk about multicasting in Chapter 21. We have discussed ARP in Chapter 9 when
we talked about link-layer addresses

IPv4 is an finreliable datagram protocol—a bgg;effo\rggew service. The term
best-effort means thatTPv4 packets can be corrupted, be lost, arrive out of order, or be
delayed, and may create congestion for-the-network. If mm important,. IPv4

must be paired with a reliable transport-layer protocol such as TCP. An example of a
more commonly understood best-effort delivery service is the post office. The post

office does its best to deliver the regular mail but does not always succeed. If an unreg-

istered letter is lost or damaged, it is up to the sender or would-be recipient to discover

this. The post office itself does not keep track of every letter and cannot notify a sendet
of loss or damage of one

IPv4 is also ' at use
that each datagram is handled independently, and each datagram can follow a different

route to the destination. This implies that datagramssent by the same source to the

same destination could arrive out of order. A gain, IPv4 relies on a higher-level protocol
to take care of all these problems. }

s the datagram approach. This means
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AT
19.1.1 Datagram o I

n this section, we begin by discussin C N o w
: 5 scussing the @ rovided by IPv4, packetizing.
” We Sh?W’_hOW IEV4 deﬁnesl the firr‘lz_?t of a packet 1n which the data cominm the
\(\WBL uEg,?T_/l; aég;%%ﬂ’&@%ﬂ%@@aga. Packets used by the IP are called data-
@\o)é?' gure 19.2 shows the IPv4 datagram format. A datagram is a variable-length

es Cengm.

packef)consisting of two parts: header and payload (data). The header is{ 20 to 60(bytes
payload (data)

i Tength and contains information essential to routing and delivery. It is customary in o
8

TCP/IP to show the header in 4-b i - ; \
X R gy : -byte sections. ; R SV IR SL
o \’):‘ 3 S )\\""/\Q;)_ 30 \o\us(gy Q;Aan;\-\.\ o:-) & Rpenodcbin 453 w
[ 20 Wi o < ACSAMEN T A=
P N s —CalL —_—
A Figure 19.2  IP daiagram '
" o ‘Mm\
M pax !
¢ 7 (-20-65,5354)31;_}
/X ] Legend
20-60 bytes :
VER: version number
HLEN: header length
[ Lol K -
2 Jl@‘\ f : : o =
= . IP date P = Flags
b A e (en)| BB (2 .
J,,J_b O Y 0o® 4 yeder 8 16 ]
e - R | HLEN Service type Total length
ous GV )/ 4bits | 4Wits 8 bits \ 20 16 bits/ s P
== ) dentification Flags Fragmentation offset
16 bits 3bitg/] Vo o1 & 13 bits Frgaves ST (55
TimeAo-live Protocol — /¢~ “Header checksum  © [ gy —
/%Rs J. 8 bits - (1 yRae = pytl
[ Source IP address (32 bits) 7 . Ola®
, / Destination IP address (32 bits) / J —
irp\ L Options + padding
r i 4 (0 10 40 bytes) i
‘»\ QP ~E“,' \ > b. Header s 5% y *"")\.‘)"’Pj "
. = N g
L oY QP Al % 2 e/ﬁ% P

Y '7,:, A, A% N7 5P N e e
'\D/ : u” Qk / Vl%eldisesse “7‘5

oY Discussing the meaning and rationale for the existence of ea ntial to

cﬂ’]}) 7" understanding the operation of IP
orsion number (VER) field defines the version of the

“) '/-9 . 4
O Ve Number. The .C‘w
[b'/ﬁ ) . has the value of 4.

73

v4: a brief description of each field is in order.

IPv4 protocol, which, obwoysly,

. 1\9 QO Header Length. The 4-bit header length (HLEN) field defines the total length of
0 the datagram header in 4-byte words. The. IPv4 datagram has a variable-length
a(”"v' header. When a device receives a datagram, it needs to know when the header stops
@ . Y. and the data, which is encapsulated in the pack.et. start:s. However, to make the
\ﬁﬁy value of the header length (number of bytes) fit in a 4-bit header length, the total
length of the header is calculated as 4-byte words. The total length is divided by 4

and the value is inserted in the fi";@- The receiver needs to multiply the value of

his Tield by(@ o find the fouallensih.

ioi i he IP header, this field was 5

i spe. In the original design of t s referred to as

& .tS'erwsffz S?,.I:ice (TOS), x:hich defined how the datagram ghould be handled n the
ype field to provide differentiated service3~Dif erv).

late 1990s, IETF redefined the

N,

\
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When we discuss differentiated se

tion to defi :
also logical because the IP header a

bits are 1s). However, the size O

rvices in Chapter 30, we will be in a better sityg-

ne the bits in this field. The use of 4-byte words for the length header js
lways needs to be aligned in 4-byte boundaries, -

Q¢ Total Lengih This 16-bit field defines the total length (header plus data) of the Ip
atagram in bytes. A 16-bit number can define a total length of up to 65,535 (when al]

find the length of the(da

f the datagram is normally much less than this. This

eh the packet has o W arrived. To

field helps the receiving device 1o Kiow-when (compleicly
romxﬂ]e\Tpfpoéﬂmbtrac e header length

from the total length. 1

HLEN field by 4.

& header length can be und-by multiplying the value in the

Length of data = total length — (HLEN) X 4

Though a size of 65,535 bytes might seem large, the size of the IPv4 datagram
may increase in the near future as the underlying technologies allow even more
throughput (greater bandwidth).
One may ask why we need this field anyway. When a machine (router or host)
receives a frame, it drops the header and the trailer, leaving the datagram. Why
include an extra field that is not needed? The answer is that in many cases we
really do not need the value in this field. However, there are occasions in which the

" datagram is not the only thing

been added. For example, the Ethernet protocclhas a minimum and maximum

encapsulated in a frame; it may be that padding has
restriction on the size of data that can be encapsulated in a frame({(46 to 1500 bites). )

If the size of an IPv4 datagram is less than 46 bytes, some padding will be added to
meet this requirement. In this case, when a machine decapsulates the datagram, it
needs to check the total length field to determine how much is really data and how
much is padding. '

Q IHdentification, Flags, and Fragmentation Offset. These s are related to
the frzﬂmw when the size of tHg datagram)is larger than
the underlying network can carry. We discuss the contents andi rtance of these
fields when we Talk about fragmentation in the next section. '

Q  Time-to-live. Due to some malfunctioning of routing protocols (discussed later) a data-

n . . . o ale .
Me  gram may be circulating in the Internet, visiting some networks over and over without

PosAenabor reaching the destination. This may create extra traffic in the Internet. The time-to-live

FRI
Qrocessivo

"(TTL) field js uswwﬁﬁmm (routers) visited by the
datagram. When a source host sends the datagram, it stores a number in this ﬁcl’d.,Th_iS‘\

value is approximately two-times the maximum number of routers between any two i
hosts. Each router that processes the datagram decrements this nu\rﬁ this

e r—

value, after being decremented, is zero, the router discards the datagrant.

e ——— .
=} Protocol. In TCP/IP, the data section of a packet, called the payload, carries the

" whole p cket from another protocol. A datagram, for example, can carry a packet
w3 belonging\o any transport-layer protocol such as UDP or TCP. A datagram can also

some routin

carry a packet from other protocols that directly use the service of the IP, such as

rotocols or some auxiliary prote: c Futhority ras given
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any protocol that uses the servic

protocol field. When e mﬁ?@lmQUmbcr which is inserted in the

565

" ap: : '

correspgndxpg Protocol number js inseneP“Plﬂt§ na Flatagmm at the source IP, the

the desllnanop, the value of thigfield he] S t ekl‘,o.w—w e S

should be delivered. In other words, this fie o oowich pro D k;:j
demultiplexing at the des e

K

rov‘.igl_eS multiplexing  at the source and
n Figure 19.3. Note that the prniécol 7
¢ as the port numbers at the transport
d two port numbers in a transport-layer
ce and destination are different, but we

ause this value is the same for each protocol-no.mat-
ource or the destination.

Figure 19.{ M ultiplex‘iryld @nul!iplexing sing the value of the protocol field
Transport eeo ‘
p 1 Tcp UDP 7 m%

ICMP [IGMP|[OSPFR|*, - — =

....... 1GMP 02

- — TCP 06
¥S :

OSPF 89
Datagram :

fields at the network Tayer plavy hown'1

play the sam
layer (Chapters 23 and 24). However wecn:::l
packet because the port numbers a ¢

need only one protocol field bec
ter whether it is located at the s

Network

4 Py //",1,%’ e v

3 Header checksum. IP is not a feliable protocol; it does not check whether the pay-
load carried by a datagram is corrupted during the transmission. IP puts the burden
of error checking of the payload on the protocol that owns the payload, such as
UDP or TCP. The datagram h€ader, however, is added by IP, and its error-checking
is the responsibility of IP. Errors in the TP headex can be a disaster. For example, if
the destination TP address is corrupied, the packet can be delivered to the wrong
host. If the protocol field is corrupted. the payload may be delivered to the wrong
protocol. If the fields related to the fragmentation are corrupted, the datagram can-
¥ ot be reassembled correctly at the destination, and so on. For these reasons, IP
naéc\”vof adds a header checksum ﬁel@%ﬁm We need to
>~ Dtemember that, since the value of some telds, Such as TTL, which are related to
sl ; d options, may change from router to router, the checksum peeds
o (THUEENIACop iscussed in Chapter 10, checksum in the

Oy to be vécalculated at each router. As we dlSC.USSC in p s
» Tnferneinormally uses a 16-bit field, which is the complement of the sum of other

\«esi“g‘ fields calculated using 1s complement arithmetic.

i < 7 " .
iy ; -bit source and destination address
?50\)' S/ Q  Source and Destination Addresses- These 32-bi '
' \

inati ively. The source

i the source and destination respec.:twe Y
{’W» . 11? addmfidr(::fss ¢ destination IP address is either known. by 1}}c
host should know ifs IP 2 : .of T s provided byth S o

‘c . 2
protoco l[\]usesul [c t;zr:',:ﬂ“e of these TieldS must remain unchanged during the
Chapter 26. Note tha
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(2 o’ € header must be 20. The packet has been corrupted in transmission.
N s 2 Example 19.2
‘?} % s 2 bY In an IPv4 packet, the value of HLEN is (1000),. How many bytes of options are being carried by
$7 é,, &, > this packet? . — hader v
- o -_— g

o 0 \? .
% Solution _ . ' 2
Z ue is 8, which means the total number of bytes in the header is 8 x 4, or 32 bytes q

566 PARTIV NETWORK LAYER

time the IP datagram travels from the source host to the destination hogt. P

addresses were discussed in Chapter 18. I ,_} .
Q Options. A datagram header can have up t0 @ bytgs f"f options. Options can pe
used for networ; g and debugging. Am.’o I options are not a required part
of the IP header, option processing 15 required of the IP software. This meang
that all implementations must be able to handle options if they are present in the
header. The existence of options in a header creates some burd.en on the data-
gram handling; some options can be changed by routers, which forces each '
router to recai-culate the header checksum. There are one-byte and multi-byte
options that we will briefly discuss later in the chapter. The complete discussion

is posted at the book website.
Q Payload. P 2) is the main reason for creating a datagram. Payload is

!

(e

d
o

aylogd, o

the packet‘eotning from other protocols that use the service of IP. Comparing a
datagram to a postal package, payload is the content of the package; the header is
only the information written on the package. o 19 d;;‘(;;;
Example 19.1 : s cz . J_};Q)& 9
) P -
An IPv4 packet has arrived with the first 8 bits as (01000010),. The)receiyer discards the packet.
Why? oy é us \Basses
=
S ot LR 2
Solution a5~ B2V WP by e a2

There is an error in this packet. The 4 leftmost bits (0100), show the version, which is correct. The

next 4 bits 50010)2 show an invalid header length (2 X 4 = 8). The minimum number of bytes in

¢ the base header, the next 12 bytes are the options.

5 N v - w
v Example 19.3 qu@ (S &Cd)"gl’p

e -
A e \o In an IPv4 packet, the value of HLEN is 5, and the value of the total length field is (0028);6: How
0’ % (4 many bytes of data are being carried by This packet?
\ 1

Solution
The HLEN value is 5, which means W ber of bytes in the header is 5 é&os (no
options). The total length is (0028), o‘y\@, which means the packet is carrying 20 bytes of

_‘1}2%0"201—-%3%

RTINS S

o Example 19.4 . 83 32
v Lo ; 7 ) END
o o . Z 2 @ An IP'\4 packet has arrived with theL first few hexadecimal digits as shown.
i e T W W T ¢
“ ; (4‘5 0280001000q01f2 ).. )@
J{ 3lyte | Yoy B
= TN
>+ 20t
gu s 20 v
secyice
b
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How many hops can thig Packet traye L’i’;P NP I s P
protocol? ravelbefore being dropped? The q-re 1 -

layer
Solution

\" J(— —\)\ '( ‘J(-((' ‘ ' - 4
To find-th "m ie L 'Yy oy e %
‘h which g (__).01](:'( %h:’: ::(-i—ly_li% - hcxadccim;F digiss s The time-to /I—ivc ;lcld sz@"&‘
. o This-means the pucker cnn 1. -10- i5
- SSHETEXTDyYe (2),6, W Packet can trayef4 ——

! hith meang (hs y. ) Th -
}“,)\/ p) K’ ans that he upper-layer protocol i lg;;'_;‘—‘!?’ ¢ protocol field Vi)

Pace - : W 0 : ) — D ETOPAN
gt FMRE0 0y g 8 P 2y i wios ) | e o
Figure 19.4 shows an example of 3 ch ecksum cal A(‘e, L Ve Dz S s
header is divided into 16-bit sections A'" aleulation for an 1pyg hcadc:‘witlmumptio G4 .é\()rrﬂ-“

— ; 5 All the sections are ; ,
after wrapping the leftmog; digit. The resul i inscncdgi:rfh:iiﬁ;:udn:}}:e:: i

n e

—

Figure 194 Example

of checksum calculation in [Pyq
\V;

2
Y Ka s 0_J
\b@yt 49.153 0] o0 -
Z ol Y] B J}h’

) e Do B Td |
Ts 2 10.12.14.5
12.6.7.9

(‘2} 4,5,and0 —> 4

28 ——
o I

o &0 4(:;3"1(7) —_—
WS R - P
N T 1013 =t
P Y 145 —>
126 —>
7.9 ——

Replaces 0

Sum — 1
Wrapped sum ———

Checksum ———

BRlunmr»roscocwm
s RloOoDOoOCcO=0o0O0O=O

N wwoooococonNe
e TfbleaoawvmnNne—~o—~=NcC

—
=
=

Note that the calculation of wrapped sum and checksum can also be done as follows in
hexadecimal:
Wrapped Sum = Sum mod FFFF
Checksum = FFFF — Wrapped Sum

19.1.2  Fragmentation

h router decapsulates the IP d
A datagram can travel through different networks. Each router ecapsulatés the IP data-
gram from the frame it receives, processes it, and then encapsulates it in another frame.

psuia .
The m of the received frame depend on-lie protocol used by the physical

h h which the frame has just traveled. {he format an §ize of the s@\
Hrouen tocol used by the physical-network through which the frame is
,:'ﬁnc_:i;l?:fg ](ml ”:cc%rxgr);lplc/i‘f >a_}_c‘>ulcr connects a LAN to a WAN, it receives a frame
~goin ravel. Fo , e =
in Ih% LAN format and sends a frame in the WAN fo
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),6‘ dlaximmn Transfer Unit (M 73)-( b

Each link-layer protocol has its own frame format. One of the features of each format is
the maximum size of the payload that can be encapsulated. In other words, when a
datagram is encapsulated in a frame, the total size of the datagram must be less than
this maximum size, which is defined by the restrictions imposed by the hardware and
software used in the network (see Figure 19.5).

Figure 19.5  Maximum transfer unit (MTU)

st P dagam

|

e Header oad Trailer Frame

Frame payload size

N
.(\”bMTU: Maximum size of frame payload
~ " ‘ﬁ
L
The value of lh@iffers from one physical network protocol to another. For
example, the value fi

s is normally 1500-55tes-BUt Tor a WAN it can be larger
or smaller.

In order to make._the IP protocol independent of the physical network. the design-

ers decided to ma.ke lhe maximyartength of the IP datagram equal @’, tes.
This makes transmi @ if one day we use a link-layer protocol with an

MTJJzoffmrmze However, forSther physical networks, we must divide the datagram
/( make it possible for it to pass through these networks. This is callc.(}ﬁragmentatio)t.

When a datagrai is fragmented, each fragment has its @\i’n most of
the fields repeated. but some have been changed. A fragmented daragram may itself be
fraomented if it cn@ network with angsmallzr MTU. In other words, a
datagram may bekfr:rgmented several times beforeTt reaches the final destinatien.

__A datagram can be fragmented by the source host or any router in the path. The

= mp—— —
reassembl\ of the datagram, however, is don€ only by the destnation host because
cach fragment becomes an independent %anm Whereas the fragmcmed datagram
can travel throug __dlffezenLr_Qu_es and we can never control or guarantee which route a
hice W
fragmented datagram may take, all of the fragments Belonging to the same e datagram
should finally arrive at lhﬂ@m So it ig/fogical}o do the reassembly at the
i e m— = — Y

final destination. An evenstronger objection for reassin)pﬁﬁg packets during the trans-
mission is the loss of efﬁciency‘lrincur-s.—’/.";j

When we talk about fragmentation, we mean that t of t?;%ﬂgfﬂm 15
fragmented. However, most parts of the header, with theexception ©f some options,

—
mlﬁpp(coplcg, b_y all fraomcms The host L-or router that fragments a datagram must
,~change the values of three f(e&% fraom tlon o]Ts/e-t\ and total length) The rest
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4 EY 3-bit flags field defines three nes three flags. The Jeftmost bit i§ not used). The
v' 227" second bit (D bi) is called the do not fra fragment bit. If its value is(T}the manhm%

y’
”/
a“'*’

¥ % Byte 0000
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of the fields must bé copied. Of
regardless of fragmen taEt)ion. course, the value of the checksum must be recalculated.

Fields Related to Fragmentation

entioned b
\Ze rl‘rllﬁc§lo , flags, » tgat b &:11’ S in an IP datagram arc related | ta fragmentation:
/%I‘val’éJlbt 5.9 an fragmen on ojfjset. Let us explain these fields now.
_— Tie C;I;t:ine;’.'ﬁca"”" freld identifies a datagram originating from the sourge
ﬁ%i r;e el 10nl of the identification ang source IP address mus{unic
: as 1t leaves the source host. To guarantee uniqueness, the IP proto-

col uses@ counter 1o 1abel the datasrame

grams. The counter is initialized to a positive num- -
ber. Whenthe TP protocol sends a data

< r——

the identifs gram, it copies the current value of the counter
tothe1 M field and increments the counter by y on€)As long as the counter is
kept in the main N memory, uni

qQueness is guaranteed. When a datagram is fragmented,
the value in_the identification Tieldis copie

opied into all fragments. In other words, all
ffﬂ"’l‘fms have e g; {dentification numbeéh, which is also the same as the & in
atagra The identification number elps the destination iff reassembling the datd-

gram. It knows that all fragments having the same identification value should ke j‘;e
assembled into one datagram.

not fraoment e datagram. If it cannot pass the e datagram through any available physi-

cal network, it discards the datagram and sends an ICMP error message to the source
host (discusseg later) If its value i @ e datagram can be fragmented if necessary. The
third b1 1s called the more fragment bit. 1T its value 1S 1, If means the datagram
-is not lhc [ast the Tast fragment; there are more fragments after this one. If its value 1@t
means this is the I; the last or only fragment.

The 13-bit fragmentation offset field shows the rel‘aﬁ@)f this fragment
with respect to the whole datagram. It is the offset of the data in the original dggw
measured in units of 8 bytes. Figure 19.6 shows a datagram with a data size Owtisj
fragmented into three fragments. The bytes in the original datagram are numbered 0 to
3999. The first fragment carries bytes 0 to 1399. The offset for this datagram is 0/8 = 0.
The second fragment carries bytes 1400 to 2799; the offset value for this fragment is
1400/8 = 175. Finally, the third fragment carries bytes 2800 to 3999. The offset value

for this fragment is 2800/8 = 350. M

/_\a
Figure 19.6 \wzpk

o A [TTT_____T] Offset = 140048 = 175
ARE ' ‘ ~£07 1400 2799

o0

y/o L \__/’,,) (¥ 2800 3999
/i > ”
. & 4 20 J
Qe i
Lpod adef”
Z % s 40
,\\d‘\as-wm S .
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Remember that the value of the offset is measured in units of 8 bytes. This ig done
because the length of the offset field is only 13 bits lqng and cannot represent a sequence
of bytes greater than 8191. This forces hosts or routers that fragment datagrams to choose
the size of each fragment so that the first byte number is divisible by 8.

Figure 19.7 shows an expanded view of the fragments in the previous figure. The
original packet starts at the client; the fragments are reassembled at the server. The
value of the identification field is the same in all fragments. as is the value of the flags
field with the more bit set for all fragments except the last. Also, the value of the offget
field for each fragment is shown. Note that although the fragments arrived out of order
at the destination, they can be correctly reassembled. ;

Figure 19.7 Detailed fragmentation example

F: fragment Reassembled

> — >
\g
SN v« N1 i) f 0 [ Y A SN s 1 [ [N
ng’qﬂ &
e WA F2.2
;f* IQ‘(Q%
N~ Sy F2.1 E
& tc). ~ X
RN o 2
QY
¢ o"/)“
/, \‘;"* Q(Qm )\ ,‘o.\\\ L\J42(l
RO P 12,560 y
: \\ o{\\)) (ﬁf\/// \ ] [HID000 | offset
L =
/—\ \.\ \
: . Bytes 0000-1399
| W §v‘¥ \ 1 R20
Rz 5 v \ Fl l4.|567 [T 155 offset
/ A1 02 / \
A" 14,567 | 1(0[J600) | offset R 1430
k/ I DA 13456 1T a75) | offset
- ¢ s il A Bytes 1400-2199
= - s F2.1
/ oooo-(399 4 R
ytes 9 S Bytes/1400-2799 1 620
N4 D = £ *—g L0 T&567 [ TTil 275 |offset
N 0 Original datagram = N Qg? | I
N9 = 2203
L 195627 1] Q Bytes 2200-2799 -
N - = offset '
5 79 \\P : % . F22
D) 5,} . n, > £\
¥ KV N7 Byted 28004399 &
Ao/ e 4

N 2 o 2k

%Q% e \!}( Fore \
/ Qi ¥ X

: ,‘\T/ TR /\/{)//5

a fragment itself is fragmented. In this case

ive to the original datagram. For examPleé
If fragmented later into two fragments O

The figure also shows what happens if
the value of the offset field is always relat
in the figure, the second fragment is itse

Scanned with CamScanner

T



https://digital-camscanner.onelink.me/P3GL/g26ffx3k

CHAPT,

ER 19 NETWORK.1. YER PROTOCOLS 571
800 bytes and 600 bytes,
the original data.

It is obvious that even
nif each f -
order, the final destination h ot Tagment follows

a different path and arrives f
; : can reasg i0i i
ments received (if none of them ig lost) usi(r::;ll)lie 1t‘h ; e b i
e fo

o : OWinp .
a. Tl.le. first fragment has an offset field valye of‘@m _—
b. Divide the length of th ~

e first
s
value equa ual to that resu]t ent by 8. The second fragment has an offset

C. DlVldC the total ]enoth Ofth S T .
<) € ﬁl'S[ and econd f agment b i
< o Y, 8. e third fragmcnl
has an offset value equal to that result Orh

d. Contfnue the process. The Jast fragment has its@ bit set 10 0. )
e. Continue the process. The last

o I . fragment has a more bit value of 0.
(Example 19.6 ] . Q \

1\ e
A packet has arrived with g

. value of 0. Is this the first i L
middle fragment? Do we knoy ket the-last fragment, or'a
Solution

but the off;
s :
: €L shows the relative position of the fragments to

he packet was fragmented?

If the M bit is 0, it means that there are no more fra

' agments; the fragment is th€ Jast ond. However,
we cannot say if the original packet was fragment

ed or not. A nonfragmented packet is consid-
ered the last fragment.

[ Example 19.7| < -

A packet has arrived with an M bit value o@ Is this the first fragment, the last fragment, or a
middle fragment? Do we know if the packet was fragmented?

Solution

If the M bit is 1, it means that there is at least one more fragment. This fragment can be the first

one or a middle one(but not the last onéSWe don’t know if it is the first one or a middle one; we
need more information (the value of the fragmentation offset).
i

~ Example 19.8 ' I3=0

( Example 19.8; -- - _

A packet has arrived with an M bit value of 1 aid a fragmentation offset value of 0. Is this the
first fragment, the last fragment, or a middle fragment? il

SBOIUth:h e @il is either the first fragment or a middle one. Because the offset value is 0,
ecause the icdintibiael e

itis first fragment.

Ixample 199 - ;
Exaﬂll(l) ; :ved in which the offset valuc i hat is the number of the first byte? Do we
packet has arri

know the number of the last byte?

p—

Solution multiply the offsct value by 8. This means that the first

, We e
Fofind ey °f,thc£§ltzléhninc the number of the [asTBYIC unless we know the length
i{'800))We cannot determiz === :

bber i

" of the data.
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e 18
- L\ %
‘/’Examplc 19.10 < @’/
A packet has arrived in which the offset value is/ IOOyl he value of HLEN is@nd the value of the
total length field is W\\’hal are the numbers (}f the first byte and the last byte?

vV A e\, 5
\\"‘“E‘*Q of

Solution e xX "
The first byte number i§100 x 8 = 800, The total-lengthis-100_bytes, and the header length is

20 bytes (5 x 4), which means that there ar*'SO bytes in this datagram.\If the first byte number
mﬁasl byte number must be 879. —s 5

, ,,09194 19.1.3 (Options")

o"'{(‘) 7 ~9 cﬁJ The header of the IPv4 datagram is made of two parts: a fixed part and a variable part. é

// The fixed part is 20 bytes long and was discussed in the previogs 56Cli9n. The variable
part comprises the options that can be a maximum of 40 bytes (in multiples of 4-bytes)
to preserve the boundary of the header.

Options, as the name implies, are not required for a datagram. They can be used for
network testing and debugging. Although options are not a required part of the IPv4
header, option processing is required of the IPv4 software. This means that all imple-
mentations must be able to handle options if they are present in the header. Options are
divided into two broad categories: single-byte options and multiple-byte options. We
give a brief description of options here; for a complete description, see the book
website under Extra Materials.

The complete discussion of options in IPv4 is included in the book website under
Extra Materials for Chapter 19.

Single-Byte Options

There are two single-byte options.

No Operation

A no-operation option is a 1-byte option used as a filler between options.
End of Option

An end-of-option option is a 1-byte option used for padding at the end of the option
field. It, however, can only be used as the last option.

Multliple-Byte Options
There are four multiple-byte options. |

Record Route

A record route option is used to record the Internet routers that handle the datagram. It

can list up to nine router addresses. It can be used for debugging and management
purposes.

Strict Source Route

A strict source route option is used by the source to predetermine a route for the data-
gram as it travels through the Internet. Dictation of a route by the source can be useful
for s<.:vf:ral purposes. The sender can choose a route with a specific type of service, such
as minimum delay or maximum throughput. Alternatively, it may choose a route that is

|
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safer or more reliable for the sender’s purpo

S0 1hlafl it::j dlalagram does not trave] lhroughs:::.c::pc;?::,]gic;,zzf:::(cr S
a datagram specifiec  « s ne A

o \'isilf:: dby lgggiﬁ;r“a; . route, all the routers defi

listed in the datagram, If the gapiqr. “OULET MUSE not be visited if its IPv4 address is not

% Wiscaided wnd ) dldgm‘m VISILS @ router that jg not on the list, the datagram

is discarded and an CIror message i issued, If the datagram arrives at the destination

;‘;i:gmc of the entries were o visited, it will also be discarded and an error .mcssagc

trict source : .
g ned in the option

Loose Source Route
A loose source rou ion is simi ; . s

i A i $ € option is similar to the strict source route, but it is less rigid. Each
router in the list mus

st be Visited, but the datagram can visit other routers as well,
Timestamp

to go from one router to anoth

me it takes for a datagram
Universal time, their loca] clo

er. We say estimate because, although all routers may use

cks may not be synchronized.
19.1.4 rS§cg[i_tx of IPv4 Datagrams
The IPv4 protocol, as well as the whole Internet, was started when ‘the Internet users
trusted each olher-j%;(cru_@'as provided for the IPv4 protocol. Today, however, the
sit}_lg_tignjs_differcnt; nternet is not secure anymore. Although we will discuss net-

work security in general and IP security in particular in Chapters 31 and 32, here we
ive ahricf idea about the securit

y issues in IP protocol and the solutions. There are
% three secuﬁmat are particularly applicable to the IP protocol: packet sniffing,

modifl ; and IP spoofing. : Al
; . 5 s\We MJHQCK Aﬁg ]'mrI) &
@ > CPacketSniéim; | “=> @a; —_— ( PP g a0
MO o

. Fyplion) o
- An intruder may intercept an IP packet and make a copy of it. Packet sniffing is a pas-
w»'f:‘w »  Sive attack, in which the attacker does not change the contents

of the packet. This type
Jo oot of attack is vepydifficull to detect because the sender and the receiver may ney

iy &0 A that the packei has been copied. Although packet sniffing ceﬁi_ M~
g@w . p»  tion of the packet can make the attacker’s effort useless. The acker|may still sniff the
’U" 3 2 | —
¥ wpsws  Packet, but the content is not @tectabl@. PN a0 o H
o 01 G e &

—~— | Packet Modification\ = _

The second type of attack is to modify the packet. The attacker intercepts the packet,

¥ ( changes its contentssand sends the new packet to the receiver. The rccci\E@@eg
o 2

; . 10 . This type of attack can be dete

that the packet is coming from the original ‘sender Th ype £an pe detected .

using a data integrity &dechanism) The receiver, before opening and using the contents
ing a data integr cehanis)

of the messaoe. can use this mechanism to make sure That the 13?5}5?} E_ES;I{Qt_b?eﬁ
changed du‘ﬁf ¢ ‘(hc transmission. We discuss packet integrity in Chapfer 32.

Y 52 [motication) gt 927 comelonn o G o o
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, W& N
2 Ko Spoafing | 45 @
é }lsc and éreate an 1P packet that carries

- -/ '
o /j cer can [masquerade as somehody
7 c.,R/‘;") b/ 1 An attack q computer. A attacker can send an IP packet to a bank
the source addres of another P !
one of the customers. This type of attack can be

:oin authentication me sec Chapter 32).

pm\'cnlwg
NPsee )

= rected from tlngcyig@ly mentioned.attacks using a

\’v d ’ By .50 .
pretending that 1L 1S coming from .
chanism

sf 7 ccts today can be protecte . : !
¥’ 7 ;f‘;jfo{"ii'l‘lcd IpSce P Sec%ﬁ;l—;). This protocol, which is used in conjunction with
b‘;/\‘ﬁ the l]jpmm_col crc—z;tcs-ﬁQ:Bhdl;eclion-oricntcd service between (W0 entities in Whiqh
' / Th/cy,can exchange IP packets without worrying about the three attacks discussed abm@
We will discuss TPSec in detail in Chapter 32: here it is enough to mention that IPSéc

provides the following four services:

a Izijlry',rzg.AJgadlluns_and.IQXS-

fel between themselves can agrec on

7( used for sccurity purposes.
Q  Packet Encryption. The packets exchanged between (WO parties can be encrypted

for privacy using onc of the encryption algorithms and a shared key agreed upon in
the first step. This makes the packet sniffing attack useless.

2 Data Integrity. Data integrity guarantecs that the packet is not modified during the
transmission. If the received packet does not pass the data integrity test, it is dis-
carded. This prevents the second attack, packet modification, described above.

2 Origin Authentication. IPSec can authenticate the origin of the packet to be sure
that the packet is not created by an imposter. This can prevent IP spoofing attacks

as described above.

The two entities that want to create a secure chan-
some available algorithms and keys to be

19.2 ICMPv4

Tl'1e IPv4 haf no error-reporting or error-correcting mechanism)What happens if some-

thing goes wyong? What happens if a router must discard a datagram because it cannot

find a route to t_he final destination, or because the time-to-live field has a zero value?

(\;Vhat happens if tpe final destination host must discard the received fragments of a

Tz:}t:;gerzm because it ha§ not.rcccxvcd all fragments within a predctcn‘ninedbtime limit?

re examples of situations where an error has occurred and the IP protocol has no
K

built-in{mechanism to notify the original host ‘
he rolocol also Tacks a mechani. '
sometimes n[z:cds to ;i:ﬂ 15 " Lcmmsm for host and management queries. A host
g . Work manager needs icn:“:rmmc. if @ router or another host 1§ alive. And sometimes a net-
3 g ormation from another host or router.

S
pope The Internet C

RS A Internet Control Message Pr ¥ )
N j\ > to compensate {or fhe-aboye m;nl_,d ofi i Vcrsf‘.’nﬁ;(ICMP}'@) has been designed
Py (0‘\\( ICMP itself is 4 network-layer prot ciencies. It is a companion to the IP protocd®
*ch to the data-link layer a5 would é?;_ﬂ_cgl ) However, its messages arg ot passed directly

e/ inside IP datagrams before ooinc f xpected. Instead, the messages are firs
e e R IR the lower layer. When dn [P datagram encapsulates

R PSR g~
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a@lMP messagg, the value of (he protocol field in the IP datagram is sel ﬂv ‘!)lo indi-
Payrollis an ICMP message, =

—

19.2.1 (MESSAGES \*-

) $. ok . . X
_\lCMl messages are divided into two broad categories: crro_"_-r.é’PI"."'.’,é’ ; messages and
, Qﬂ%} messages. The error-reporting messages report-prablems that a router or a host
sting ay ¢ : —Em— e AT
( C‘ .dll(-“.l) may gncounter \'vhcn 1t processes an IP packet. The query lnc.ss.ggéh. which
occur in pairs, hcl;z ahostora network mandager pet specific information {rom a router or
another host. For éxample, nodes can discover heir neighbors. Also, hosts can discover
and learn about routers on l}_}‘gi&\clwork and routers can help a node redirect its messages.
; An ICMP message has a 8-byte header and a variable-size data section. Although Sfesee
the general format of the header-is-tifferent for cach message type, the ﬁrs@ bytcs are " |y
common to all. As Figure 19.8 shows, the first field. ICMP type, defines the type of the s>
message. The code field specifies the reason for the particular message type. The last

common field is the checksum field (to be discussed later in the chapter). The rest of

the header is spécific | faﬁh‘mcssagc type. ﬁ;ﬁ; i

(LA L Ry ‘:_\ o La:t
e sl i i

‘e

A

.
X \,ﬁ\.
A
e

A\

Qa
N\ N
=% .

/
- Y o =
Figure 19.8  General format of 1ICMP nessages 5=
S
SN ——Cwelrs T30
el T ¥ Y 8bits |, 8bits 16 bits :
2 | |
‘b/ Type Code Checksum
5 NG Data section =2 1 13
pél\ 3_9/ \ g . J'Sn o
BT — ; 57 i — NN I oty o
50‘2)2 KW@S/) \rv, '(,PV’?/\  Query messages S
Type and code values  §\8 s Pk N Rl A RIS Vi L
% : = — adel i CGa e Ny Sy L
3 Error-reporting messages . RA messages A
?e“r?_\' ‘ey\ | 03: Destination unreachable (codes 0 to 15 @ O Echb request and reply (only code (}":")’ L7
ety 04: Source quench (only code 0) o 13 and 14 ’I'lm—cjljn'_np request and t<$!y‘(nh1y/codc 0) &_:'
. 95 Redirection (codes 0 to 3) = Lo g
VKD o 11: Time exceedéd (codes(0): dﬁg o A Ssos s
l:&:’ gé s 2: Parameter problem (_c es 0 and 1) @?\??— Pengashs
Sar N . N
Y ‘\é)}’ ety 2 RO ot i §
}{’( 3 ,,5“”"’*"" g . \/p\ WM‘°9‘JM'SUQ
; /t@ ME The data section in €rror messagesycarries information for finding the original
; Wy 2~ _backet that had the error. ITquery messaggs, the data section carries extra information
. \\—-_—'—\‘-
| ¥la¢®  based.on the typeof query. TYall
B "\,,‘7; : We give a brief description of the ICMPv4 messages here; for a complete descrip-
_{ ¢ o") tion see the book website under Extra Materials for Chapter 19,

The complete discussion of messages in ICMPv4 is includc;l in the book w

ehsite u
Extra Materials for Chapter 19, nder
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T
Error Reporting Messages .
ain responsibilities of is to report

Since IP is an unreliable protocol, one of the m

some errors that may occur during the processing ©  the atagram. MP does not

correct errors. it simply({ them. Error correction is left to the higher-level protocols.
~tént to the original source because the only information

Tror messages arc alw e
available in the datagram about the route is the source and destination IP addresses.
ICMP uses the’source 1B address to send the irfgf_[n_e;‘é?_gil?_@c_,s?_“_ri‘?, (originator) of
the datagram. T e error-reporting process simple, ICMP follows some rules in

reporting message . no error message will be generated for a(latagram having a
TR T e - — N

multicast address or special address (such as 7his host or loopback) @ no ICMP

error message will-be-generated in response to a datagram carrying am ICVF error mes-

sa'g@ n& ICMP grror message will be generated for a _fragmeﬁted datagram that

is not the first frag ' o
Note that all error messages contain a data section that includes the IP header of

the original datagram plus the first 8 bytes of data in that datagram. The original data-
gram header is added to give the original source, which receives the error message,
information about the datagram itself. The 8 bytes of data are included because the first
8 bytes provide information about the port numbers (UDP and TCP) and sequence
number (TCP). This information is needed so the source can inform the protocols (TCP

or UDP) about the error.

The following are important points about ICMP error messages:

10  No ICMP error message will be generated in response to a datagram carrying
an ICMP error message.
2 Ng ICMP error message will be generated for a fragmented datagram that is
the first fragment.
)

No ICMP error message will be generated for a datagram having a multicast
address. o

‘/:I No ICMP error rﬁessage will be generated for a data ‘i i
gram having a special
address such as 127.0.0.0 or 0.0.0.0. -—"%

-

Note that all error mes%iggs contain a data section that includes the of the
original datagram plgg;hq 1[51_@5 of data in that datagram. The original datagram
header is added to give the original source, which receives the error fnessage, informa-
tion about the datagram itself. The 8 bytes of data are included because, as we will see
in Chapter 24 ofUDP and TCP protocols, the first § bytes provide information about
th(UDP and TCP) and sequence number (TCP). This information is

needed so the source can’ inform the protocols (TCP or UDP) about the error. ICMP
forms an error packet, which is then encapsulated in an IP datagram (see Figure 19.9)-

Destination Unreachable

'I‘hoe most :iv.ldely used error message is the destination unreachable (type 3). This mes-
saﬁe us;:s ifferent codes (0 to 15) to definc the type of error message and the reason
why a datagram has not reached its final destination. For example, code 0 tells the

A
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e N\ ST
he error messages

\! ﬁ: -
Figure 19.9 Contents (\Jf dc;m ﬁeld‘j'ofl

Received datagram

Rest of

.\ »
IP data gV o\ G2

( daka seckion pqv\))up he::lc,lu
&

ay>

ICMPpacket \ PP $U°
N\ tyled ) a::b!’rjl‘:;.,

g g.,(g.;a,‘)__u A

1Sent IP datagram

1

e R e yT Cheadeny
<
gones ™7 gl Cheadeny

4.|L [ 1p ICMP
\
Dﬁ)‘?\ o header header header

O
,‘{\5 source that a host is unreachap
HTTP protocol to access a web

host is not reachable” is_created

wenrf  [Tlaw P
eader
IP

le. This may happen, for example, when we use the
Page, but the server is down. The message “destination
and sent back to the source.

Source Quench

Another error message is called the Source quench (type 4) message,

sender that the network has encountered congestion and the d
dropped; the source needs to slow d

ICMP adds a kind of congestion con
type of message.

which informs the
atagram has been
own sending more datagrams. In other words,
trol mechanism to the IP protocol by using this

Redirection Message

The redirection message (type 5) is used when the source uses a wrong router to send
out its message. The router redirects the message to the appropriate router, but informs
the source that it needs to change its default router in the future. The IP address of the
default router is sent in the message. ;

We discussed the purpose of the rime-to-live (TTL) field in the IP datagram and
explained that it prevents a datagram from being aimlessly circulated in the Internet.
When the TTL value becomes 0, the datagram is dropped by the visiting router and a
time exceeded message (type 11) with code 0 is sent to the source to inform it about the
situation. The time-exceeded message (with code 1) can also be sent when not all frag-
ments of a datagram arrive within a predefined period of time.

Parameter Problem _ - '

A parameter problem message (type 12) can be sent when either there is a problem in
the header of a datagram (code 0) or some options are missing or cannot be interpreted
(code 1).

Query Messages J _ '
Interestingly, query messages in ICMP can be used independently without relation to
an IP datagram. Of course, a query message needs to be encapsulated in a datagram, as
a carrier. Query messages are used to probe or test the liveliness of hosts or routers in
the Internet, find the one-way or the round-trip time for an IP datagram between two
devices, or even find out whether the clocks in two devices are synchronized. Naturally.
query messages come in pairs: request and reply. .

The echo request (type 8) and the echo reply (type 0) pair of messages are

used by
a host or a router to test the liveliness of another host or router. A host or rout

er sends
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er host or router; if the latter is alive, it responds with

an echo request message to anoth : 3 ve /
2 : ly see the applications of this pair in two debugging

an echo reply message. We short

tools: ping and traceroute. . .
The rimestamp request (type 13) and the timestamp reply (type 14) pair of mes-

sages are used to find the round-trip time between two devices or to check whether th’c
clocks in two devices aré synchronized. The timestamp rcquesl message sends a 32-bit
number, which defines the time the message is sent. The t11ne§1amp rcPly resends that
number, but also includes two new 32-bit numbers representing the time the request
was reccived and the time the response was sent. If all timestamps represent Universal

time, the sender can calculate the one-way and round-trip time.

Deprecated Messages

Three pairs of messages are declared obsolete by IETF: .

1. Information request and replay messages are not used today because their duties
are done by the Address Resolution Protocol (ARP) discussed in Chapter 9.

2. Address mask request and reply messages are not used today because their duties are
done by the Dynamic Host Configuration Protocol (DHCP), discussed in Chapter 18.

3. Router solicitation and advertisement messages are not used today because their
duties are done by the Dynamic Host Configuration Protocol (DHCP), discussed in
Chapter 18.

19.2.2 ( Debugging Tools | <~

There arée several tools that can be used in the Internet for debugging. We can determine
the viability of a host or router. We can trace the route of a packet. We introduce two
tools that use ICMP for debugging: ping and fraceroute.

Ping

We can use the ping program to find if a host is alive and responding. We use ping here
to see how it uses ICMP packets. The source host sends ICMP echo-request messages;
the destination, if alive, responds with ICMP echo-reply messages. The ping program sets
the identifier field in the echo-request and echo-reply message and starts the sequence
number from 0; this number is incremented by 1 each time a new message is sent. Note
that ping can calculate the round-trip time. It inserts the sending time in the data section

of the message. When the packet arrives, it subtracts the arrival ime from the departure
time to get the round-trip time (RTT).

Example 19.11

The following shows how we send a ping message to the auniversity.edu site. We set the identi-
fier ﬁe!d in the echo request and reply message and start the sequence number from 0; this num-
ber is incremented by one each time a new message is sent. Note that ping can calculate the
rou.nd-lr-ip time. It inserts the sending time in the data section of the message. When the packet
arrives, it subtracts the arrival time from the departure time to get the round-rip time (rtt).

$ ping auniversity.edu
ﬂ‘g__(} auniversity.edu (152.181.8.3) 56 (84) bytes of data.

64 bytes from auniversity.edu (152.181.8.3): icmp_seq=0 @

ﬂw@”’

>
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64 bytes from auniversity,edy (152.181.8 I ia
64 bytes from auniversity,edy (152 +1p_seq=1

‘ W=62  time=2,04 ms
Ly 181.8.3): icmp seq=2 i
64 bytes from auniversity.edu (152 e

ttl=6 imes=
21818 =62 time=1.90 ms

3)ic X b ;
64 bytes from auniversity,edy (152.181.8.3): ic::gi:q_z iy tfmc=l oy
64 bytes from auniversity.edy (15218183 —CAEh W=62 time=1.93 ms

. ) iemp_seq= ety
--- auniversity.edu statistics ... P-SCA=S =62 time=2.00 ms

6 packets transmitted, 6 received, 0% packet o
it min/avg/max = 1.90/1,95/2,04 s

Traceroute or Tracert

The ""’" ‘;’"’"“’ program in UNIX or fracer in Windows can be used to trace the path of
a packet from a source to the destination. It can find the IP addresses of all the routers

that are visited along the path, The program is usually set to check for the maximum of
30 hops (routers) to be visited. The

) hop! wmber of hops in the Internet is normally less than
this. Since these two programs behave differently in Unix and Windows, we explain
them separately.

Traceroute

The traceroute program is different from the ping program. The ping program gets help

from two query messages; the traceioute program gets.help from two error-reporting
messages: time-exceeded and destination-unreachable. The traceroute is an application-
layer program, but only the client program is needed, because, as we can see, the client
program never reaches the application layer in the destination host. In other words,
there is no fraceroute server program. The traceroute application program is encapsu-
lated in a UDP user datagram, but traceroute intentionally uses a port number that is
not available at the destination. If there are n routers in the path, the traceroute pro-
gram sends (n + 1) messages. The first n messages are discarded by the n routers, one
by each router: the last message is discarded by the destination host. The traceroute cli-
ent program uses the (n + 1) ICMP error-reporting messages received to find the path
between the routers. We will show shortly that the traceroute program does not need to
know the value of n; it is found automatically. In Figure 19.10, the value of n is 3.

The first rraceroute message is sent with time-to-live (TTL) value set to 1; th.c
message is discarded at the first router and a time-exceeded ICMP error message is
sent. from which the rraceroute program can find the IP addrcss‘of the first router
(the source IP address of the error message) and _lhe routc.r name (in the data §ecnon
of the message). The second fraceroute message 1s sent \\'}lh.TTL set to 2 \yhxch can
find the IP ;;ddrcss and the name of the second router. Similarly, the third mcssaﬁc
can find the information about router 3. The fourth mcssag*:: 'howe};.clr, r:j:act.lcs the
destination host. This host is also droppc.:d. b‘ul for another n.djon. he "T*Sl::?i:l,l,ﬁz
host cannot find the port number spccmc.‘d 1_n the UDP uscr a‘ta‘gram.'_ s .

O sssage, the destination-unreachable message with code :
LR n'] - bf und. After receiving this different ICMP message,
e e plst LR n(il‘h?“ Ih;a final dcstinati:m is reached. It uses the infor-

) KNOW
the rraceroute program Knov " 20 1o find the IP address and the name of the final

mation in the received mess
destination.
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Figure 19.10 Usqof ICMPv4 in traceroule
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The traceroute program also sets a timer to find the round-trip time for each router
and the destination. Most traceroute programs send three messages to each device, with
the same TTL value, to be able to find a better estimate for the round-trip time. The fol-

lowing shows an example of a traceroute program, which uses three probes for each
device and gets three RTTs.

$ traceroute printers.com
traceroute to printers.com (13.1.69.93), 30 hops max, 38-byte packets

1 route.front.edu (153.18.31.254) 0.622 ms 0.891 ms 0.875 ms
2 ceneric.net (137.164.32.140) 3.069 ms 2.875 ms 2.930 ms
3 satire.net (132.16.132.20) 3.071 ms 2.876 ms 2.929 ms
4 alpha.printers.com (13.1.69.93) 5.922 ms 5.048 ms 4.922 ms
Tracert

The rracert program in windows behaves differently. The tracert messages are
encapsulated directly in IP datagrams. The tracert, like traceroute, sends echo-request

messages. However, when the last echo request reaches the destination host, an echo-
replay message is issued.

19.2.3 ICMP Checksum
In ICMP the checksum is calculated over the entire message (header and data).
Example 19.12

Figure 19.11 shows an example of checksum calculation for a simple echo-request message. We
randomly chose the identifier to be 1 and the sequence number to be 9. The message is divided
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s 2705 201 INTRODUCTION
—_ 7—"- 3 ~ c =
f ,“\‘M;\,(\y fﬁ "9,3’ w2 Qc/asrr;ulin\gjn the Internet, with a large number of routc.rs and a huge number of
Sty i”/j ,‘5}\ T , hosts, can b done only by lsing hicrarchical rouli routing in several steps using dif-
\ ‘yp‘,d’jf’\d <& ferenyrouting algorithmdyIn this section, we first discuss the general concept of unicast
\yj v Lf; e )\.‘ Folinin-an-imzrmer—an. intemnetwork made of networks connected by routers. After
Q;’(L B the routing concepts and algorithmg are understood, we show how we can apply them
——— __ tothe Internet using hfcrarchical routing.
fiw D desigon I e e —
g0 oy pbi&ez - 120.1.1  General Idea

dysar Sis g,,—-ﬁé\s\;}‘ z

PP S0 Lo B p®| e help of

service M

In unicast routing, a packet is roulcd.‘hop by EOp.§ from its source to its destination by
forwarding tables. The source host need{ no forwarding tablgd because it

nY
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e

)

\9 o
we~ 7

# o7
sV S So}@/
x W A9
N \o\r b) g

N

Apat 32y

J;‘ SH ()‘“'2_—33 )\
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—_—

@diﬁ'ﬁ1é e it
ocal network. This means tha(\

delivers its packe_l to the default router in its local network. The q;:stination host needs

citFer Fetatse iriggCi"es q_pggkcl-fromjmmt router in its

Inly'the routers hat glug logcthcx.' the networks in l!le

internet need forwarding tables. With the above explanation, routing a packet from its

source to-its destination means routing the packet from a source router (the default

router of the source host) to a destination router (the router connected to the destination

network). Although a pacm source and the destination routers, the

question is what other routers the packet should visit. In other words, there are several

routes that a packet can travel from the source to the destination; what must be deter-
mined is which route the packet should take. '

An Internet as a Graph

To find the best route, an interngt can be modeled as a graph. ?\graph&in computer sci-
ence is a set offnodes and ¢dges/(lines) that connect the nodes. To model an internet as
a graph, we can think of each router as a node and each network between a pair of rout-

ers as an edge. Aninemet)xs, in fact{modeled as aweighted graph. in which each edge
is associated with a cost. If a weighted-graph is used to represent a geographical area,

‘the nodes can be ’énics _hnd the edges can be foady connecting the cities; the weights, in
this case, are dis s between cities. In routing. however, the cost of an edge has a
different interpretation in different routing protocols, which we discuss in a later sec-
tion. For the moment, we assume that there i(a cost associated withreaciredge) If there
is no edge between the nodes, the cost is infinity. Figure 20.1 shows how an internet
an be modeled as a graph.
DlsdP ey -

Y q’ —_———
12 ing_ )

20.1. /"'feééi;é}ist liou

When animemeLis-modeled-as‘ﬁ‘wciéhted graph,)one of the ways to imei ret the best

route from the source router to the destination router is to find the getwect
the two. In other words, the source router chooses a route to the desfination router in
such a way that the total cost for the route is the least cost among all possible routes. In
Figure 20.1, the best route between A and E is A-B-E, with the cost of 6. This means
that cach router needs to find the least-cost route between itsclf and all the other routers
to be able to route a packet using this criteria,
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Figure 20.1  An internet and its graphical representation
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If there are N routers in an internet, there ar¢ (N — 1) least-cost paths from each router to

any other router. This means we need N x (N —1JJeast-cost paths for the whole internet. If ;
. . |

we have only 10 routers in an internet, we need 90 least-cost paths? A better way to see all |

_of 1 ombine them in a l¢; ast-cost tree. A least-cost tree is a tree with the
spans the whole graph (Qligts all other node$) and in which
epath between the root and any other node is the shorfes 1s way, we can have only

one shortest-path tree for each node; we have N least-cost trees for the whole internet. We
show-How to create-a least-cost tree for each node later in this section; for the moment,

Figure 20.2 shows the seven least-cost trees for the internet in Figure 20.1. [, P
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The least-cost trees for a weighted graph can have several properties if they are
created using consistent criteria.

1. The least-cost route from X to Y in X’s tree is the inverse of the least-cost route

_from Y-to-X_in Y's tree; the cost in both directions is the same. For example, in
Figure 20.2,_lhc route from A to Fin A’s tree is. (A.—-> B 3 E ¥ F), but the route
fromFto AinF'strecis (F—E > B — A), which is 1hc@ie/bf the_ ﬁrstrrgout\e.
The cost @n each case.

2. Instead of travelling from X to Z using X's tree, we can travel from X to Y using
X’s tree and continue from Y to Z using Y'’s tree. For example, in Figure 20.2, we
can go from A to G in A’s tree using the route (A — B - E - F > G). We can also
go from A to E in A’s tree (A — B — E) and then continue in E’s tree using the
route (E = F — G). The combination of the two routes in the second case is the

same route as.in-the first case. The cost in the first case is 9; the cost in the second
caseis alsp 9 (6 +3

=

20.2 ROUTING .

After discussing the general idea behind least-cost trees and the forwarding tables that

can be made from them, now we concentrate on theouting algorithms) Several routing
s« algorithms have been designed in the past. The differences-between these methods are

’ 55 e e
)’,,C.S‘ 2 S thE way lhe;ﬂ interpret the least cost and the way they create the least-cost tree for
0‘&30 pAL R s each node. In this section, we discuss the common algorithms; later we show how a
/ 2 routing protocol in the Internet implements one of these algorithms.

20.2.1CDistance-Vector Routing :-;

The distance-vector (DV) routing uses the goal we discussed in the introduction, to
find lh n distance-vector routing, the first thing each node creates is its
ownrigast=c e ith the rudimentary information it has about itm-
bors. The incomplete trees are exchanged between immediaic neighbors to make the
trees more and more complete and to represent the whole internet, We can say that in
distance-vector routing, a router coﬁ_ﬁ_ﬁ_fyonslx tells all of its neighbors what it knows
about the whole in_limct (although the knowledge can be incomplete).

Before we show how incomplete least-cost trees can be combined to make com-

plete ones, we need to discuss two important topics: the Bellman-Ford equation and the
concept of distance vectors, which we cover next.

Bellman-Ford Equation ) 2-

i ¥ - N : : :
The heart of distance-vector routing is the famouls Bellman-Ford dauation. This equation
is used to find ti W

: (shortest distance) between a source node, x, and a destina-
ton node, 3, _th{'oug Some 1ntermediary nodes (a, b, ¢, . . .) when the costs between the
source and the intermediary nodes and thedeast g between the intermediary nodes and

the dgstmahon are given. The following shows the general case in which Dj; is the short-
est distance and Cij 1s the cost betweenpodesiand :

»(Cxp+Dpy). (e + D), ...}
s
¢ 05\‘ ces b cosV

—
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In distance-vector rout

ing, normg) |
least cost-through a“~imennedia[y noc:z ‘Zsc\;'ant @“ existing l@gr itha -
the equation becomes simpler, a5 shown ,below,as L TTThe latter js shorter. Tn this cage,

————

073_.-' ity . -
°:'.'.'.-.-.-.°513_- il op s M p o
Tt G J 0‘— e ﬁ-ép
.o ( Dtyj%

; A thrss i 19 (09) 0 ¢/ (Pulirs (s igtp 3 astax
a. General case with three TC€ Intermediate nodes Y M b, Updating a path with & new ronie Touie
(TR

18”3 U ) v SV Lplas s _
= T OTRVA N A
= S, T ]
We can say that th%]:}

equation enables us to build a new least-cost path
cast-cost paths. In Figure 20.3, we can think of (a>y),
(b—Y), and (c—y) as pygxipm(@@ least-cost paths and (x—=¥) as the new
least-cost path. We can even

think of this equation as the builder of £ new Fasgﬁ@#
from previously established least-cost trees if we use the equation repeatedty—In-other
words, the use of this equation i

n distance-vector routing is a witness that this method
also uses least-cost trees, but this use may

be in the background.
We will shortly show how we use t

he Bellman-Ford equation and the concept of
distance vectors to build least-cost paths for each node in distance-vector routing, but
first we need to discuss the concept of a distance vector.

from previously established 1

Distance Vectors

The concept of a distance vector is the rationale for the name distance-vector routing.
A least-cost tree is a combination of least-cost paths from the root of the tree tq all des-
e e o 75T form the free. Distance-vector
linations. These paths are graphically glued.together to ! ” fornl e
routing unglues these paths and creates a distance vector, '
o

e

represent the tree. Figure 20.4 shows the tree for node A in the internet in Figure 20.1

—————

e s LI . 'j \) )
- ng distance vector. . f’—\
" lIl\)Ie ;0:]'1’ :télt)h%?;(%fe of the distance vector defines the root, the indexes define the des-
ote th

cast from the root to the destination.

inati ell defines thgdeast cost _
e T LIS V(Lhma’——‘chi& path to th?destinations as the least-cost tree does; it

istance vector does not give e o
A. dlstdnlc he least costs to the destinations. Later we .ShO\iV how we can ?}flange a (:c "
gives only the A-N~?a ’g]';"g‘lﬁ we first need to fin nlldmtancech‘t?rs oran internet.
vector to a foﬂ”aiql?i ”n‘cc vector can representleast-cost paths in a least-cost tree,

We knovtl th?t a dista -h node in an Internet originally creates l'hc conespgndmg
but the question = il po et. when it is booted, creates a vcuy._mdu.ncmary distance
vector. Each node in an mt.el;cﬂ r}n[ioj},lhc node can obtain from its neighborhood. The

: st rmati R R——

v@_mmmh_the_mmlmu.m.l“ Sésaocs out of its interfaces and discovers -th 1d‘enlm)l of
node sends some gr;agtmgan; d thg distance between itself and each neighbor. It then

. . > g
the immediate neighbors
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Figure 20.4 The distance vector corresponding 1o a tree

dectel N D
A
0 2 7 g
A (B) © D
(G)9 E
(D) (E) (F) g
3 6 5 :

a. Tree for nodi(_ ’ b. Distance vector for node@_

makes a simple distance vector by inserting the[m in the correspond-

@ and leaves the value of other cells-as-infinity. Do these distance vectors repre-
sent least-cost paths? They do, considering the limited information a node has. When
we know only one distance between two nodes, it is the least cost. Figure 20.5 shows
all distance vectors for our internet. However, we need to mention that these vectors are
made asynchronously, when the corresponding node has been booted; the existence of
all of them in a figure does not mean synchronous creation of them.

Figure 20.5 The fir{t distance vecta% for an internet

53“4 wWhat ‘\\' kn

Ao newpp

oOTmuOw
QMmUOtw >

e A2 BT

P e ¥ T
{ [ 0) =5 :’,\P{})
-

QMmO

For example. n tha@ not connected to node G because the corresponding
cel ws the least cost of infinity. To improve these vectors, the nodes in the internet
need to help each other by exchanging infommlio@ After each node has created its vec-

tor, it sends a copy of the Vector to all its immediate-neighbors. After a node receives 4
: A

These rudiowmrs cannot help the internet t eff@y,fomatd_umket-
e A think

distance vector from a neighbor, it S distance vector using the Bgﬂmé&fﬂg
equation (second case). However, we need to understand that we need to update, not
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only one least cost, but N of them in vy
We are TNing a program, we ¢

—

hich N'is the number of the nodes in the internet,
el

On PAPST, We can show the whg

an 18 net -

e \‘dO lhl:\ using a loop; if we are showing the C(‘)E(-::[.;l
the whole vector instead of go eclor instead of the N Separate equations. We show
shows two asynchrono SEVEN equations for each update in Figure 20.6. The figure
) " "Sevents, happening one after another with some time in

B s i
anng distance vectors

.——v'/
" . : axd N
eXB Qe A
z P %“” Old B E
B o B% 4 » AR2] Alee]
NG 1= BIO) Bl 4]
ol *° a3 o o
3 had ~I[3 NE D
{,;.}T El4| Bi - E[§] B[
“\\\\ . I:_‘:: F : G — F E V- F "; 6’;-""‘ ,_F z
; G| < G| Gle|, .~ G| G|
B{]=min (B[],2+4[)) B[ ]=min (B[], 4+E[ )

a. First event: B receives a copy of A's vector,

Note:
X] J: the whole vector

between. In the first event, node A has sent its vector to node B. Node B updates its
vector using the cost cgy = 2. In the second event, node E has sent its vector to node B.
Node B updates its vector using the cost ¢4 = 4.

After the first event, node B has one improvement in its vector: its least cost to
node D has changed from infinity to 5 (via node A). After the second event. node B has
one more improvement in its vector; its least cost to node F has changed from infinity
to 6 (via node E). We hope that we have convinced the reader that exchanging vectors
eventually stabilizes the system and allows all nodes to find the ultimate least cost
berwesn themsalves and any other node. We need to remember that after updating a

node, it immediately sends its updated vector to all neighbors. Even if its neighbors

have received the previous vector, the updated one may hel more.

b. Second event: B receives a copy of E's vector.

Distance-Vector Routing Algorithm

Now we can give a simplified pseudocode for the distance-vector routing algorithm, as
shown in Table 20.1. The algorithm is run by its node independently and asynchronously.

; ; /
Tuble 20.1 Distance-Vector Routing Algorithm for a Node

Distance_Vector_Routing ()

{

J/ Initialize (create initial vectors for the node)

D{myself]=0
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4} // End of Distance Vector

NETWORK LAYER

Table 20.1  Distance-Vector Routing Algorithm for a Node (continued)

for(y=110N)

{ if (y is a neighbor)
D{v] = c[myselfly]
else
Dly]=e <5 e
} \A\r@\e’

send vector (D[1], D[2], ..., D[N]} o all neighb:
// Update (improve the vector with the vector reccived from a neighbor)

repeat (forever)

{
wait (for a vector Dy, from a neighbor w or any change in the link)
for(y=1to0N)
{

D[y] = min [D[y], (c[myself][w] +Dyly D1 // Bellman-Ford equation
}

if (any change in the vector)
send vector {D[1], D[2], ..., D[N]} to all neighbors

}

Lines 4 to 11 initialize the vector for the node. Lines 14 to 23 show how the vector
can be updated after receiving a vector from the immediate neighbor. The for loop in
lines 17 to 20 allows all entries (cells) in the vector to be updated after receiving a new
vector. Note that the node sends its vector in line 12, after being initialized, and in
line 22, after it is updated.

Count to Infinity, >~

24 ) o o
A problem with distance-vector routing is that any decrease in cost (good news) propa-

gates quickl)', but any i’ng'ggie_i_n_cg ad newd) will propagate slowly. For a routing
protocol to work properly, if ‘a link is bm&en ost becomes infinity), every other router
should be aware of it immediately, but in distance-vegtor routing, this takes some time.
The problem is referred to as count to infinity. It sometimes takes several updates before
the cost for a broken link is recorded as infinity by all routers.
Two-Node Loop
One example of count to infinity is th@@@pmblcm. To understand the prob-
lem, let us look at the scenario depicted in Figure 20.7.

The figure shows a system with three nodes. We have shown only the portions of
the forwarding table needed for our discussion. At the beginning, both nodes A and B
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@\ P W know how to reach node X. But suddenly, the link between A and X fails. Node A
8 changes its table. If A can send its table to B immediately, everything is fine. However,

&2

0 '3,1'.9 the system becomes unstable if B sends its forwarding table to A before receiving A’s
¢ forwarding table. Node A receives the update and, assuming that B has found a way to
reach X, immediately updates its forwarding table. Now A sends its new update to B.

s e Now B thinks that something has been changed around A and updates its forwarding
s table. The cost of reaching X increases gradually(until it reaches infinily. At this

‘“0; ‘39&@ moment h A and B know that X cannot be reache 3 rer;-durinig this time the
e ’ U"’} systeng is not stable Node A thinks that the route to X is via B; node B thinks that the

Lg)}r") route to X is via A. If A receives a packet destined for X, the packet goes to B and then
(@,)9 comes back to A. Similarly, if B receives a packet destined for X, it goes to A and
) y & comes back to B. Packets bounce between A sr;;l B, ;r;fﬁi]l:ig ; two-node loop problem.
A few solutions have been proposed for instability of this KInd. .
s B1s 13 9 (K U v upbhon @0(B) Ui

3
.
V2 (i SR g kg, o,

' %’:1\ One solntion to instability i CM‘ In this strategy. instead of ﬂoogmg-\ ;
- the table through each interface, each node §ends only part pf its table through each oS
Zn interface. If, according t0 its table, node B thinks that the optimum route to reach X is Geer N |
N Jvertise this picce of information to A; the information has > Dlias()

via A, it does not need to a s pic . .
Taking information from node A, modifying it, and =

come from A (A already knows). . ' .
sending it back to node A ;s what creates the confusion. In our scenario, node B elimi- "
nat l}gm last line of its forwarding table be_fore it _Sﬁis it to A In this case, node Ao,‘:: 09’»’{." ‘
. He-distance to X. Later, when node A sends its forward- ey g2

svalue of infinity as't :
keeps the vaRe ol . its forwarding table. The system becomes stable ks

i , node B also corrects . = |
ing table to B ode A and node B know that X is not reachable. il 4 e r’a’ :

_ B 5\P¢  after the first update: both i . ‘
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information is A, it can replace the distance wi

N as a-warning: “Do not use this
value; what I know about this route comes from

Three-Node Instability .
The two-node instability can be avoided using split horizon combined with poison
reverse. However, if the instability is between three nodes, stability cannot be guaranteed,

g e e e Qs
ot 55 Lin 20.2.2 LLink-élaQ' Routing ‘ = = LE

- ”ﬁa?f)ic

(

B s 0 9)
Sk

~ RS JL e

D

A routing algorithm that directly follows our discussion for creating’least-cost trey and
forwarding tables is link-state (LS) routing. This method uses the Hink=state to
define thejcharacteristit af'?afli_nkf(angdgc) that represents a network in the infernet. In
this algorithm the cost associated with an edge defines the state of the link. Links with
lower costs are preferred to links with higher costs; if the cost of a link is infinity, it
means that thetink does not exist orh‘as’bc@

Link-State(Database SDB)

To create a least-cast tree with this method, each node needs to have a complete map of -
the network, which means it needs to know. th tateof each link. The collection of states
for all links is called lheﬁﬁle database (LSDB). There is only one LSDB for the
whole internet; each node needs to have a duplicate of it to be able to_create the least-cost
tree. Figure 20.8 shows an example of an LSDB for the graph in Figure 20.1. The LSDB

. . T T P T
can be represented as a two-dimensional array (nfatrix) n which the value of each cell
defines the cost of the corresponding link.

Figure 20.8 Example of a link-state database
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Now the question is how each node can create this LSDB that contains information
about the whole internet. This can be done by a process calle '_'(;8 in®\ Each node can
send _s_grpg\ggge\u'llg messages 10 all its immediate neighbbrs (those nodes to which it is
connected directly) to collect two pieces of information for each neighboring node: the
identity of the node and the_cost of the link. The combination of these two pieces of
information is called thé LS zaqker (LSPY; the LSP is sent out of each interface, as
shown in Figure 20.9 for our internet In Figure 20.1. When a node receives an LSP
from one of its interfaces, it compares the LSP with the copy it may already have. If the

_newly arrived LSP is older than the one it has (found by checking the sequence num-
ber), it discards the LSP. If it is newer or the first one received, the node discards the old
LSP (if there is one) and keeps the received one. It then sends a copy of it out of each
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interface except tl.xe one: from which the packet arrived. This guarantees that flooding
stops somewhere in the network (where a node has only one interface). We need to C:OnT
vince ourselves @ah 2.1fter receiving all new LSPs, each node creates the comprehensive
LSDB as shown in Figure 20.9. This LSDB is the same for each node and shows the

whole map.of the internet. In other words, a node can make the whole map if it needs
to, using this LSDB. .

/N

Figure 20.9 ﬁSPs c}eated and sent out by each node to build LSDB

L=

Node | Cost Node] Cost

SPO
LsP®

i i ithm with the distance-vector routing — 33
We can compare -state Tou th “i{'),-

al th the(d ¢ i i lls its neighbors what 3%
gon' m. In jstance-vector routi algo each router t?
i ws abou helswt hole J‘ntem&'fn)thg link-state routin algomhm, each router tells  Jisyance
it knows al tt s MM | "
(M“)L shate

the whole internet what it knows about its neighbors:

Formation of LWS & /__§>

‘ ‘ the
ri .o the shared LSDB, each node needs to run
t-cost tree for itself, using ' e
St 'a'leas ‘j&l orithm.|This iterative algorithm uses the fOllOWl.ng s :
famou§ Dijkstra Alg i M. the tree, creatiig___g'e.e with 4 single nodg, |
1. The node chooses 115¢ 3 base dmlﬁi\nfw% in the LSDB. |

§ ac. b
and sets gg_tgtil,@i%-—' ne all nodes not in the tree, which is closest to the
T Je is added to the tree, the cost of all other

e. After this no 6t
B and d;ﬂnt:e: ne:d[:eto pe updated because the pﬂwg
nodes not 1n the :

i e added to the tree.
Th 2 until all nodes ar _
W3- g Stepselves that the above three steps finally create the least-cost
e need to convince our

i iikstra’s algorithm.
ros. Table 20.2 shows a simplified versiot stEye

Table 20.2 Dijkstra’s Algorithm

Dijkstra’s Algorithm O

{ g
@ © JTveeis made only of the root

Tree = {root}

4
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Table 20.2  Dijkstra’s Algorithm (continued)

for(y=1toN) J/ N is the number of nodes
{
if (y-is the-root .
D[y]=0 - // D[y] is shortest distance from root to node y
elseif (yisa neighbor)
D[v] = c[root][y] /I c[x]ly] is cost between nodes x and y in LSDB
else
'6[)’] =00 R k,‘\{) \Q(
N7 R
} = > " “t\('}/
// Calculation A
repeat
{
find a node w, with D[w] minimum among all nodes not in the Tree
Tree = Tree u {w} ”Add w o free -——)(‘\:'_‘ea) g\_:_\ %
/I Update distances for all neighbors of w . wap Tl
for (every node x, which is a neighbor of w and not in the Tree)
{

Dlx]=min{D[x], W] +cIWIKD} — i 01 pr
} G e z
} until (all nodes included in the Tree)
pa$1 ) // End of Dijkstra

Lines 4 to 13 implement step 1 in the algorithm. Lines 16 to 23 implement step 2
in the algorithm. Step 2 is repeated until all nodes are added to the tree.

Figure 20.10 shows the formation of the least-cost tree for the graph in Figure 20.8
using Dijkstra’s algorithm. We need to go through an initialization step and six itera-

tions to find the least-cost tree. 8est & 5.0
—> Pt :

| .
( nede) = 20.2.3 iting \e=—
’63 JJ\ (i ;.:uo Both link-state and distance-\’ector routing are based on thei least-cost goa). However,
there are instances where this goal is not the priority. For example, assumethat there are
n some routers in the internet that a sender wants to prevent its packets from going through.

525 2\ 0 e
= i) F'or exz'imple, a router may belong to an organization that does not provide enough secu-
e ;2‘ 3y @ )e rity or it may belong to a commercial rival of the sender which might inspect the packets
= ¢ £lo DA}y\a) a- for optaining information. Least-cost routing does-not prevent a packet from passing
== through an area when that aea is in the Icast-cost patiy I 6ther words, the least-cost goal,

Y <5 applied by(LS or DV routing, does not allow a sender to apply specwiqﬁes to the
S discussed

v (.r“" routea acket may Fﬂkc. Aside from safety and secTrity, Yhere are occasions, as
Fagre™ in the next section, in which the goal of routing is merely reachability: to allow the packet

e hsinty ol Ll
. ] to reach its destinati i i Sonine ¢
I 2 5 D))'D : each 1ts destination morg efficiently without assigning costs to the route.

o
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Figure 20.10 Least-cogy tree
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Node in th
ot put
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B 3
nd to these_ demands, a third routing algorithm, calle¢ path-vector (PV)
To respond to ised) Path-vector routing does not have the draw a.c S 0 or
routing has been evise .b ve because it is not based on Jeast-cost routing. The best
DV routing as desc ;’ (:Ourcc using the policy it imposes on the route. In other
route is determined by the “]@. Although path-vector routing is not actually
words(the source ia% designed to route a packet between ISPs, we discuss
uieimﬂﬂ‘,“’f_?g. angt_‘li’a“?n this section as though applied to an internet. In the next
the principle of this m

: t.
viin in the Interne - i
section, we show how it is used ScusSb G5 Tree g

{\Palming Tree§ =— ’f"%”"ﬁi [ D 55) it A$m9\ sz

he path from a source to all destinations is also determined by
ing, the
In path-vector routing,

The best spanning tree, however, is "W@ei it is
;panning tree. The
the besr spanning tr
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‘.he tree dc‘ermined by thc source \thn i[ impOSCS “.S ’S-JXP pOlicy. If lhel‘c IS
3 best. A

ne route to a destination, the source can choose the route that meets its poli Y
source may apply several policies at the same time. an f’f ‘the common policies uses
mc\ﬁ@irﬁun} number of ndgjcs> to be visited (somclhmg su.mlargt’g least-cost). Another
? common policy is to avoid some nodes as the middle node in a route.
" Ficure 20.11 shows a small internet with only five nodes. Each source has created
t its own spanning tree that meets its policy. The policy imposed b'y all sources is to use
| the minimum number of nodes to reach a destination. ch_w%e elected bl A
and E is such that the communication does not pass through D as a midd}e node. Simi-
t Tarly, the spanning tree selected by B is such that the communication’ does not pass
|

through C as a middle node.

g
o

Figure 20.11 Spanning trees in path-vector routing— _/\ )
il \../ 1/ i %

B's spanning tree

A’s spanning tree
S —

PSS S

E’s spanning tree  (C)
—
E
N
©

P ==
{\ . ol @ /7
atior o Tre 2

Path-vector routing. like distance-vector routing, is ag as;nchronousi am{ distributcﬁ)
routing algorithm. The spanning trees are made, gradually and asynchronously, by each
node. When a node is booted, it creates a path vector based on the information it can
obtain about its immediate neighbor. A node sends greeting messages to its immediate
neighbors to collect these pieces of information. Figure 20.12 shows all of these path
vectors for our internet in Figure 20.11. Note, however,-that we-de-not mean that all of
these tables are created simultaneously; they are created when each node is gcg){edl The
figure also sh’ows\‘hé‘f\%_/@ﬁfectors are sent to immediate neighbors after they
have been created (arrows).
Each node, after the creation of the initial path vector, sends it to all its immiediate
neighbors. Each node. when'it receives a path vector from a neighbor, updates its path
P vector using an equation similar to the/Bellman-Ford, But applying its own policy

09 j\/_ B instead of looking for the least cost. We can de s equation as
’ :
‘}5 3-9 Path(x, y) @ {Path(x, y), [(x + Path(v, y)]}  for all ¥'s in the internet.
% ‘s % 3 N~ O gt .
d . .
’ \7 ‘,9‘2 In this equation, the operator (+) means to add x to the beginning of the path- WE
s ¢ also need to be cautious to avoid adding a node to an empty path because an empty path
.VQ G e means one that does not exist.
2 L S
'@ o >
N o
S
s
’ \‘J‘

P |
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The policy is defined by selecting the best of multiple paths. Path-vector Touting
also imposes one more condition on this equation: If Path (v.y) includes x, that path is
discarded to avoid in the path. In other words, x does not want to visit itself
when it selects a path o y.

Figure 20.13 shows the path vector of node C after two events. In the first event,
node C receives a copy of B’s vector, which improves its vector: now it knows how to |
reach node A. In the second event, node C receives a copy of D’s vector, which does not *
change its vector. As a matter of fact the vector for node C after the first event is stabi-
lized and serves as its forwarding table.

il | ‘
Figure 20.1{ Updaty{g path vectors ;

==

D

A
B|D.B
C[D.C
DD
E[D.E

\' > T of B's vector Event 2: C receives a copy of D’s vector

=vent 1: C rece1v - fg——
e
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Parth-Vector Algorithm

Based on the initialization process and the equation used in updating each forwarding
table after receiving path vectors from neighbors, we can write a simplified version of
the path vector algorithm as shown in Table 20.3.

Table 20.3  Path-vector algorithm for a node

Path_Vector_Routing ()
{

// Initialization

for (v=110N)
{

L7 S S

if (v is myself)
@] = myself
else if (y is a neighbor)
Pati;[_;'] = myself + ncighbor node

else
Path[y] =
) i il
Send vector {Path[1], Path(2], ..., Path[y]} to all neighbors
// Update ~— T |

R yesr
@ = P
N
wait (for a vector(P om a neighbor w) ;_\_g 7
for (y=1toN) — \‘})’.LP""‘ o W@ J{., )
( .
wh R

if (Path,, includes myself)
(V] !
I AIES o8 "'f)o /I Avoid any loop

SO else e R_ e 7

repeat (forever)  Up No Jede

p 2 Path[y] {Path[y]. (myself + Pathy [y]))
i cA'Q } =
=

If-(there-is-a-change-in-the-vector)
Send-vector-{Pathf1];-Path{2]; .-, Path[y]} toall-neighbors

>33} // End of Path Vector

Lines 4 to 12 show the initialization for the node. Lines 17 to 24 show how the
node updates its vector after receiving a vector from the neighbor. The update process
is repeated forever. We can sce the similarities between this algorithm and the DY;
algorithm. -

9
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Finally, there are some customer networks that use the services provided by the pro-
vider networks. Any of these three entities (backbone, provider network, or customer
network) can be called an Internet Service Provider or ISP. They provide services, but

at different levels.

! Hierarchical Routing N\~ . ’/J\
The Internet today is made of a huge fumber of networks’and routers that connect

them. 1t is obvious that routing in the Internct cannot b¢ done using a single Protocol .
for two reasons: a scalability problem and an administrative iss ca aﬁﬂWMI |
means that the size of the forwarding tables becomes huge. searching Tor T ¢stination

_in a forwardiie table becomes time-consuming, and updating creates a huge amount

_of traffic. Th ministrativo)issue is related to the Internet structure described in Fig-
ure 20.14. As the figure shows, each ISP'is run by an administrative authority. The admin-
istrator needs to have control in its system. The organization must be able (o use as many
subnets and routers as it needs, may desire that the routers be from a particular manufac-
turer, may wish to run a specific routing algorithm to meet the nceds of the organization,

|

~ NS and ma)uvamm-impmsﬁzne policy on the traffic passing through its ISP.
(;9/_-—’9 ierarchical routing Yneans considering eacISPJas an autonomous system (AS).
g Each ama touting protocol that meets its needs, but the global Internet runs a

1

. 3 % —— . l
global protocol to glue all ASs together. The routing prost&ggl Tun in ca Sisreferred |
to as intra-AS routing protocol, intradomain routing profocot, interior gateway pro- |
{

|

[

tocol (IGP); the global routing protocehis referred to as inter- y routing protocol,

AN 12 “interdomain routing protocol, ok exterior gdteway protocol (EGP). We can have several
2
-

intradomain routing protocols, and each AS is free to choose one, but it should be clear
that we should have only one interdomain protocol that handles routing between these
entities. Presently, the two common intradomain routing protocols are RIP and OSPF;
the only interdomain routing protocol is BGP. The situation may change when we move

to IPv6.

works and routers_under its control. Although we may have _small, medium-size, and
large ASs, eac AS'is given an autonomous number (ASN) by the ICANN. Each ASN
“is a 16-bit unsigned integer that uniquely defines an AS. The autonomous systems,
however, are not categorized according to their size; they are categorized according to
(the way theg are connected to other ASY We have stub ASs, multihomed ASs, and tran-
sy P 7 v \ sient ASs. The type, as we see will later, affects the operation of the interdomain rout-
#&/ o K ing protocol in relation to that AS. ;
x \(,ﬁ“" s SR , DVLE_\"\\‘
: \o - Sfub AS. A stub AS has onlz one connection fo another AS. The data traffic can be
7 either initiated or terminated in a stub AS; the data cannot pass through it. A good

Rt A g ;f’ ;
. }‘ e '{i N xample of a stub AS is the customer network, which is either the source or the
o 7 4 o‘;., > sink of data. 75/ sl Trahie $1&8 Cdt L gL N S ¥r

5 2

%

r\/‘/?\,}-}”’ : : LEN WP LY ST
) ultihomed AS)A multihomed AS can have more than one connection to other
' )7 s, but it does not allow data ic to pass ﬂﬁ'ommﬂple of such

;f zu.a AS is some of the customer ASs that may use the services of more than one pro-
f"' [ vider network, but their policy does not allow data to be passed through them.
I P - :
( ?X/!\/UM\M l/gUl CoSl-_cmCrJ‘\)‘b‘-"‘:)
A 8 . ] ‘tler
a Ari’K"M-” Todic asu W (% (P’DU'J‘ &=
NS P B T T
%
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Transient AS. transje

_AS is ¢
oo T e t ﬁs’?thr}h onnected to more than one other AS and also
nsient 7;3

+ The provider
good examples of i3 OATASS p networks and the backbone are

20.3.2  Routing Infe

L. g Imation Protocol@

D‘* \ The.Routmg Information Protocol (RIP) is one of the most widely used intradomain
routing protocols based on the distance-vecio routing algorithm we described carlier.
RIP was stal:led.as part of théLX?-mm%)\ystem (XNS), but it was the Berkeley
Software Distribution (BSD) version of UNIX that helped make the use of RIP
widespread. '

- —

A Touter in this protoco] basically implements the(distancc-vector routinL algorithm
- . -_—h-\\
shown in Table 20.]. However, the algorithm has been modified as described below.

First, since a router in an AS needs to know how to forwar acket to different net-

works (subnets) in an AS, RIP routers advertise t e/cgsl reaching different

networks instead of reaching other nodes in a theorel?sa raph. In other words, the

cost is defined between a router and the network in which the destination host is

located. Second, to make the implementation of the cost simpler (independent from
performance factors of the routers and links, such as delay, bandwidth, and so on),
t mber of hops, which means the number of networks (sub- i
nets) a packet needs to travel through from the sourc‘m l
host. Note that the network in which the source-host is connected is not counted in ‘
s calculation because the source hos(hg

0€s not use a jorwarding table; the packet is '
delivered to the default Touter. Figure 20.15 shows the concept of hop count adver- |
tised by three routers from a source host to a destination host. In RIP, the maximum

. . . 5 g |
cost of a path can be 15, which means 16 is considered as infinity (no connection).
For this reason, RIP can be used only in autonomous systems in which the diameter
of the AS is not more than 15 hops.

. o Nep Count ,
Figure 20.15  Hop counts l( RIP
NI N2 N3 N

Morco 3\ s
Z} o (j/\-J "/'\"" af

fwwome D20 ! @NZ. =

S y
(2 hop3XN3, Na)
—— A

v vEing 3\ Lanus L Z%
e | a2\
’Lo‘_—:(_j_""Jl ; d“ ;j,fr‘ ./(Obe

(3 Ao wp O
=

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

614 PARTIV NETWORK LAYER

Forwarding Tables

Although the distance-vector algorithm we discussed in the previous section is con-
cerned with exchanging distance vectors between neighboring nodes, the routers in an
autonomous system @dimﬁm ard packets to therr destina-
tion networks. A forwarding table in RIP is aégree—colum'n table in which the first col-
umn is the address of the deslina(tib network; ~ond column is the address-bf t
next router to which the packet should be forwarded, and the third colurﬁi?iﬂ&
(the number of hops) to reach the destination network. Figure 20.16 shows the three
forwarding tables for the routers in Figure 20.15. Note that the first and the third col-
umns together convey the same information as does a distance vector, but the cost

shows the number of hops to the destination networks.

Figure 20.16 Forwarding tables

(}a:{?f 9 NS puimper OF haf® )
/’&" Forwarding table fof @/ / Forwarding table fof{R2 Forwarding table fof R3
) “Costin

Destination | Next fost in Destination | Next | Costin Destination | Next

network | router | { hops network router | hops network | router | hops
N1 — [~ NI M |2 N1 R2 3
N2 1 N | — | (D N2 | R 2
1

N3 ﬁ:‘ (2) N3 — O) N3 =
o m) | GO v |r | @) M| — |
PaRboRe) s 2oV tleost Jotot 5 5 L ~[Eod] N gL —)

= e ’

— “Although a forwarding table in RIP defines only th¢ next router imthe second col-

e
umn, it gives the information about the whole least-cost tree based on the second

h property of these trees, discussed in the previous section. For example, R1 defines
that _thg_q@:_t_hgpath to N4 is R2; R2 defines that the next router to N4 is
R3: R3 defines that there is no next router for this path. The tree is then R1 - R2 —
R3 — N4.

A question often asked about the forwarding table is what the use of the third col-
umn is. The third column is not needed for forwarding the packet, but it is needed for
updating the Lfg g ; ! (' . table when there is a change in the route, as we will see shortly.

oy =le .
\owye\ e—RIP Implementation kwef//g N h\u #5 (alal) .)"“ oo s
//’7 RIP is implemented as a process thatuses the service oon the well-known port
=

number 520. In BSD, RIP i§ E’dacmon process {a process Tunning in the background),

named routed (abbrcviation/fm‘_mufe daemon and pronounced route-dee). This means
O e e~ AS

\ that, although RIP i57a routing protocol to help IP route its datagrams through the A9,

X «.P N\ the RIP messages are ¢encapsulated side UDP user datagrams, which in turn are

s ‘)/,0) e / encapsulated inside IP datagrams. n other words, RIP at the aﬁ'pligl}iqr_l layer, but
. =4 (é create9 forwarding tables for IP at the'network later. = A

1 . >\ » RIP has gone through two versions: RIP-1 and RIP-2. The second ver530n 18

S OJM ,(39\ backward compatible with the first section; it allows the use of more information 1

o . w9 .p  the RIP messages that were set to 0 in the first version. We discuss only RIP-2 in this

bl > ) section.
of ’
S o2 g

__‘
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[ Mosds

Two RIP processes, and a 'k
messages. RIP-2 defines the forma @ 1ke any other processes, need to exchange

tof the message, as shown in Fi
R ) own in Figure 20.17. Part of
e r.nzstslffi’n?o]:wh we call entry, can be repeated as needed in a message. Each entry
carrie mation related to one line in the forwarding table of the router that
sends the message.

Figure 20.17  RIP message format MSG  S\ze &\/ il $»'o
G i -
—0 8 16 31 Fields o
{ Com l Ver Reserved (Com: Command, request (1), response (2) DAL
/! Family Tag Ver: Version, current version is 2 31 o2
- Mo o x )
3 T Fan}l]y. Famlvl) of protocol, for TCP/IP value is 2 | £enifes)
22 Tag: Information about autonomous system S, Lbys
! 5 ;&_ Subnet mask Network address: Destination address Ispace A5k
& Next-hop address- Subnet mask: Prefix length —
> Next-hop address: Address length
Dist. .
s | Distance: Number of hops to the destination J

RIP has two types of messageg@e&%&. A request message is sent
by a router that has just come up orb: _router-that has some time-out entries. A
request message can ask aboutpecific entries or all entries)) A response (or update) i
message can be either solicited t:;ﬁ@' A solicited response message is sent [
only in answer to a requﬁ?nes sage. It contains information about the destination ‘
specified in the ‘corresponding request message. An unsolicited response message, on

the other hand, is sent periodically, every(30 seconds or when there is a ch_ap_gveiin the
forwarding table. '
RIP Algorithm )

Dides®  RIP implements the same algorithm as the distance-vector routing algorithm we dis-

%«_of‘ cussed in the previous section. However, some changes need to be made to the algo-

rithm to enable a router to update its forwarding table: i

01 Instead of sending only distance vectors, a routeg_g@_dlsjc‘sz_scnd.mcmholc_w]_&
of its forwarding table in a response MESSAZE. Dsawe SV (netinder)y (£ o 2o (o

— (T—‘\bk) Jl{ '\).{— >
Q  The receiver adds one hop 1o each cost and changes the next router field to the
. TNy v .
——=ter. We call each Toute in thie modified forwarding

of the sending I LN ’
Zj}j?'ts]:e received route and each route in the old forwarding table the old route.

The received router selects the old routes as the new ones except in the following
Lo 6
three cases: T i

Z N T .
) * l .V 0 d S not eXlSt mn [h

acdfyt étfj;:’_, 1o the route.

old)forwarding table, it should be added

e 2. 1f the cost of the received route is thmme/vng_oﬂe. the received
. . e.
route should be selected as the new _on

—— " is hicher than the cost of the old one, but) the
3. If the cost of the received route 18 Mg h ived }®
i the same in both routes, the received route s would be

t router is -
value of the BZZ ~This is the case where the route was actuall W.

hiew OTes
selected as 't = e
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by the same router in the past. but now the situa.tion has been changc(.i. For exam-
ple, suppose a neighbor has previously advertised a route to a destination with
cost 3, but now there is no path between this neighbor and that destination. The
neighbor advertises this destination with cost value infinity (_E in RIIWThe
receiving router must not | ignore this value even _thc_)ugh its\olfj roufe hasa lower
cost to the same destination. - e )

2 The new forwarding table needs to b sorted accordingyto the dc_s’wl\{oute
(mostly using the longest prefix first).

~ Example 20.1 \ O _ .
-+8-shows a more realistic example of the operation of RIP in an autonomous system.
First, the figure shows all forwarding tables after all routers have been booted. Then we show
changes in some tables when some update messages have been exchanged. Finally, we show the
stabilized forwarding tables when there is no more change.

&% et . :
g'«@ ‘( Timers in RIP s ‘&" e L’p\’—] m .
uses three timers to support its operation. The periodi timer controls the advertis-

ing of regular update messages. Each router has one periodic timer that is randomly set
4p > 0a number between seconds (to prevent all routers sending their messages

g kS at the same time and Creating excess traffic). The timer counts down; when zeresis

\ . a/f)(' » reached, the update message is sent, and the timer is randomly set once again. The -
\/'055) %fl /_-wuime_r governs the validit of a route. W uter receives update information
)% A for a route, the expiration timer is set tp 180 secondsifor that particular route. Every

k .

time a new update for the route is received, the timer is reset. If there is a problem on an
internet and'nio updaty is received within the allotted 180 seconds, the Toute 15 consid-
ered expired-and-the hop count of the route is set tofl6.Fhich-teans the destination is
unreachable. Every route has its own expiration timer. The &?rgqge collection timer is
used to_purge a route from the forwarding table. When the information about a route

becomes {nvalid) the router does not immediately purge that route from its table.

“a garbage collection timer 1s set ta_120 seconds for that en the count reaches
zero, the route is purged from the table. This timer allows neighbors to become aware

of the invalidity of a route prior to purging. ' :

f very simple Yormat and are
— e —

Il sent only to neighbors; they are local. They do not normal create traffic because
| the routers try to avoid sending them at the same time.

\El‘\ GGnvergence of Forwarding Tables) RIP uses the disjgpec-mtek%oﬁ hm, which

- 5 can converge slowly if the domain is large, but, since [RIP/allows oty
 domain (16 is considered as infinity), there is normall in.conyesgence.
‘;I'he only problems that may slow-dewn convergence are count-to-infi ity and

oops created in the domain: use of poison-r 5 ' i tegics
1 ;s poison-reverse and split-herizon tratcg
added to l@l’ extension may\ﬁem/the situation. =
il S ) ' LT
Tt S e B JE s (o Vs e
= ” poft
- NF
F ﬁ
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Figure 20.18  Example of an autonomoyg System using RIP

JO(Y’ - n+
/é )Jélf/‘ Legend

N6 Des.: Destination network
N. R.: Next router
Rr1 Cost: Cost in hops
—— : New route
~—: Old route
N4
DY e,
1) R2 R3 ™
I::Is. NR C«:ﬂ !:: NR Jet] [Dafwr Tom] [baTw R_[cou] [ Forwarding tables
—7 N | —— ] N : :: ! ';: — : after all routers
P M o] 3 Nl —| ! booted
:),; \2 P —
“ - t fEAE
/G;',’ New R1 | Old R,@ (&Sem by Rl\-— SR X
(J( Des. | NR | Cox Des [—NR | Con Do.| N.R, Ja}c
" NI ' ==wi—Tm 2 “P
5 uw——u-m,,-— 3 R
w2 M| — 1 f—]m | — ], w| n 3 i €
|l [ 8 () s
Ns | R g PN l_ Biflvmor
—
New R3 Old R3 R2 Scen by R3 e \.\\>
Des. | N.R N K. 5
o T & e e the forwarding tables ~ ces}=2
N | —— | —| N6 | —— | I— M [ w2 2 ) of R1, R3, and R4 Lol @y
Ns | R2 2 ! r =l B e after they reccive Jeo L
o ! a copy of R2’s table gﬂf_"_(
New R4 Old R4 R2 Seen by R4 Ry M Al B0k
Des. N.R. Cast Des, N.R. Cost Des. N.R. | Cost _ 0\',.;./-(;
N3 S R NS 1 N R 2 R\ D T
N | R 2 —| N [ —— | N | R2 2
NS 1 I- NS R2 2
No | —— | 1 |
Final R1 Final R2 Final R3 Final R4
D | NR TCom] [Do] ®R Joo] [ooT R Tow] [Bef—NwTcum Forwarding tables
N | —— 1 Ni R1 2 NI R2 3 ( N R2 3 f 4
M|l —11 ¥ | R 2 < M| ok | sNm ] R 3 or all routers
M| — N | — NTTRZ z :3 = 2 after they have
ol 2 ] el el tie| 2 | been stablized
et el o o) [l — 1 flel—1,
D Z
7 v
>V
o:f Ji a As we said before, distance-vector routing is based on the concept
U

that each router sends what it knows about the whole domain to its neighbors.
This means that the calculation of the forwarding table depends on information
received from immediate neighbors, v which in turn receive their information from
their own neighbors. If there is a@Mon In one router, the problem
will be propagated to all routers and the forwarding in each router will be

m\3,9,\190 :} affecltay R a ———

3 3’3

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

618 PART IV NETWORK LAYER ) !
Mk - S\-o\\( A\ﬁg

20.3.3 en Shortest Path First ( OSI_?F_)) -

also an intradomain routing protocol like RIP, but
tocol we described earlier in the chapter. OSPF is
ification is a public document.

0SSV SKORATLY o PSS

Open Shortest Path First (OSPF) is
it is based on the link-state routing pro
an open protocol, which means that the spec

“Metric N+~
In OSPF., like RIP, the cost of reaching a destination from the host is calculated from
the sourte router to the destination network. However, each link (network) can be
assigned aweight based on the throughput, round-trip time, reliability, and so on. An
administration can alsq decide to use the hop count as the cost. An interesting point
about the cos{in OSPBis that different service types TOSs) can have differ ichts
_as the cest. Figure 20.19 shows The 1dea of the cost from a router to the destination host

network. We can compare the figure with Figure 20.1 5 for the RIP. |

Figure 20.19 Merric in OSPF s
rower <~

N1 ,L%

Cost: 3)
2
{. Source ' g b { f&

~ Deslena ten
; Cost: 4 Wh""’r

N3 N4

’ 3, Destination

Total cost: 7

5 —_—
4.—’/

Forwarding Tables

Each OSPF router can create a forwarding table after finding the shortest-path tree
between itself and the destination usi ijkstra’s algorithni,gdescribed earlier in the
chapter. Figure 20.20 shows the forwarding tables for the simple AS in Figure 20.19.

_Comparing the forwarding tables _foﬁrvmcgg?f,aad: RIP in the samg AS) we find that
the only difference is the cost values. In oflier words, if we use the hop count for OSPE,

the tables will be-exactly the same. The reason for this consistency is that both proto-
Jefine the best route from a source to a destination.
e RS = U

Compared with RIP, which is normally used i QSPF was designed 10 be

i 4ble to handle routing in @ H jarg} autonomous system. However, the formation
. 7 of shortest-path trees in OSPF requires thatﬂl_ioy&m@mc whole AS with their
A LSPs to create the global LSDB. Although this may not T@te a problem in a small AS,

= st eme

’ (7 it may have f:reatcd a huge volume of traffic in a large AS. TdTJH?V@l this. the AS
3 needs to be Wivided'into small sections called _ Each area acts as a small indepen-
SPF uses another level of hierarchy 11

dent domain fof flooding LSPs. In other words
routing: the first level is the autonomous syste

g
é@. .3 o . .

, the second is the area.
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Figure 20.20 Forwarding taples in OSPF
Forwarding table for R Forward;
st 3 rding table for R2 vardi
Destination | Next @)v \DCSﬁnnﬁon o o Desll’i:::inrdmg I;ablc forR3
network | router network | router e | =
Nl 3 5 . network | router
S— N1 R1 9 N1 R2 12
N2 —_— 5 N2 _— 5 N2 R2 8
N3 R2 8 N3 _ 3 N3 e 3
N4 R2 .| 12 N4 R3 7 N4 — 4

However, each router in an@reh needs to know the information about the link states
not fmly in it§”a§ga’_lggt, al‘rso.in\o‘lher areas. For this reason, one of the areas in the AS is
designated as the hackbone areé)responsﬂ)le for gluing the areas together. The routers
in the ©a are responsible fof passing the informati

t er areas. In this way, a router in an area can

receive all LSPs generated in other
areas. For the purpose of communication, each area

has an area identification. The area
identification of the backbone is zero. Figure 20.21 shows an autonomous system and
its areas. ,

4 area

2 5 nﬁle AS
Figure 20.21 Areas in ((autonomous sysrerr)

— = R R

Autonomous System (AS) -"7-\

Arca border

"'o o~ e f \.)
poricl WANg ™, 4" WAN / Am} A ]
3 = |- =
N Area border ° AS ll.?l;r;lc.lar\ N$f)
m‘i‘f:---n-.l- To other -
> LLLLLL] AN Backbone : ASs o‘){ ,,J’
router LAN ==
e — = - N
% Trafhic >
& X (ove head,
Link-State Advertisement —

the link-state routing algorithm, which requires that a r:)uter :}d\'f:r-

: ok k to all neighbors for the formation of the LSDB. When we dis-
{ethiewgyor eseil i wg used the graph theory and assumed that each router
il a]gon’tlll)":-wccn two routers is an edge. The situation is different in
o o o m'atworlx . d to advertise the existence of different entities as nodes,
the real world, in Wthh- i onnect each node to its neighbors, and the different
l1nk§ - C] link. This means we need different types of adver-
. w;l:diz;]iqine 'differem situations. We can have five types of

the different types pf
types of cost assoclate
tisements, each capable ©
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1l
p& fx?at?crtneq/bz the area to the backbone. As we discussed earlier, this type of infor-
/exc ange 1s needed to glue the areas together.

'lslz;(';”;:’}y\ ‘I":lk fo AS. This is done by an AS router that advertises the summary
e i Ont: Oa\ler A§s to the backbone area of the current AS, information which
T can be disseminated to the areas so that they will know about the networks in

other ASs.. The n.eed for this type of information exchange is better understood
when we discuss inter-AS routing (BGP).

O External link, Tl.1is is also done by an AS router to announce the existence of a sin-
gle network outside the AS to the backbone area to be disseminated into the areas.

i
SPF\mplementation

S
v y"‘) OSPF is .implemented as a program in the network layer, using the service of the IP for
(6‘3Cr = propagation. An datagram that carries a message from OSPF sets the value of the
protocol field to @ This means that, although OSPF is a routing protocol to help IP to
route its datagrams inside an AS, the OSPF messages are encapsulated inside data-
grams. OSPF has gone through two versions: version 1 and version 2. Most implemen-
tations use version 2. ' '

OSPF Messages .
very complex protocol; it uses five different types of messages. In Fig-
, we first show the format of the OSPF common header (which is used in all

givethe outlines of five message types used in OSPF. The hello message (type 1) is
a router to introduce itself to the neighbors and announce all neighbors that it
alreddy khows. The database description message (type 2) is normally sent in response
to the hello message to allow a newly joined router to acquire the full LSDB. The link-
sm}tl:z request message (type 3) is sent by a router that needs information about a specific
l./é. The link-state update message (type 4) is the main OSPF message used for build-
the LSDB. This message, in fact, has five different versions (router link, network
link, summary link to network, summary link to AS border router, and external link), as
we discussed before. The link-state acknmvledgme;.zl message (type 5) is used to create
reliability in OSPF; each router that receives a link-state update message needs to

J
ing

acknowledge it. |

n ti c ﬁon P - -
‘:ls‘ % uré 20.23 shows, the OSPF common header has the provision for authentication

of the Message sender. As we will discuss in Chapters 31 and 32, this prevents a mali-
cious gntity from sending OSPF messages to a router and causing the router to become
i

part of the Quting system to which it actually does not belong.

’ ithm . : i i i
OSPF Algor nk-state routing algorithm we discussed in the previous section.

: the i
:_)ISPF lmpiz:;nctlslanges and augmentations need to be added to the algorithm:
owever, ;
s created the shortest-path tree, the algorithm needs to use it to

router ha ; .
2 After each ding routing algorithm.

create the correspon
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OZ' Figure 2023 OSPF 7/c.r.mge formats

Version Tape Messape Iength
Source router 1P address LS age
Arca identification
Checksum Authentication type Advertising router
T LS sequence number
Authentication LS checksam I Tongh

Link-state general header

// OSPF common header

OSEF common header (Type: 4)

Number of link-state advertisements

Network mask
Hello interval -ElT Priority

Dead interval’
Designated routerAP address
Backup designated fouter IP address
Neighbor IP address

Link-state general header

Link-state advertiscment
(Any combination of five different kinds)

Rep.
Rep.

Hello message

Link-state update

ElB 1M

/ \Message sequence number

OSPE common header(Type: 5)

Link-state general header

// state general header

Link-state acknowledgment

Da\abase description

Legend

OSPE common header{(Tvpe:3)
E, T, B,1, M, MS: flags used by OSPF
Priority: used to define the designated router
Rep.: Repeated as required

Linkjstate type

Link-tate ID

Advertising router
=

Rep.

Link-state request

Q  The algorithm needs to be augmented to handle sending and receiving all five
types of messages.

Y P
Performance 7

Before ending this section, let us briefly discuss the performance of OSPF:
‘i U ([Update Messagés. The link-state messages in OSPF have a somewhat comple
5 ,b . ormat. They al/sq_are_ﬂﬁo_o_dgd to the whole area. If the area is large, these message.
= may create heavy traffic and use a lot of bandwidth.
o « 0 Convergence of Forwarding Tables. When ﬂl@ of LSPs is completed,

5 )
o 77 ! . .
P ‘/ O/W 7/'7 3 each router can create its own shortest-path tree and forwarding table; convergen

- y/ is fairly quick. However, each Touter needs to run Dijkstra’s algorithm, which ma
F)(// R take some time. 9/
AX/
6 <
é/ o (2 K W
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d e%obustncs;. The OSPF protocol is more robust than RIP because, after receiving

¢ completed LSDB, each router is independent and dogs not depend on other
routers in the area. Corruption or failure in one routgf does notfaffect other routers
: . — s i i
weo s seriously as i RIP; RTQ oo 0 SO0
&0-\"‘;0" O\ \p —_ -
s% 20.34 Bz?)rdel‘ Gateway Protocol Version 4(BGP4) -

The Border Gateway Protocol version 4 (BGP4) is the WGW'
tocol used in the Internet today) BGP4 is based on the ‘Mrlthm we
“described before, but it is tailored to provide information about the reachability of net-
works in the Internet.

Introduction

BGP, and in particular BGP4, is « complex protoco In this section, we introduce the
basics of BGP and its relationship w;a;omain routing protocols (RIP or OSPF).
Figure 20.24 shows an example of an internet with foous systems. AS2,

AS3, and AS4 are stub autonomous systems; AS1 is a dne. In our example,
data exchange between AS2, AS3, and AS4 should pass through AS1.

Figure 20.24 A sample internet wth four ASs )

397 C Tonhant
12 ast
N7
o N R4
N1 N4
R2 N3 R3 .
stui? B
Legend
==w  Point-to-point WAN
T LAN
&> Router

Each autonomous system in this ﬁgure. uses one of the two common intradomain
tocols, RIP or OSPE. Each router in ecach AS knows how to reach a network that is
I"“fts ow.l;'j\’sﬁ but it does not know how to reach a network in another AS.
ini ) —

To enable each ?_Ego route a packet to any_uetwork in the internet, we first
G

hL 10 o

install a variation 0 BGP4,)called external BGP (eBGP), on each border router (the

- al cdéE f cachrAS which is connected to a router gt another AS). We then

.?l:‘sclazl‘lt :hlc 5T ={d variation of BGP, called fnic l;m ch.ilg—) s aITfo_ut\crs. This
. hat the border routers will be running three routing protocols (intradomain,

means 4 iBGP), but other routers are running two protocols (intradomain and iBGP)

(‘;}:Gdl;;zzss he effect of cach BGP variation scparately. .
¢
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Operation of External B P{(eBGI’) |

We can say that BGP is a kind o{"point-to-point protocol JWhen the software is installed
on two routers, they try to create™ Prunncﬂimf using the well-known port 179, ln
other words, a pair of client and server pmccsﬂcx continuously communicate with each
other to exchange messages. The two routers that run the BGP processes are called
( % ?(M‘W) Sye¥ T'BGI’ pcz'rs\) 5(‘1’ Vp(’(?k(’ﬂ’ We discuss dl(fcmﬁa’of messages exchanged i
0,3 ()Pg) bt \:"’9} between two peers, but Tor the moment we are interested in only the update mcesagcs
(;3,0))\0() \ (discussed later) that announce reachability of networks in each AS.
( R; 493 > The eBGP variation of BGP allows two physically connected border routers in two
different ASs to form pairs of eBGP spchW’lgcs The routers that

o~ S\ are eligible in our example in Flgurc 20.24 form three pairs: R1-R5, R2- d R4-
o S 2547 RY. The connection between these pairs is established over thrc&physnc.ll WANSXNS,

( 2eP ?M"C"l) N6, and N7). However, lhere is a need for a I@J'TCP connection to beyreated over
—fe the physical connection to 0 make the exchange ol information pagsible. ‘Each logical

connection-in BGP parlance is referred to as a Tlus means at we need three
sessions in our example, as shown in Figure 20,
s o(mrf’\ mﬁd‘\;\ 59
’

e\ -\m

1

ﬁ. w7
Figure 20.25  eBGP operation %) 7% k&’:‘?‘f"‘i‘
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Legend
)\ NJJ Networks Next AS m—  ¢BGP session
y e ©[N1, N2, N3, N4 AST === Point-to-point WAN
= pr32 N10, N11,N12 AS3 &= LAN
6—\9\))\ & = 9 < Rouler———

__—Fge. Rk, JRY) !
l}p,,/,}chr//ON)’(cQé‘V) "’*"5“’5 r‘s'('_"f As :(f)ﬂ&(goundﬁf‘i @_w‘!il

—
ﬁgure also shows the simplified update messages sent by routers mvolved in ‘
- the P) sessions. The circled number defines the sending router in each case. For i
example, message number l s sent-by_router R1 and tells router RS that N1, N2, N3,
and N4 can be reached thxough router RI (R1 gets this information from the corre- :
sponding intradomain forwarding t’\ble) Router R5 can now add these pieces of
" information at the end of its forwarding table. When RS receives any packet destined
for these four nelwo_lm its forwardmg table and find that the next router is R1. '
The reader may have noticed that the messages exchanged during thre threces‘
sions help some routers know how 10 route packets to some networks in the internet, but

s

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

+

N

P

CHAPTER 20 UNICAST ROUTING

the reachability informatjon

is { :
addresscd:@ not complete, There are fwo prob!cm that need to be

625

about networks in AS?2 and AS3,
2. None <?f the fgchrromc@know how to route a | packet destined for any net-
works in other ASs. - o
To address the above tWo problems, we need to allow all pairs of routers (border or
nonborder) to run the Second variation of the BGp protocol, iBGP,
Operation of Internal BGP| iBGP) '-"'Q;.é’jﬁ S s
The iBGP protocol is similar

A\ Ao dp 0o Lo
o the eBGP protocol in that it uses the #f TCP on
the well-known poﬂ?@but it creates a session between an

ossible pair of routers .. s O
V50 = e \TT?LE—.; k 2
;‘w {ge( n autonomous system. However, some points shou
e

A’%,\Je

Z

Ry et

"1BGP session in

ﬂgP s Ay D WP Rs Lo ) Sl sPois R g P1e) 2o
R2 > S? 29 R4 Qo= 2/ Networks Next AS

has onl

one

¢ made clear. First, if.an AS()
uter. there cannot be an iBGP session. For example, we cannot create an \
side AS2 or AS4 in our internet. Second, if there are n routers in an auton -2
omous system, there should be [ x (1~ 1)/ 2] iBGP sessions in that autonomous syste
(a fully connected mesh) mmm@s'mm.

In other words, each router needs
to advertise its own reachability to the p

eer in the session instead of flooding what it
receives from another peer in another session. Figure

20.26 shows the combination of
eBGP and iBGP sessions in our internet. L IROP o Glc ot %
2! o Jals o 2 ¢ PS) Ita S MG

Figure 20.26  Combination of eBGP and iBGP sessions in our internet
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2: B2y 53N ik
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Ehes “%ac}:,s; ::/ c S W inside ASs because a session
Ndotcl a et s notwork (TCP Connection), poss‘s iy Spanning more th
is made on an H/_A_) =

an one

ical network as determined by the route dictated by intradomain routing protocol.

physical ne in this stage only four messages are exchanged. The first message (num-

Also n;))lc_ that :nby Ri q:nounCing that networks N8 and N9 are reachable through the
bered 1) is sen "
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path AS1-AS2, but the next router is R1. This message is sent, through separate ses-
sions, to R2, R3, and R4. Routers R2, R4, and R6 do the same thing but send different
messages to different destinations. The interesting point is that, at this stage, R3, R7,
and RS create sessions with their peers, but they actually have no message to send.

The updating process does not stop _here. For example, ilflc@q:_civcs the update
message from R2, it combines the reachability information about’ AS3 with the reach-
ability information it already knows about AS1-and-sends a new update message to RS.
Now RS knows how to reach networks in AS1 and AS3.jle process continues wl]en R1
receives the update message from R4. The point 1s that we nced to make certain that at a
point in time there are ndbh?ng? in the previous updates and that all information is
propagated through all ASs. At this time, each router combines the information received
from eBGP and iBGP and creates what we may call a path table after applying the crite- i
ria for finding the best path, including routing policies that we discuss later. To demon- |
strate, we show the path tables in Figure 20.27 for the routers in Figure 20.24. For
example, router R1 now knows that any packet destined for networks N8 or N9 should
go through AS1 and AS2 and the next router to deliver the packet to is router R5. Simi-
larly, router R4 knows that any packet destined for networks N10, N11, or N12 should
go through AS1 and AS3 and the next router to deliver this packet to is router R1, and

= o " b O e gty g7 S SRR tes ALSRN SYSRSNEREINR, BTy

SO On.
e
. > -
Figure 20.27 Finalized BGP path rabley
—

Networks ~ Next/ | Path Networks ~ Next /'\ Path Networks  Next Path
N8, N9 AS2 N8, N9 ASI\AS’.’. N8, N9 S1,AS2
NIO,NI11,NI2 NI0,N1I,NI2 Sl 1483 NI10, N11,N12 S1,AS3
N13, N14,N15 .N13.N14.N15 NI13, N14,N15 AS1, AS4

Path table f¢ Path table fo Path table fof R3)

Networks  Next Path , “Nétworks Networks  Next Path

N8, N9 EHAS], AS2 N1.N2, N3, N4 |8 ERAS2, AS] N1, N2, N3, N4
NIO,N11.N12 [y HAS1, AS3 || [N1o,N11, N12 JRiE8#AS2, AST, AS3 | [N8, N9
NI3.N14,NI5 [IfH{ASI, AS4 N13,N14, NIS/ W AS2, AS1, AS4 | [N13, N14, N15
* Path table fo@_‘r’/ th ta Path table
‘R)\PC *— Networks Next Path Networks  Next,\ Path Networks
) X M NI, N2, N3, N4 AS3,ASI NI, N2, N3, N4 AS31AS] NI, N2, N3, N4
,v;’ Q) N8, N9 AS3,AS1,AS2 | [N8, N9 AS3[AS1,AS2 | [N8, N9
(ﬁ% NI3,N14,NI5 AS3,AS1,AS4 | [N13,N14,N1S AS3,AS1,AS4 | [N10,N11,NI2
AN Path table for R7
X ; La\ ath table for Path table forR8 Path table fo
2 >~z
D N2 |
) . . . .
o )Z@ Injection of Information into Intradomain Routin
G

; The role of an interdomain routing protocol such a§ BGP\is to help the routers inside the
Cﬁ%/ ]___/_mg E& welp the r § insid

é_S_ lo_ augment their rouling information. In other words, the path tables collected and
organizeq by BYG/are not used, per se, for routing packets; they are injected into intrado-
main forwan.img tables (R}P/ or Oswfor routing packets. This can be done in several
ways depending on the type of AS.

|
|
|
In the case of a stub AS, the only area border router adds a default entry at the end i

of its forwarding lz:lblc and defines the next router to be the speaker router at the end of
the eBGP connection. In Figure 20.24, RS in AS?2 defines R1 as the default router for
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is the same for router R9 in AS4 with
l:‘c-dc{d[l'llllll lrlo:lte: lolbch“l.{:n ':;\183, R6 set its default router to be R2, but R7 and RS set
their deli outer to be R6. These settings are in accordance with
pelault x 4 t the path tables
describe in Figure 20.27 for these e

o gy : outers. In other words, the path tables are injected
into intradomain forwarding tables by adding only one default entry.

In the case of a transient AS, the situation is more complicated. R1 in AS1 needs to
inject the whole contents of the path table for R1 in Figure 20.27 into its intradomain
forwarding table. The situation is the same for R2, R3, and R4.

One issue to be resolved is the cost value. We know that RIP and OSPF use differ-
ent metrics. One solution, which is very common, is to set the cost to the foreign net-
works at the same cost value as (o reach the first AS in the path. For example, the cost
for RS to reach all networks in other ASs is the cost to reach N5. The cost for R1 to
reach networks N10 to N12 is the cost to reach NG, and so on. The cost is taken from
the intradomain forwarding tables (RIP or OSPF).

Figure 20.28 shows the interdomain forwarding tables. For simplicity, we assume
e that all ASs are using RIP as the intradomain routing protocol. The shaded areas are the

D ~~augmentation injected by the BGP protocol; the default destinations are indicated as zero.
A - R & ?1 ~ A CZ\“"?‘)

Pl T (M0 <! 20T s
o T % s e 5
& «1}6 ~Figure 20.28 Forwardi}ls tablegafler i:xjegtion)&éli_c"f ~ gpromss (P
e ?‘w\\. N 5> N f\; BYNAS Lrec\g?a\'\*y)
e Des. Nc;@::) Des.  Next(Cost ) Des. Next Cost Des. Next Cost
NI [—] 1 NI [—] ] NI [R2][ 2 NI [RI] 2
Nd | Rd | 2 N4 | R3] 2 N4 |[—| 1 ¢ Ng |—| |
N8 | RS| | N8 | R1| 2 Ng |R2| 3 N8 |RL| 2
N9 | R5| 1 N9 |RI| 2 N9 |R2| 3 N9 | R1| 2
<58 2 NIO|R6 | ! NIO| R2 | 2 NIO|R3| 3
ik wﬁh"::? ::5 6;} NII[ RG] 1 NU[RZ[ 2 NIT|R3| 3
NI2| R2| 2 NI2| R6 | 1 Ni2| R2 | 2 NI2| R3 | 3
NI3| R4 | 2 NI3|R3| 3 N13| R4 | 2 NI3[RY9 | 1
2 Ni4| R3[| 2 Ni4|R3| 3 NI14| R4 | 2 NI4|RY | 1
@ Nis| R4 | 2 NIS|R3| 3 NIS| R4 | 2 g NIS|R9 | 1|
—~ Table ﬁ@ Table for R2 Table for R3 Table for R4
@ Des. Next Cost Des. Next Cost Des. Next Cost Des. Next Cost Des. Next Cost
(Re) & NS [—] | NIO[— 1 NIo[—] 1 NIO[R6 | 2 NI3[—] 1
= % KBN 8 T—1 1 NIT[—] 1 NI1|[RG | 2 EE N4 —T 1
vy W) R NIzl R7 | 2 NI2|—]| 1 NI2|—] 1 NIS|— | 1
Vo (e" L Rz 0 |RG| 2 0_|Re| 2 0 |[Ra[1
“al Ay') Table for RS 0 -
.\)>‘é Sl e',)b Table for R6 Table for R7 Table for R8 Table for R9
'JJ\P‘J&D‘L‘ ‘)J y
AN
P

: tion , . . ; !
?{ldrcssd Aflil;cfﬁav realized that intradomain forwarding tables obtained with the help
1e reader ma e

tdcols may become huge in the case of the global Internet because

- tworks may be included in a forwarding table. Fortunately, BGP4
" -llcdcs'lin:lnion identificrs and allows the aggregation of these prefixes,
\ Cl';aptcr 18. For example, prcﬁx'es 14..18.20.0/26, 14.18.20.64/26,
14.18.20.192/26, can be combined into 14.18.20.0/24 if all four

o

',)ON\’ 3 of the BG.IJ
v many destin
A bk uses the prefixes .
DA as we discusyed i
14,18.20.128/26, at
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